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1. Start configuration of Check Point GW

Select already created instance, remote connection

Elastic Cloud Server @

Use public IP of ECS to login the GW with SSH tool, then enter the user name as
admin, the password is as admin,
Change password command : set user admin password

t .himl
| Finizsh the First Time Wizard.

Login to the web portal with public IP of GW ECS (EIP) through the public network :

https://EIP
then enter the user name as admin, the password is as admin. The new password can be

set at blow page.

6 This system is for authorized use only.

TWARE TECHNOLD
Password: enwn

ChECk PGinf Usernams: f—

LOGIN =
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QB link Check Point

Authentication Metwork Configuration

Configure the Gaia 05 password for user "admin” Host Mame: gw-1

Mew Password: [ IPvdd Addr (ethO): 192, 168, 2 . 212
Confirm Password: sessnnnns Subnet mask: 255.255.255. 0

Default Gatewsay: 182 .168. 2 . 1

51C Configurations
Activation Key: Ty |:| Enable cluster membership for this gateway

Confirm Activation K2y | sesses

Automatically download Blade Contracts and other important data (highly recommended) o
Irnprove product experience by sending data to Chedk Point ﬂ

SIC one-time password for managing server connections to gateway devices
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2. Start configuration of Check Point Management

For the management server, the initialization process need to be done at the first time. Login
to the web portal with public IP of management ECS (EIP) through the public network :

https://EIP
then enter the user name as admin, the password is as admin. According to the blow

screenshots to finish the initialization.

R80.30 First Time Configuration

Welcome to the

Check Point First Time Configuration Wizard

You're just a few steps away from using your system!
Click Mext to configure your system.

Platform: Open Server
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Deployment Options Check Point

Setup

@ Continue with RB0.30 configuration
nstallation

() Install from Check Point cioud
(7 Install from USB device

Recovery

(@) Impart existing snapshat @

Authentication Details J&] Check Point

Change the default administrator password:

Password: LTI
Confirm Password: Ty

It is strongly recommended to use both uppercase and lowercase characters as well as
one of the following characters in the password: |@#5% A 805 0-_=+1.
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Check Polnt

Interface:
Configure 1Pvd:
IPv4 address:
Subnet mask:

Default Gateway:

Configure IPvE;

ethl

Marually hd
192,165, 2 . 26
255,255,255, 0

192,168, 2,1

Off hd

Device Information

Haost Mame:

Domain Mame:
Primary DMS Server:
Secondary DNS Server

Tertiary DNS Server,

Proxy Settings

|:| Use a Proxy server

migrmi-1
Optional
100.125.1.250

100.125.21.230

g Check Poirj_lt__l
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Date and Time Settings ghgck Point

TEGHNC

(@ Set time manually:

Date: ‘Wednesday, Movember 21, 2018 |
Time: 20 |19
Time Zone: Shanghai, Asia (GMT +&00) R

() Use Metwaork Time Protocol (NTP):

Installation Type

@ Security Gateway and/or Security Management

() Multi-Domain Senver
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g Cr]gggk Poin_fgl

Products

Clustering

Define Security Management as: Primary R

Automatically download Blade Contracts and other important data (highly recommended)

o For more information click here

Security Management Administrator Checrk Point

@ Use Gaiz administrator: admin

) Define a new admiristrator
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Security Management GUI Clients J&] Check Point

AE TECH

GUI clients can log into the Security Management from:
@ Any |P Address

D) This machine

) Metwork

) Range of IPv4 addresses:

First Time Configuration Wizard Summary 18] Check Point

TECHNL

Your device will be configured with the following products:

Security Gateway

|:| Improve product experience by sending data to Check Point
o For mare information click here
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First Time Configuration Wizard Summary

I"-\‘u’tarif'_.r'lng Configuration 96 %

Security Gateway

Finalizing Configuration (this may take several minutes)

First Time Configuration Wizard Summary B Check Point

Verifying Configuration

Security Gateway

00

Finalizing Configuration (this may take several minutes)

Rebooting System

- Please wait while the system is rebooting.

Uninstall the default policy (deny all) from the login command line after restart: fw
unloadlocal
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This system is for authorized use only.

login: admin

Password:

Last login: Thu Now 22 B7:59:88 on ttyl

You have logged into the system.

By using this product you agree to the terms and conditions

as specified in https:!//www.checkpoint.com/download_agreement.html
gwz> fuw unloadlocal
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3. Unified management gateway

Download the Smart Console from the Check Point website or web Ul and install it.

& Certificate error 49.4,515, hig = 7. =

. Check Po
2 admin | [ Ga?;\'D

“
ey Manage Software Blades using SmartConsole [ e et
Viewmode: | Advanced -
- System Overview AX Blades AX
@ oveniiew
5 & Nebwork Management Check Point Security Management | R80.30 Firewall
&4 Network Interfaces
N Kemel: 3.10.0-693cpx86_64
&% ARP
- 64-bit
&w DHCP Server Edition: IPSec VPN
- RSPy 200

After installation, open it and login Smart Console with username, password and IP of
management gateway.

1 - admin

a (I X TR R T RN
SmartConsole
=5 114.115.130.136 .

Read Only Demo Mode ﬂ

L AR

Add Gateway object

[ Ceck P
smartConsole
*+ N X | & sopts- [ adionse () Monitor| Q Search.. T 29 3

Gateway.., 3
Recommended Updates  Comments :

Cluster

REQ10 o U
50 REDAD o v )
L) 0 RE0.10 WO More 'l
[} & gws 1002112 R30.10 mo Open server = o%
~ B8 smc 10.0.1.147 RE0.AD w B Dpen sen - 1
L
Summary | Tasks Errors

Classic mode is usually chosen
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Check Point Security Gateway Creation

Create the Check Point Securty Gateway using:

Wizard Mode Classic Mode

[ ] Dont show this again

@ | x

Enter the hostname and IP of the instance without error, select communication, enter the
one-time secret key created when initializing the gateway and click initialize, then click ok

- (General Properties
Machine

[+~ Network Management

B NAT Mame: |gw5

- HTTPS Inspection

- HTTP/HTTPS Proy IPv4 Addresg._[10.0.1.159

| | Resolve from Name | [[] Dynamic Address

- Platform Portal

&-Logs IPvE Address: |

b

- Fetch Policy Comment: |

- Optimizations

Sy

- Hit Count
(- Other

Secure Intemal Communication:

Uninitialized

| Communication ..

Trusted Communication

T X

taia v | Gt |

Platform: | Open server / Appliance ~

Authentication €

One4ime password: | |

Confirm one4ime password

Trusted Communication Initiation

Advanced Metwarking & Clustering:
o Dynamic A outing
9 Gecurexl

Inttialize

[J@es
[ Maritaring

Cerificate state;  Uninitialized

d unlimited scaling. IPS

Test SIC Status...

oK || cancel |

oK | | Cancel

Then get interface with topology
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General Properties
[=1- Network Management
- System Backup
-+ VPN Domain
" Proy
&~ NAT
- HTTPS Inspection
- HTTP/HTTPS Praxy
Platform Portal
- Maonitoring Software bl:
& Logs
- Feteh Policy
""Qﬁl‘l‘l.!ﬂll)f‘ﬁ
Hit Count
[#- Other

wu Itefaces. +| . Edit [ Adons+ |2
Get Interfaces With Topology

Get Iterfaces Without Topology

& ethl Undefined 10.0.2.149/24

Disable anti spoofing

Na Comments

2 items

- General Properties
= Network Management
System Backup
- VPN Domain

4% GetIntefaces. % Edt [ Actiorns~ (& | Q Search..

Name | Topology | IP

External 10.0.1.149/24

D gwl 1001149 Raq

& etho

3 gw2 1001750 Rg HTTPS Inspection

& etht Undefined 10.0.2.149/24

Interface: eth0

‘f* -

eth0

Enter Object Comment

Leads To

O Internet (External) @

(®) Qverride

Internet (External) General General
) This Network (Internal) QoS IPvd:
1P Addresses behind this interface: Advanced 1Py6:
m| .
Not defined
P and Ne Topology
Leads To:
Security Zone:

% Security Zone
(®) User defined

] Specify Security Zone: Vo ifem = & Add Tag

= () According to topology: ExternalZone @

Anti-Spoofing

‘ Comments |

\ Anti Spoofing:

2items

[10.0.1.140 ! [24]

Qe|x

|/ ]

Internet (External)
None
Disabled

ok ||

Cancel

[] Perform Anti-Spoofing based on interface topology
Anti-Spoofing action is setto | Prevent

Don't check packets from: | No rtem sel

Spoof Tracking: Log
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4. Policy configuration

You can create a policy package for the gateway, such as the name GW1_2_Policy

10 Discard | Session ~ @ | Ry Publish

Manage Policies  *

~N

Recent Policies B, Manage policies and layers...

Manage policies and layers

1, Policies Wiopen | % N X |2 adions- || Q Sesrch.. 2 items
% Layers - , —
me =« Access Control Threat Prevention QoS Desktop Security Policy Targets Comments
M Gw1_2_Policy v 2 targets
L m_cwiad Policy v

New Policy

General Policy Types

Installation Targets | L._l Access Contral [ |!F. Threat Prevention

" Access Control | Blades: 58

+

Select GW1 and GW?2 (please carefully select gateway objects managed by the policy
package)

L.I _ GW1_2_Policy
|

General Installation targets
Installation Targets ) All gateways
(®) Specific gateways
+ X Q, Search..

Name IP Address Comments

A gwil 10,0.1.149

2 gw2 10.0.1.150

# Add Tag

| OK | | Cancel |

The same method creates the policy packages for GW3 and GW4, which are currently
permit any
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Recent Policies [NB, Manaage policies and layers...
Name Policies  Gateways

‘ M GW3_4 Policy 252 E2 2 targets ‘

‘ L] GW1_2_Policy £== 2 targets ‘

Create NAT Policy

(VTR  GW3 4 Policy *  Manage Policies X

S X |2 =12 Adions - T

~ Access Control

Mg Policy Original Source Original Destination Original Services  Translated Source  Translated Destin... Translated Services _ Install On Comments
6 NAT 1 <z All_Internet M H 1001149 4 TCP_B08E o H 1002149 M _H_10.0.2.1 “ TCP_B088 & gwl
2 <&k All_Internet B H_10.0.1.150 4 TCP_8088 B H 1002111 B _H_100.21 4 TCP_8088 gw2
Shared Policies Automatic Generated Rules : Machine Static NAT (No Rules)
» @ Geo Policy Automatic Generated Rules : Machine Hide NAT (No Rules)
F Inspection Settings @ Automatic Generated Rules : Address Range Static NAT (No Rules)

Automatic Generated Rules : Network Static NAT (No Rules)
Automatic Generated Rules : Address Range Hide NAT (No Rules)
Automatic Generated Rules : Network Hide NAT (No Rules)

Manual Lower Rules (No Rules)

I Instructions

® The original source, destination and service are the source IP (in this case, All_Internet,
please do not write any, otherwise the policy will fail), destination IP (the upper IP of
GW1 and GW2), and the published application port

® Translated source, destination and service are converted source IP (in this case, GW1
and GW2), destination IP (Nginx listening IP), port (Nginx listening port)

® Select the appropriate install object

The NAT entries for GW3 and GW4 are as follows, with the policy permit any

GW3_4_Policy Manage Policies ¥

Original Source Original Destination Original Services Translated Source  Translated Destin... Translated Services Install On Comments
1 <iiv All_Internet ™ 41002110 | 4 TCP 8080 M 41003125 M _H 100311 = oOriginal gws
2 <iv All_Internet = 41002112 | 4 TCP_8080 M 41003126 M _H 100511 = original gwa

Automatic Generated Rules : Machine Static NAT (No Rules)
Automatic Generated Rules : Machine Hide NAT (No Rules)
cttings ¥ Automatic Generated Rules : Address Range Static NAT (No Rules)
Automatic Generated Rules : Network Static NAT (No Rules)
Automatic Generated Rules : Address Range Hide NAT (No Rules)
Automatic Generated Rules : Network Hide NAT (No Rules)

Manual Lower Rules (No Rules)

Instructions :

® The original source, destination and service are the source IP (in this case, All_Internet,
please do not write any, otherwise the policy will fail), destination IP (the upper IP of
GW3 and GW4), and the published application port

® Translated source, destination and service are translated source IP (in this case, GW3
and GW4), destination IP (web server), service (application port)

® Select the appropriate install object
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Configuration completed, the policy can be published :

5T @ Install Policy
Columns: @ General - ERY & scripts - 3 Adtions - () Monitor | Q Search.. T 1@ Q search. &
= =] % - E
Status  Name 1P Version  ActiveBlades  Hardware  CPUUsage  Recommended Updates  Comments B @i @
(] €8 mgmt1 192168226 R80.30 e B Openserver @& 9% 3 updates available
Object Categories

suonepien

A& Network Objects 7
% Services 513
32 Applications/Categories 7508
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Copyright

Any text description, document format, illustrations, photos,
methods, codes and other contents appearing in this document shall be
copyrighted by Check Point and protected by relevant property rights and
copyright laws, unless otherwise specified. No individual or institution may
copy or reference any fragment of this document in any way without the
written permission of Check Point.
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