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Declaration

Copyright © 2016 Sangfor Inc. All rights reserved.

No part of the contents of this document shall be extracted, reproduced or transmitted in any form
or by any means without prior written permission of SANGFOR.

o

—
-

SINFOR, SANGFOR and the Sangfor logo =" are the trademarks or registered trademarks of

Sangfor Inc. All other trademarks used or mentioned herein belong to their respective owners.

This manual shall only be used as usage guide, and no statement, information, or suggestion in it
shall be considered as implied or express warranty of any kind, unless otherwise stated. This
manual is subject to change without notice. To obtain the latest version of this manual, please
contact the Customer Service of Sangfor.




SANGFOR vSSL VPN User Manual

Chapter 1 Install vSSL VPN VM

This chapter introduces how to install vSSL VPN VM in public Cloud.

Prepare Virtual Machine

Resource Requirements SSL Encryption Throughput Concurrent User
2 CPU, 2G RAM, 64G Disk 200M 500

2 CPU,4G RAM, 64G Disk 300M 1000

4 CPU,4G RAM, 64G Disk 350M 2000

4 CPU,8G RAM, 64G Disk 540M 5000

8 CPU,8G RAM, 64G Disk 580M 10000

8 CPU,16G RAM, 64G Disk 640M 20000

Install Image for Virtual Machine

Method 1:
Search “sangfor” in marketplace and select Sangfor vSSL VPN Image

Marketplace  Categories My Saved List  Seller Learning Center

All categories (2 results)

Categories
All Categories N\ Sangfor vSSL VPN Image (BYOL)
nfrastructure Software ' SSL y sangfor SSL VPN was born in 2005, focuses on the secure access and better user
- access experience for the remote office. Sangfor has accumulated more than 30... N
LOUE
Developer Tools Image on Linux Version V7.6.8
Filters
~ Sangfor vSSL VPN License
Operating Systems SSL 14 Sangfor SSL VPN was born in 2005, focuses on the secure access and better user
- access experience for the remote office. Sangfor has accumulated more than 30.
Windows
LicenseonLinux | VersionV7.68
Linux




SANGFOR vSSL VPN User Manual

Select Marketplace Image

[5) Allimages I‘ sangfor i X Q ‘

Infrastructure Software

-© Specifications:lmage in HongKong

Business Software Resource:Sangfor vSSL VPN Image (BYOL)
Description:Secure and rapid remote office solution
DeveldprsTocks Version:V7.6.8
OS:Linux

Product Category:Security
Published:Apr 29, 2020 15:50:13 GMT+08:00
Service Provider:Sangfor Technologies (Hong Kong) Limited
$0.00 USD/month

Method 2:
Request Image from Sangfor and install Image from private image or shared image

Initialize Network

Start vSSL VPN Virtual Machine and remote login from public cloud console.

1. Setintranet IP for vSSL VPN:

® vSSL VPN will automatically get IP address from DHCP server by default and we can show
current network settings.

® \We can also modify network by Network Setup Wizard

Network Setup Wizard

-

*

2. Associate EIP with vSSL VPN intranet IP or make DNAT policy in VPC NAT Gateway

3. Set Security Group in VPC
vSSL VPN Default Service Port:

Port Function Mandatory or not | Modifiable or not
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TCP 80 Path selection in multi-line network No Support
environment

TCP 443 User access Yes Support
TCP 4430 Management port for Administrator No Support
TCP 51111 | Firmware upgrades port No N/A
TCP 22 Shell port only for Sangfor engineer No N/A

troubleshooting
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Chapter 2 Login to Admin Console

SANGFOR SSL VPN system provides Web-based administration through HTTPS port 4430. The
initial URL for administrator console access is https://EIP:4430.

Logging in to Admin Console

1. Open the IE browser and enter the SSL VPN address and HTTPS port (https:/EIP:4430) into
the address bar. Press Enter key to visit the login page to SSL VPN administrator Web
console, as shown below:

& SANGFOR
N~
® 37 | English
-
Global Service Centre: +60 12711 7129 (7511) Malaysia: 1700 817 071 cmm_b SSL VPN
-

SSLVPN
Rapid, Secure
& Simple

YouTube Username

Gefgmore information |
about Sangfor inan
interactive way!

Password

https://www.youtube.com/SangforTechnologies

Follow us on
Facebook

Version

ps://www.facebook.com/S

© 2004-2015 SANGFOR Al Rights Reserved

You also can scan the QR code on above page to follow SANGFOR.

2. Enter the administrator username and password and click the Log In button. The default
administrator username and password are admin (case-sensitive). You can also choose page
language at the upper right corner of the login page as per your need .

3. For version information of the software package, click on Version below the textboxes.

Modifying Administrator Password

We strongly recommend you to change the administrator password after initial login, so as to
prevent others from logging in to the administrator Web console and using default Admin
credentials to make unauthorized changes on the administrator account and initial configurations.

To modify default administrator password, perform the following steps:

1. Navigate to System > Administrator to enter the Administrator Management page. The
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default administrator account (super administrator) is as seen in the figure below:

»» Administrator Management

@ Add ~ @ Delete [ Edit 57 Select ~ [ Unfold alll View Active Administrators  Search by Name ~ P
Search P |ﬂ =] | name Type Description Status
@f 0 & admin Super Admin Administrator " 4
|
|
[4 4 | Page| 1|of1| b k]| & Show| 25|/page 1-1 of 1

2. Click the account name Admin to enter the Add/Edit Administrator page (as shown below):

+¢ Add/Edit Administrator

Basic Attributes Fields marked * are regquired
Mame: R
Description: | Administrator
Type: ':'i:' Admin Guest
Password: ®esseess =
Confirm;: |essssssa ~
Added To: il

+'| Enable administrator

Login IP Address

'@':' Allow login on any IP address

() &llow login on the IP addresses below

Mo

@ Add @ Delete [ Edit

D Start IP End IP

3. Modify the password and click the Save button on the above page.

= Password of the account Admin should not be shared with anyone.

= If the Sangfor device is to be maintained by several administrators, create multiple
administrator accounts for segregation of duty.
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Chapter 3 System and Network Settings

After logging in to the administrator console, status of this SSL VPN and some function modules
are seen at the right side of the page, and a tree of configuration modules are seen at the left side
of the page.

There are five configuration modules in all:

= Status: Shows the running status of the Sangfor device Administrator Console
and the related modules.

P Status

= System: Configures the related licenses of the device,
network settings and other global settings such as
schedule, administrator, SSL VPN options, etc. e

} Firewall

}F System

= SSL VPN: Configures the SSL VPN related settings, such
as SSL VPN account, resources, roles, policy sets, remote _* Maintenance
servers and endpoint security rules and policies.

=  Firewall: Configures the internal firewall rule or policy of the Sangfor device.

=  Maintenance: Shows the logs, backups. It also enables administrator to restore configuration,
restart service, reboot or shut down device.
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System Settings

System settings refer to the settings under System module, including System, Network, Schedule,
Administrator and SSL VPN Options.

Configuring License

Navigate to System > System > Licensing to activate the license or modify the license key related
to this device and each function module.

There are two methods to get a trial license.

Method 1: Online Authorization (Requires a Chinese phone number to receive SMS from Sangfor
Authorization server)

Method 2: Contact with local Sangfor teams get a trial license.

Under License of Device are the license of this Sangfor device and other authorization you have
bought from SANGFOR. Under License of Each Module are licenses that are optional for
Sangfor device. Once license of a function module is activated and that feature is enabled, the
corresponding module will work.

The following are the contents included on Licensing page:

= Cross-ISP Access Optimization: Cross-ISP access optimization function is an optional
function offered by SANGFOR SSL VPN, which helps to facilitate and optimize the data
transmission among links provided by different Internet Service Operators (ISP, in China, for
example, there are China Telecom, China Netcom, etc). Click Activate to enter license key
for Cross-1SP access optimization feature, as shown below:
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Upgrade License: The license is used to
update the current SANGFOR SSL VPN
system with Sangfor Firmware Updater 6.0
(for more details, refer to Appendix A: End
Users Accessing SSL VPN

This section introduces how end users configure browser and log in to SSL VPN.

Required Environment

=  End user’s computer can connect to the Internet.

= No security assistant software is installed on the computer, because this kind of software may
influence the use of SSL VPN.

=  Any mainstream browser is installed on the computer, such as, Internet Explorer (IE), Opera,
Firefox, Sarafi, Chrome, etc.

A

«  Operating systems should be 32bit/64bit Windows XP/2003/Vista/Win7/Win10, 32bit Linux
Ubuntu 11.04/RedHat 5.2/RedFlag/Fedora 13/SUSE 11.2, or Mac OS X Leopard(10.5)/Snow
Leopard(10.6)/Lion(10.7).

»  SSL VPN client is available on iPhone and Android mobile phones.

Configuring Browser and Accessing SSL VPN

Configuring Browser
The following configuration takes Windows XP IE browser for example. Screenshots may vary
with different operating systems.

1. Launch the IE browser and go to Tools > Internet Options to configure the IE browser, as
shown in the figure below:
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File Edit “ew Favorites Help
" ) n Delete Browsing History. .. Cerl+Shift+Del
Favarites =, Sugge: -
w | = ﬂ = InPrivate Browsing Chrl+Shift+P

| @ Blank Page Reopen Last Browsing Session

InPrivate Filkering Chrl+Shift+F
InPrivate Filkering Settings

Pop-up Blacker 3
SmartScreen Filber »
Manage Add-ons

Compatibility Wiew
Compatibility Yiew Settings

Subscribe to this Feed. ..
Feed Discovery 3
‘windows Update

Developer Tools Fiz

2. Click Advanced tab. Find the Security item and select the checkboxes next to Use SSL 2.0,
and Use TLS 1.0, as shown in the figure below:

-
Internet Opticns

| General | Security | Privacy | Content | Connections | Programs | Advanced l

I Settings I

[[] Do not save encrypted pages to disk -~
[] Empty Temporary Internet Files folder when browser is de
Enable DOM Storage

Enable Integrated Windows Authentication™

Enable memary protection to help mitigate online attacks™
Enable native XMLHTTP support

[ Enable SmartScreen Filter I
[ Enable Strict P3P Validation™®

Use 55L 2.0
[ usessL 3.0
Use TLS 1.0
UseTLS 1.1

[¥] warn about certificate address mismatch™ i
1| il] | b

q m_|

*Takes effect after you restart your computer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

Reset...
condition. ==

¥ou should only use this if your browser is in an unusable state.

| ok || cencel || apply |

3. Enter the SSL VPN address into the address bar of the browser and visit the login page to
SSL VPN.
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4.  When you visit the login page, a security alert may appear, requiring installation of security
certificate, as shown in the figure below:

Security Alert [‘5_(|

rir‘"l |nformation vou exchange with this site cannot be viewed or
?. changed by others. Howewver, there iz a problem with the site's
; zecunty certificate.

v The zecurty certificate was issued by a company you have
not chozen to trust. View the certificate to determine whether
you want to brust the certifwing authority,

.@. The zecurity certificate date is valid.

yv.  The name on the security certificate is invalid or does not
match the name of the site

Do pou want to proceed’?

’ Yes ] [ Ho i [ Yiew Certificate ]

5. Click the View Certificate button to complete installing the root certificate if this is the first
time you log in to SSL VPN administrator Web console. The information of the root

certificate is as shown below:

Gzeneral |Details Certification Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  asf

Issued by: asf

valid from 10/16/2011 to 10/11/2031

Install Certificate. ..

6. Click the Install Certificate button and use the Certificate Import Wizard to import the
root certificate, as shown in the figure below:
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7.

Certificate Import Wizard D_<|

Certificate Store
Cettificate stores are swskemn areas where certificates are kept.

Windows can automatically select a certificate store, or vou can specify a location For
() Automatically select the certificate store based on the bype of certificate
(%) Place all certificates in the Following store

Certificate staore:

|| | l Browse, .,

[ « Back ” Mexk = ][ Cancel ]

Select a directory to store the certificate and click the Next button. After confirming the
settings and clicking the Finish button, another warning pops up asking whether to install the
certificate, as shown in the figure below:

Security Warning .

_!3 ‘You are about to install a certificate From a certification authority (CA) claiming to represent:
2 asf
‘windows cannot validate that the certificate is actually from "asf, *You should confirm its origin by contacting "asf". The Following number will assist you in this process:
Thumbprink (shal): 164FEFF3 1BA7C141 DODASEIF D09092E7 2E480982
W'arning:
IF yiou install this root certificate, Windows will aukomatically brust ary certificate issued by this CA, Instaling a certificate with an unconfirmed thumbprint is a security risk,

IF vou click "fes" vou acknowledge this risk,

Do you want ta install this certificate?

Click the Yes button to ignore the warning and the root certificate will be installed, as shown
in the figure below:

"l ) The import was successhul,

Generally, root certificate is required to be installed when you logs in to the SSL VPN for the
first time. Once root certificate is installed, you need only click the Yes button next time
when logging in and see the security alert.
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Using Account to Log In to SSL VPN

If root certificate has been installed, user can visit the login page to the SSL VPN. The login page
is as shown in the figure below:

Access S5L VPN

Username:
Password:
Verification: t NZ q
Logiin:

Other Login Methods:

[l Use Certificate | ggg Use USB Key
» Failed to read USB key. Please install USBE key driver
# Login error. Please download S5L WPN repair tool to repair components
# For more help information, click here

Enter and submit the required credentials through the login page. The following are the

contents included on the login page:

Username, Password: Enter the username and password of the SSL VPN account to
connecting to the SSL VVPN.

Verification: Enter the word on the picture. Word verification feature adds security to
SSL VPN access and could be enabled by administrator manually, or activated
automatically when brute-force login attempt is detected.

Use Certificate: A login method that enables user to use certificate to go through the
user authentication. The certificate should have been imported to the IE browser
manually.

Use USB Key: A login method that enables user to use USB key to go through the user
authentication. There are two types of USB keys, one type has driver and the other type
is driver free.

A

User using USB key to get authenticated may need to install the USB key driver. For detailed
guide, please refer to the SSL VPN Users section in Chapter 4.

Once user passes the required primary and secondary authentications, he/she will enter the

Resource page, as shown in the figure below:
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)

Welcome testll | Settings | Optimization | Log Out

&~ SANGFOR

— http://www.example.com.cn | Go i|

Resource GTOUP & To avoid data leakage risk, you'd better not save account on public device

[Ej Default group _
85, All subnet L3VPN resources
testGrp H
IhtGrp E test_sso_res Type:HTTP
gmx-test-group
RemoteApp 'a Financial System ype:HTTP
E‘ OA Office System Type:HTTP

All the resources or groups associated with the connecting user will be displayed on the
Resource page. Click on any of the links to access the corresponding resource.

For Web application resources, user can access them simply by clicking on the resource link.

For C/S applications that cannot be accessed through browser, user can start the SSL VPN
Client program (under Start > Programs > SSL VPN Client) and access the application by
entering IP address of the server, as if user’s PC resides in the enterprise network.

TCP and L3VPN components will be installed automatically when user accesses associated
TCP resource or L3VPN resource.

wielcome a | Settings | Optimization | Log Out

web17 Type:HTTR

tcp20 Type:HTTP

Lavpn Type:HTTP

Type:REMOTEARP

To log out of the SSL VPN, click Log Out at the upper right of the page. Once user logs out,
he/she cannot access the internal resources any more.

To modify password of the SSL VPN account, click Settings at the upper right of the page to
enter the User Account page, as shown in the figure below:
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Personal Setup (si}

» User Account Username: =i
Password: Hxssss [Modify]
Description: [Modify]

As shown above, the current password is followed by Modify. Click it to enter the Modify
Password page, as shown below:

Zhange Password X

Current:
MeEw

Confirm:

Save Cancel

A

» If user keeps inactive for a long time during SSL VPN access, without performing any
operation or accessing any resource, user will be disconnected and log out automatically.

»  The contents shown in Settings are related with SSL VPN configurations. Those contents
will be taken valid.

Using USB Key to Log In to SSL VPN

User login using USB key is a bit different from that using account.

1
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Main differences are the login process and login page. User should perform the following:

1.
2.
3.

Launch the browser and visit the login page to the SSL VPN.
Insert the USB key into the USB port of the computer.

Select other login method Use USB Key to enter the next page that asks for PIN of the USB
key.

Enter PIN of the USB key and login process completes.

To modify PIN of the USB key, click Settings at the upper right of the Resource page to
enter User Account page, as shown below:

Welcome sangfor User Account
of User Account Username: sangfor
— _ i Password; ks [Modify]
= Loagin Options
Description: [Madify]
PIM: s [Madify]

Click Modify to enter the Edit USB Key PIN page, enter the current PIN and the new PIN
and click the Save button, as shown below:

Edit USB Key PIN Close

Current PIN:

Mzw PIN:

Confirm PIN:

Save Cancel

Using VPN Client to Log In SSL VPN

SSL VPN client components will be installed automatically when user logs in SSL VPN through
IE browser. On System > SSL VPN Options > Client Options page, you can enable client
software installer to be installed automatically or manually when required. If Manually
corresponding to the Install Client Software Installer when required option is selected on the
Sangfor device, the following page will pop up when user logs in VPN, as shown below:
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“ Install ActiveX controls

Follow the tips to install ActiveX control.

_-ated Sitesw

to install the following add-on}
Install This Add-on for A
What's the Risk?

Information Bar Help

. 3
F’x‘.!. .‘-4'

If you see no prompt of or fail to install the add-on, download and install it manually.

Download Add-on

Click Download Add-on, a dialog appears, as shown below:

Do you want to run or save install.exe (13.5 MB) from 200.200.75.2407

@ This type of file could harm your computer, | Run || Save |V|| Cancel

To install it, click Run. You will see the following installation page.

r Sangfor Install Setup: Installir_1g l = | — |&r

@ Extract: SuperExelnstaller. exe
—4 [ |||

i Show details

F Zancel | Mullsoft Install System w2, 46 Close |

— A

After software installer is installed, navigate to Start > Programs and you will see the

following directory, as shown below:
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. S5L VPN Client
2 Offline Access Secure Desktop
. Start EasyConnect
@ Uninstall EasyConnect

v
Please terminate firewall and antivirus software when installing client software installer;
otherwise, the client will fail to be installed.

1. Click Start EasyConnect to open the SSL VPN client window, as shown below:

i ™y
. EasyConnect -IEIEM

S Easy Connect

Address:

Froxyp Settings ] I Connect |[ Cancel ]

2. Enter the address of SSL VPN and click Connect, the following dialog appears.

i ™
+» EasyConnect ilglﬂu

S Easy Connect

Account | Certficate | USB-KEY |

Address; https://200.200.75.240

Uzemame: |

Pazzward:

[] Remember me [] Auta login

[ Anonymous Log [n ] I Logln | [ Back

= For authentication based on username and password, select Account. The Account tab is as
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shown in the figure below:

i '

= Easy Connect

Account | Certficate | USB-KEY |

Address; https://200.200.75.240

Ilzername: |

Pazzword:

[] Femember me [ ] Auta login

[ Anonpmouz Log In ] | | [ Back

Logln

User can select Remember me and Auto login options if required, then he/she does not need to
enter these information upon next login. The two options are available only when they are enabled
on the device(for details, refer to Client Options in Chapter 3).

m  For authentication based on certificate, select Certificate. The Certificate tab is as shown in
the figure below:

r ™

= Easy Connect

Cerificate | JSB-KEY

Address hittps: #4200, 200.75. 240

Cert Uzer [

[] &wsta login

= For authentication based on USB key, select USB Key. The USB-KEY tab is as shown
below:
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w= Easy Connect

|hccnunt |Certificate| USE-EEY

Address: http=:/Ff200. 200. T5. 240

FIN: |

Fleaze inzert a walid USE Leyw

Download USE Key Driver

I Log In I [ Back ]

L

1%

To create SSL VPN user, refer to Adding User in Chapter 4.

3. Select an authentication method as per your case. After logging in, a prompt dialog appears,
as shown below:

“,

@ Connected ® *

Connected to server

If system tray is enabled when configuring Client Options on Sangfor device, the VPN client logo
will be shown on the lower-right corner of the desktop. Put the cursor on it, you can see the
connection status and VPN flow speed, as shown below:

S50 ‘-IF'I'\J is connected
Speed:[out]d B/S [in]0 B/S

To view VPN connection status and configure VPN-related settings , right-click on the System
Tray icon and you will see the following floating window, as shown below
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. Connecticn

&) History Message
o0 Personal Setup
[ System Settings

= | Show Resource

SSL VPN

Exit

). Every upgrade license has an expiry date, which means prior to this date you can update
this device to keep the software version up-to-date.

License Key: Indicates the license of this Sangfor device. The device license determines
some other authorization, more specifically, the maximum number of Internet lines and
maximum number of connecting VPN users.

Lines: Indicates the maximum number of Internet lines that this Sangfor device can be
connected to.

SSL VPN Users: Indicates the maximum number of SSL VPN users that are allowed to
access the SSL VPN concurrently.

SSO: With this license, Single Sign-On (SSO) feature can apply to users’ access to the SSL
VPN.

SMS Authentication: With this license, SMS authentication could be enabled to add variety
to the authentication methods applying to users' secure access to the SSL VPN. This type of
authentication requires the connecting users to enter SMS password that has been sent to
their mobile phones.

Byte Cache: Byte cache is an additional but optional network optimization function offered
by the SANGFOR SSL VPN. With byte cache being enabled, time for data transmission and
bandwidth consumption will be dramatically reduced.

One-Way Acceleration: This license allows you to enable one-way acceleration to optimize
transmission rate in high-latency network.

Cluster: This license allows you to enable cluster to couple some scattered Sangfor devices.
It is known that cluster can achieve unified management and greatly improve the
performance, availability, reliability of the “network™ of Sangfor devices.

Remote Application: With this license, applications launched by remote server can be
accessed remotely through SSL VPN by end users from any location, as if they are running
on the end user’s local computer.

Max Remote App Users: Indicates the maximum number of users that can access the remote
application resources.

Application Wrapping License: This license allows you to wrap application before it is
published to users.

EMM License: With this license activated, enterprise mobility management (EMM) is
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enabled.

Activate: Click this button and then enter the corresponding license key to activate the
license.

Modify: Click this button and enter the new license key (or value) to modify the license key
(or number of mobile Sangfor VPN users).




SANGFOR vSSL VPN User Manual

Network Settings

Device Deployment

Sangfor device can work in two modes, Single-Arm mode and Gateway mode. Deployment
mode is configured in System > Network > Deployment.

Single-Arm mode:

SSL VPN deploy as a server connecting to an intranet switch

202. 96. 137. 75/24

LANTP:
192. 200. 200. 100/24
GN:192.200,200. 254 192. 200. 200. 254/24

Gateway mode:

SSL VPN deploy as a Router in the network edge

WAN: 202.96. 137.75/24
LAN: 192. 200. 200. 254/24

192. 200. 200. X/24
GW:192. 200. 200. 254 GW:192. 200. 200. 254

192. 200. 200. X/24
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If Single-arm mode is selected, the Deployment page is as shown in the figure below:

Deployment L c | Local Subnets

Deployment Fields marked * are required

Mode: .é. Single-Arm ':' Gateway
The device connects to Internet via front-end device.

Internal Interfaces
LAN: DMZ:
IP Address: 200.200.75.240 * IP Address; | 10.254.253.195 "
Netmask: 255.255.252.0 * Netmask: | 255.255.255.0 "
Default Gateway: |200.200.75.254 *
Preferred DNS: 202.88.124.122 *
Alternate DNS:

Multi-1IP
Link Status

n 1 i)l il
LAN DMZ  WAN1 WANZ

Save Cancel

The following are the contents included on the Deployment page when Single-arm is selected:

(LAN) IP Address: Configures the IP address of the internal interface, LAN. This IP address
must be identical as the physical LAN interface IP of the Sangfor device.

Netmask: Configures the netmask of the LAN interface IP.

Default Gateway: Configures the default gateway of the LAN interface.
(DMZ) IP Address: Configures the IP address of the internal interface, DMZ.
Netmask: Configures the netmask of the DMZ interface IP.

Link Status: Indicates the connection status of internal and external interfaces of the Sangfor
device, whether the network cables are plugged in.

Preferred DNS: Configures the primary DNS server.

Alternate DNS: Configures the secondary DNS server.

If Gateway mode is selected, the Deployment page is as shown in the figure below:
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Deployment Multiline Options - Local Subnets

Deployment Fields marked * are reguirad

Mode: .:. Single-Arm .é. Gateway

WAN and LAN interfaces need to be configured.

Internal Interfaces

LAN: DMzZ:

1P Addres=: 200.200.75.240 * IP Address: | 10.254 253 188 "

Netmask: 255 2552820 = Metmask: 2BE 2EE 2EE Q0 .
| Multi-P |

External Interfaces (WAN Interfaces)

Line Type IP Address Netmask Default Gateway Status
Line 1 -- -- -- -- Disabled
Line 2 = = = = Disabled
Link Status
i i)l 1 I

L] -]
LAN DMZ  WANL1 WANZ

Save | Cancel

The following are the contents included on the Deployment page when Gateway is selected:

= (LAN) IP Address: Configures the IP address of the internal interface, LAN. This IP address
must be identical as the physical LAN interface IP of the Sangfor device.

=  Netmask: Configures the netmask of the LAN interface IP.
= (DM2Z) IP Address: Configures the IP address of the internal interface, DMZ.
=  Netmask: Configures the netmask of the DMZ interface IP.

=  Link Status: Indicates the connection status of internal and external interfaces of the Sangfor
device, whether the network cables are plugged in.

=  External Interfaces: External interfaces are WAN interfaces of the Sangfor device. To set a
WAN interface, click on the name and the attributes of the corresponding Internet line
appears, as shown in the figure below:
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Edit Line !
Enable this line

Line Type: {i} Ethernet {:::l PEPoE

Ethernet Settings
':::' Obtain IP and DNS server using DHCP

':i':' Use the IP address and DNS server below

IP Address: 0.0.00 Preferraed 0.0.0.0
DMNS:
Netmask: g.0.00 Alternate 0.0.0.0
DOMNS:
Default 0.0.00
Gateway:! MTU: 1500
hMulti-IF |
Advanced |
Save || Cancel |

The following are the contents included on the Edit Line page, when line type is Ethernet:
= Enable this line: Select this option and this line will be enabled.
= Line Type: Options are Ethernet or PPPoE.

If line type Ethernet is selected, the fields under Ethernet Settings should be
configured, so that the Internet line would be assigned IP address and DNS server.

IP address and DNS server could be assigned automatically or configured manually. The
former is achieved by selecting the option Obtain IP and DNS server using DHCP,
and the latter means that administrator needs to select the option Use the IP and DNS
server below and configure the IP address, default gateway and DNS servers.

= Multi-IP: This button is only available for Ethernet type of Internet line, which means
multiple IP addresses can be set on WAN interface. Click this button and the following
dialog pops up, as shown below:

&) Add | (@ Delete

IP Address Netmask

Save 1| Cancel |
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To add a new IP address entry, click Add.

To remove an IP address from the list, select the desired entry and click Delete.

A

In gateway mode, LAN, DMZ, and WAN interfaces cannot be configured on the same
subnet.

If line type PPPOE is selected, the fields under PPPoE Settings should be configured,
as shown in the figure below:

Edit Line X
Enable this line

-

Line Type: () Ethernet (®) PPPOE

PPPoE Settings

Username:
Password:
MTU: 1482
[ ] Automatically connect
Status: Disconnected Details Connect Options
Advanced View Logs
Save Cancel

= Username, Password: Configure the ADSL account to get dialup access.

=  Automatically connect: Select the checkbox next to this option if Sangfor device
automatically dials up when Internet connection is dropped.

The changes apply after settings are saved (click the Save button) and services
restart. Once the changes have applied, go to this page again to and click the
Connect button to dial up immediately.

For detailed information of dialup, click Details.

= Options: Click this button to enter the PPPoOE Properties page and configure the
parameters for dialup, such as handshake time, timeout, and max tries. Defaults are
recommended to be adopted.
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Configuring Route

Route can route data of the Sangfor device itself, and route the data (either VPN data or VPN
irrelevant data) to the Sangfor device, which then will forward the data to destination. To add a
new route, perform the steps below:

1.

2.

3.

Navigate to System > Network > Routes to enter Routes page, as shown below:

Deployment Multiline Options Local Subnets
) Add ~ @ Delete [ Edit
D Dst IP Metmask = Gatevay

Click Add > Routes or Multiple routes to add a single route or a batch of routes, as shown
below:

|{©)Add ~| @ Delete [ Edt

Route MNetmask = Gateway

Multiple routes

Enter the destination subnet, network mask and gateway. The following two figures show the
two cases of adding a single route and a batch of routes.

Please fill in the correct route information.
Dst 1P: | |:=
MNetmask: *
Gateway: *
Save and Add | | Save Cancel
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Add Multiple Routes - Enter Route Info ¥

One entry per row. Format: DestinationIP Netmask Gateway

Fields are separated by space(s].

Mext | | Cancel
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SSL VPN Options

General Settings

The basic (SSL VPN related) settings under System > SSL VPN Options > General are global
settings, including user login options, client options, virtual IP address pool, Single Sign-On (SSO)
and resource options.

Configuring User Login Options

1. Navigate to System > SSL VPN Options > General > Login, as shown in the figure below:

Client Options || Virtual IP Pool Local DNS || 5S¢ Resource Options

Login Port
HTTPS Port: | 443 | Edit |
HTTP [0
Port:

PPTP/L2TP Connection Options

PRTR/L2TP — i ' ' .
el C_:l Prohibit PPTR/LZTP incoming connection

C@:l Permit PPTP incoming connection

C:) Pearmit L2ZTP incoming standar VPN will be unavailable. Shared key can not
contain g tion mark)

connection

LZTP Shared Secret: ==ssss -

i. With PPTR/L2TP feature enabled, user can use the built-in PPTP VPN/L2TP VPN of iPhone, iPad or Android to
visit L3VPN resources
2. Users connecting using PPTR/LZTP can choose to be authenticated against MS Active Directory(AD) server.
Steps:

LDAP Authentication: specifies an Active Directory(AD] server against which connecting users are
authenticated by the S5L VPN server.

AD domain, only after being joined to domain where the Active Directory server resides in, could connecting
users be authenticated against the domain server.

MNote that IPSec VPN connection will be closed automatically the moment L2TP connection is set up, however,

Sangfor VPN service will still be availabla.

Encryption Protocol

SSL/TLS Algorithm: (@) RSA
O smz

[JssLz.0 [¥]Ts 1.0 [¥]Ts 1.1 [V TS 1.2
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WebAgent Settings

Enable WebAgent for dynamic IP support

Jadd (@ Delete [ Edit ¥ Test Connectivity [w] Modify PWD %25 Refresh

D WebAgent Status

Defense Against Man-in-the-Middle Attack

Enable defense against man-in-the-middle attack

Save Cancel

Configure the following fields under Login Port.

Login Port: Specifies the HTTPS and HTTP port on which the SSL VPN service is
being listened.

HTTPS Port: Specifies the HTTPS listening port. It is TCP 443 by default. Enter the
port(s) into the field (ports should be separated by comma) or click the Configure
button.

HTTP Port: Select this option and enter the HTTP listening port. It is TCP 80 by
default.

Configure the following fields under Login PPTP/L2TP Connection Options.

Prohibit PPTP/L2TP incoming connection: If it is selected, PPTP/L2TP connection
will be denied.

Permit PPTP incoming connection: Select it to allow PPTP incoming connection, and
user can access L3VPN resources on mobile phone via VPN.

Permit L2TP incoming connection: Select it to allow L2TP incoming connection. If it
is selected, you need to specify L2TP shared secret.

L2TP Shared Secret: Specifies L2TP shared secret, then user can access L3VPN
resources on mobile phone via built-in L2TP VVPN.

For users accessing VPN though PPTP/L2TP, they can be authenticated on MS Active Directory.
To do that, you need to configure as follows:

a.

Click LDAP Authentication to enter Add/Edit LDAP Server page, and configure LDAP
server to make Sangfor device connect to this server.
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Click AD domain to enter the Client-side Domain SSO page, enable SSO and configure
required fields on that page.

@

= Do not modify the ports unless it is absolutely necessary. Once the port is altered, the
new port number should be entered to the end of the URL address when endpoint user
enters the address to connect SSL VPN.

= If the checkbox next to HTTP Port is selected, user can use HTTP protocol to
communicate with the SSL VPN. Access to SSL VPN is achieved by redirecting HTTP
to HTTPS, for instance, http://202.96.137.75 is redirected to https://202.96.137.75. If
HTTP Port is selected and configured, user can only use HTTPS protocol, in which
case, he/she needs to visit https://202.96.137.75.

= If Permit L2TP incoming connection is selected, user will be denied to connect to
VPN through standard IPSec VPN, while users will be allowed to connect to VPN
through Sangfor IPSec VPN.

Select encryption protocol for encrypting data. Options are RSA, SM2, SSL3.0, SSL1.0,
SSL1.1, SSL1.2, as shown below:

Encryption Protocol
SSL/TLS Algarithm: (@) RSA
() smz

[]ssLz.0 [#¥]Ts 1.0 [¥]TLs 1.1 [¥] TS 1.2

Configure WebAgent Settings. Select Enable WebAgent for dynamic IP support to enable
this feature, and the Sangfor device will be able to get an IP using WebAgent dynamic
addressing if it is not using a static Internet IP address. To add a Webagent entry:

a. Click Add to enter the Add WebAgent page, as shown below:

Add WebAgent

Address: | 200.200.78.51

Ok Cancel

b. Enter the WebAgent address into the Address field and click the OK button.

c. To check connectivity of a WebAgent, select a WebAgent and click Test. If the address
is correct, the Sangfor device can connect to this WebAgent; otherwise, connecting will
fail, as shown in the figure below:



https://202.96.137.75./
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Test Completed

= C O -

-
Primary ‘webdgent Secondary 'Webdgent

FaI|El:| tu u:u:unneu:t the |:ur|rnar1,I Webﬁgnt. ]

Before test begins, certain ActiveX control may need be installed (as shown below).

Installation Tips x

This operation requires ActiveX control be installed. Click
e Install button to enter the page that will ask you whether
1 J toinstall the add-ons. Follow the given instructions to
install the Activex control. Once installing completes, yvou
can go back to this page to resume the operations.

Install Check ActiveX Status Close

Click the Check ActiveX Status button to check whether ActiveX control has been
installed. If not, click the Install button and follow the instructions to install the
ActiveX control.

d. Toremove or edit a WebAgent entry, select the desired entry and click Delete or Edit.

e. To modify password of a WebAgent select the desire entry and click Modify PWD.
Modifying password can prevent unauthorized user from using and updating a false IP
address into the WebAgent page,

f.  To refresh the status of the WebAgent, click Refresh.

6. Configure Defense Against Man-in-the-Middle Attack option.

Defense Against Man-in-the-Middle Attack

Enable defense against man-in-the-middle attack

Select Enable defense against man-in-the-middle attack option and the user will be
required to enter the word verification code and be forced to install the related controls. This
feature protects the transmitted data from being altered or intercepted by unauthorized user.

7.  Click the Save button to save the settings.

Configuring Local DNS Server

In an enterprise network, local DNS server works well if some internal resources are only
accessible to users who request resources by domain names, for local DNS server can provide
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domain name resolving services when users request resources by domain name.

That is the same with such kind of resource access over SSL VPN. If this type of resources exists
in local area network, local DNS servers could provide domain name resolving services to the
connecting users.

1.

Navigate to System > SSL VPN Options > General > Local DNS to enter the Local DNS
page, as shown in the figure below:

Client Options || Virtual IP Pool Local DNS Resource Options

Local DNS

If resource address is local domain name, you need to configure local DNS server (residing in LAN) and add the domain
names into the list under Local Domain Name of Resource, so that requests for resolving these domain names will be handled
by local DNS server(s).

This feature only applies to TCP application and L3VPN. As to Web application, you should ensure that the device can resclve
these local domain names successfully (configure the DNS server in System = Network > Deployment or configure HOST in
System = Metwork = Hosts).

Primary ONS: | 0.0.0.0
Alternate DNS: |0.0.0.0

[ client PC uses the above DNS servers

If the above option is checked, the system will automatically enable L3VFN and add the local DNS servers into the DNS server
list on user's PC, so that the DNS requests from user's PC will be handled by the local DNS server. On user's exit from S5L
VPN, DNS settings on user's PCs will restore. With this feature enabled, vou do not need to add the local domain names of

resources (below).

Local Domain Name of Resource

@ Add @Dekte [JEdit (A select -

[ Domain Name Description

Configure the following under Local DNS:

=  Primary DNS: This is the primary local DNS server that is preferred to solve domain
names.

= Alternate DNS: This is the secondary local DNS server that is used to solve domain
names when the primary DNS is unavailable.

%
If there is only one local DNS server, enter the server address into the Primary DNS
field.

Configure Client PC uses the above DNS servers option.

With this option selected, address of primary and secondary local DNS servers will be
distributed to the network adapter of the SSL VPN client end. The reason to prefer using the
local DNS servers is to avoid such conflict when the domain controller also works as a local
DNS server but the local DNS server needs to be authenticated by the domain controller after
the user connects to SSL VPN.

If this option is not selected and many application resources are using domain name as their
addresses, administrator needs to add the address (in form of domain name) of resource into
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the list followed after specifying the local DNS servers. Later on, once a user accesses any of
these resources by domain name, the local DNS server will resolve the requested domain
name first, according to the local DNS server and domain names configured on this tab.

Configure Local Domain Name of Resource. This table is available when Client PC uses
the above DNS servers option is not selected.

Local Domain Name of Resource

@ Add @ Dekete [JjEdit A Select -

[0 pomain Name Description
O www.sina.com

To select all or deselect the selected the entries, click Select > All or Deselect.
To delete or edit the domain name, select a domain name and click Delete or Edit.

To add an entry, click Add and add enter the domain name of a resource, as shown below:

Add Domain Name of Resource b4

Domain: || |

Diescription:

Ok Cancel

Make sure that the address is in form of IP address when configuring the address of the
resource (refer to the Resource section in Chapter 4).

Click the Save button and Apply button to save and apply the settings.

Once the local DNS server is configured and domain name of resources are added, the

configuration will work and provide DNS service to the connecting users who request for the
resource by domain name.
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Beyond local DNS, the internal HOSTS file will also help to resolve the matching domain
name and return the resolving result to user (refer to the &R RIRFIFI FHPE. S) section in
Chapter 3).

A

= If address of some resources are domain names and there is a specific DNS server in the
local area network providing domain name resolving services, the domain name of that
resource is recommended to be added to the list. That will have the requests of DNS
handled preferentially by the local DNS server. In other cases, do not add any domain
name into the list.

=  Domain supports wildcards * and ?. * indicates any character string, while ? indicates
any character. For example, *.com stands for any domain name ending with .com.
b?s.SANGFOR.com indicates that the second character of that domain name can be
any character, such as bbs.SANGFOR.com.

=  Maximum 100 entries support.
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Chapter 4 SSL VPN

SSL VPN covers configurations of Users, Resources, Roles, Authentication, Policy Sets,
Remote Servers and Endpoint Security.

SSL VPN options are crucial, because they are the core of the entire SSL VPN system, in
particular those in Users, Resources and Roles. The relationships among the three factors are:
role is the joint where the user (group) and resource are associated; user in certain group can
acquire the right to access certain resource as per the privileges and realms granted to that user
group.

SSL VPN Users

Users and groups are managed in a hierarchic structure. The users with similar attributes could be
classified into a group which is further included in another higher-level user group. This kind of
management is similar to and compatible with the interior organization structure of an enterprise,
facilitating management of VPN users.

Navigate to SSL VPN > Users to enter Local Users page, as shown below:

o) Add w (G) Delete L Edit ,\2 Select = gaiHardware ID |5 Import « [ gy Move D Unfald &l » Search by Name - e
Search R [
- Group: [
= Path: [

" Default Group Immediate subgroups:1, total subgroups:1, immediate users: 1, total users(subgroups inclu

Members: ded):2

View/Edit Attributes

D Name - Type Descri... Public/Private Status
j 2 Default Group Group  Syste... Public *
j 5 testl User Private 4

In the left pane, there is a tree of user groups. Click on a group name, and the subgroups and direct
users of that group will be seen in the right pane, with group information (Group, Location,
number of members) displaying above right pane.

To search for a group, enter keyword of the group name into the Search field in the left pane and
click the magnifier icon. The group will be highlighted in bold if found.

To see all direct and indirect users of the selected group, click Unfold All.
To delete the selected user or group, click Delete.
To choose the desired entries, click Select > Current page or All pages.

To deselect entries, click Select > Deselect.
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To edit the attributes of a user or group, select the user or group and click Edit to enter the Edit
User or Edit User Group page.

Adding User Group

1. Navigate to SSL VPN > Users > Local Users page. Click Add > User Group to enter Add
User Group page, as shown in the figure below:

** Add User Group

Basic Attributes Fields marked * are reguired

Narne:l |*

Description:

! »

Added To:
Max Concurrent Users: |0 0 indicates no
Status: ':é:' Enabled (:) Disabled

Inherit parent group's attributes
Inherit authentication settings
Inherit policy set
Inherit assigned roles

Authentication Settings

Group

e Public group Private group
Primary Authentication Secondary Authentication

Local password Hardware ID

Certificate/USB key SMS password

External LDAR/RADIUS W Dynamic token v
Require: Both Eithar

D Enforce its users/subgroups to inherit the authentication settings

Policy Set

Policy Set: b

EI Enforce its users/subgroups to inherit the policy set

Assigned Roles

Roles: * ) Create + Associate

| Save and Add | Save | | Cancel |

2. Configure Basic Attributes of the user group. The following are basic attributes:
= Name: Enter a name for this user group. This field is required.
= Description: Enter brief description for this user group.

= Added To: Select the user group to which this user group is added. / indicates root
group.
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= Max Concurrent Users: Indicates the maximum number of users in this group that can
concurrently access SSL VPN.

= Status: Indicates whether this user group is enabled or not. Select Enabled to enable
this group; otherwise, select Disabled.

= Inherit parent group’s attributes: Select the checkbox next to it and this user group
will inherit the attributes of its parent group, such as the roles, authentication settings
and the policy set.

= Inherit authentication settings: Select the checkbox next to it and this user group
will inherit the authentication settings of its parent group.

= Inherit policy set: Select the checkbox next to it and this user group will inherit
the policy set of its parent group.

= Inherit assigned roles: Select the checkbox next to it and the current user group
will inherit the assigned roles of its parent group.

3. Configure Authentication Settings.
=  Group Type: Specifies the type of this user group, Public group or Private group.

= Public group: Indicates that any user account in this group can be used by multiple
users to log in to the SSL VPN concurrently.

=  Private group: Indicates that none of the user accounts in this group can be used
by multiple users to log in to the SSL VPN concurrently. If a second user uses a
user account to connect SSL VPN, the previous user will be forced to log out.

= Primary Authentication: Indicates the authentication method(s) that is (are) firstly
applied to verify user when he or she logs in to the SSL VPN. If any secondary
authentication method is selected, primary authentication will be followed by secondary
authentication when the users log in to the SSL VPN.

At least one primary authentication method should be selected, Local password,
Certificate/USB key or External LDAP/RADIUS. However, two of them can form a
combination.

= Local password: If this option is selected, the connecting users need to pass local
password based authentication, using the SSL VPN account in this user group.

= Certificate/USB key: If this option is selected, all the user accounts in this group
must own digital certificate or USB key (ordinary or driver-free USB key).

= External LDAP/RADIUS: If this option is selected, an external authentication
server (LDAP or RADIUS server) should be specified, which means, the account
user used to connect the SSL VPN must exist on the selected external
authentication server (to configure external authentication server, refer to the
LDAP Authentication section and RADIUS Authentication section in Chapter 4).

= Require: It helps to achieve combination of two primary authentication methods.
Options are Both and Either.
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A

Both means that the selected primary authentication methods (if two authentication
methods are selected), and the user has to pass both the selected primary
authentications.

Either means that the selected primary authentication methods (if two
authentication methods are selected), and the user has to pass either of the selected
primary authentications.

The available authentication servers are predefined. If there is no authentication server

available in the drop-down list, navigate to SSL VPN > Authentication >
Authentication Options page and configure the LDAP server or RADIUS server
accordingly.

Local password and External LDAP/RADIUS are alternative.

Secondary Authentication: Secondary authentication is optional and supplementary

authentication methods. Select any or all of them to require the connecting users to
submit the corresponding credentials after he or she has passed the primary
authentication(s), adding security to SSL VPN access.

Hardware ID: This is the unique identifier of a client-end computer. Each
computer is composed of some hardware components, such as NIC, hard disk, etc.,
which are unquestionably identified by their own features that cannot be forged.
SSL VPN client software can extract the features of some hardware components of
the terminal and generate the hardware 1D consequently.

This hardware 1D should be submitted to the Sangfor device and bind to the
corresponding user account. Once administrator approves the submitted hardware
ID, the user will be able to pass hardware ID based authentication when accessing
SSL VPN through specified terminal(s). This authentication method helps to
eliminate potential unauthorized access.

As mentioned above that multiple users could use a same user account (public user
account) to access SSL VPN concurrently, it is reasonable that a user account may
bind to more than one hardware 1Ds. That also means, an end user can use one
account to log in to SSL VPN through different endpoints, as long as the user
account is binding to the hardware 1Ds submitted by the user from those endpoints.

SMS password: Implementation of this authentication requires that user’s mobile
number is available. Administrator configures the mobile number while adding or
editing user account(for more, refer to Adding User section in chapter 4). If this
option is selected, connecting user must enter the received SMS password after he
or she passes the primary authentication and is going through SMS authentication,
as shown in the figure below:
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To log in, you should go through SMS authentication.

SMS Password: Submit

If mesz=zage is not received for long, click get again

If the user fails to receive any text message containing SMS password, he or she
can click get again to get a new SMS password.

To log in, you should go through SMS authentication.

SMS password has been sent to your mobile phone.

SMS Password: Submit

If message is not received for long, click

A

= By default, SMS authentication will not be enabled if mobile number is not
configured. SMS authentication comes into use only after, a). mobile number has
been configured; b). SMS password has been selected; c). the required options on
SMS Authentication page have been configured properly.

= Each user account supports only one mobile number. By default, the mobile
number starts with China’s international code 86. If necessary, change this number
to the international code of your own country (refer to the instructions on SMS
Authentication page to configure SMS message delivery module).

» Dynamic token: If this option is selected, a RADIUS authentication server must be
specified, which means, the account that user is using to connect SSL VPN must
exist on the selected RADIUS authentication server (to configure RADIUS server,
refer to the RADIUS Authentication section in Chapter 4).

= Enforce its users/subgroups to inherit the authentication settings: If this option is
selected, the subgroups and users included in this group will inherit the authentication
settings configured above. However, its subgroups and sub-users could still use the
other unselected authentication methods or use a different external authentication server,
in addition to the inherited ones.

The combinations of authentication methods are as follows:

a. Local password + SMS password/Hardware ID/Dynamic token

b. Certificate/USB key + SMS password/ Hardware ID/Dynamic token

c. External LDAP/RADIUS + SMS password/Hardware ID/Dynamic token

d. Local password + Certificate/USB key + SMS password/Hardware ID /Dynamic token

4
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e. External LDAP/RADIUS + Certificate/lUSB key + SMS password/Hardware 1D
/Dynamic token

Associate policy set with user. A policy set is a collection of various access policies, which
should be associated with user or group to control access to and use of SSL VPN (for details,
refer to the Adding Policy Set section in Chapter 4).

Click on Policy Set field to enter Policy Set page and select a policy set, as shown below:

E,E:Iit Search jel
Mame Description
[0 oefault policy set System protected,unable to be ...
[ security
|:| System tray
Page| 1|of1| b Pl | & Show| 25|ipage
| Ok || Cancel |

To edit a policy set, select a policy and click Edit.

To confirm the selection, click the OK button and the selected policy set will be filled in
Policy Set field.

If the desired policy set is not found in the list, click Create + Associate to create a new
policy set and associate it with the user group. The procedures of adding a policy set is the
same as that in Adding Policy Set section.

Enforce its users/subgroups to inherit the policy set: If this option is selected, the
subgroups and users in this user group will also use this policy.

Assign roles to user group. For the procedures of configuring role, refer to the Adding Role
section in Chapter 4.

a. Click on Roles field to enter the Assigned Roles page, as shown below:

@Add @ Dekte [ Edit

[ raole name Description




SANGFOR vSSL VPN User Manual

b. Click Add to enter the Select Role page, as shown below:

Search e
Role Name Description
MNetwork Co... System created security group due to role mapping
Femote De... System created security group due to role mapping
test
qmx_all_res
Web-Service
RemoteApp...
Role2
Rolel

gmx-role

OO0EOOOOOOONO

testlszer

Page| 1|of1| b B| | &2 show| 25|ipage

| oK || Cancel |

c. Select the checkbox next to the desired roles and click the OK button. The roles are
added in to the Assigned Roles page, as shown below:

@ add @ Delste [ZEdit

[ role Mame Description
] rolex

[ molez

d. Click the OK button and name of the assigned role is filled in the Roles field.

e. If the desired role is not found in the list, click Create + Associate to create a new role
and associate with the user group. The procedures of creating a role is the same as that
in Adding Role section).

f.  Toremove arole from the list, select the role and click Delete.

g. Toeditarole, select the role and click Edit.

A

No user group can be added to Default Group or Anonymous Group.
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Adding User

1. Navigate to SSL VPN > Users > Local Users page. Click Add and select User to enter the

Add User page, as shown in the figure below:

Basic Attributes Fields marked * are required
Name: | |= Certificate/USE Key: none
Description: Generste Certificate Import Cerificate Create USE Key
= L -
Password: virtual IP: (@) Automatic () Specified
Confirm: Expiry Date: (8) Never () Specified
Mobile Number: Status:'@:' Enabled :: Disabled
Added To: |/ » Offline Access: Offline access is not enabled in policy sat

Inherit parent group's attributes

Inherit policy sat
Inherit authentication settings

Authentication Settings

Privat
User Type: Public user rste
user
Primary Authentication Secondary Authentication
Local password Hardware ID
Certificate/USB key SMS password based
External LDAR/RADIUS e Dynamic token w
Require: Both Either
Policy Set
Policy Set: -
Assigned Roles
Roles: ) Creste + Associate

2. Configure Basis Attributes of user. The following are the basic attributes:
=  Name: Enter a name for this user. This field is required.
= Description: Enter brief description for this user.
=  Added To: Select the user group to which this user is added.
= Password, Confirm: Enter the password of this user account.

=  Mobile Number: Enter the mobile phone number of the user. If SMS authentication is
applied to this user, mobile phone number must be specified so that user can get SMS
password through text message.

=  Added To: Specifies to which user group this user is added.

= TInherit parent group’s attributes: If selected, the current user will inherit its parent
group’s policy set and authentication settings. If not selected, the authentication settings
and policy set could be different from those of its parent group.

= Inherit policy set: Indicates that the policy set of this user is the same with its
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parent group.

= Inherit authentication settings: Indicates that the authentication settings of this
user are the same with its parent group.

3. Create and generate digital certificate for this user.

a. To generate a certificate, local CA should be enabled on SSL VPN > Authentication >
Certificate/USB Key Based Authentication page. If it is not enabled, click the
Generate Certificate button and a prompt dialog will pop up, as shown below:

Generating certificate failed.

1 ,} Please enable local CA in Certificate and USE Key.

If local CA is enabled, click the Generate Certificate button to enter the Generate
Certificate page, as shown below:

Generate Certificate )

Country must be 2-letter abbreviation [e.g., China-CN, U.5.A.-US5])

Country: |CN Ciepartment: | secticn
State: |GD Issued To:

City: |[5Z E-mail: |email@mail.com
Company: | company Valid To: | 2024-11-22 Ik
Certificate
Password:

Remember and take settings as defaults

Generate || Close |

b. Configure the fields on the above page. Since these fields are known by their name, we
only introduce the following:

= |ssued To: Indicates the username of the SSL VPN account. This field is read-only.

= Certificate Password: This password is required while user imports or installs the
digital certificate on his or her computer. Please inform the corresponding user of
this password after configuration is completed.

c. Select the checkbox next to Remember and take settings as defaults and the settings
in all the fields will be remembered (exclusive of Certificate Password and Issued To)
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and be re-used when generating certificate for users next time.

d. Click the Generate button to start generating the certificate. When it completes, the
following prompt appears:

Download Certificate

3 | Completed. Please click the
. button to download certificate!

| Download. |

e. Click the Download Certificate button and select a path to save the certificate to the
computer. File extension of the certificate is .p12. Then certificate key will be shown in
Certificate/USK Key field, as shown in the figure below:

Certificate/USB Key: 1234567 83ABCDEFZ [Local CA]J

Generate Cerificate Import Certificate Create USB Key

f. Import Certificate option is used to import user certificate for the user being
authenticated with third-party digital certificate. Click Import Certificate to enter the
Import Certificate page, as shown below:

Import Certificate i

Certificate File: Browse. .. |

Select certificate file from local PC. File extension:
* . cer, *.ort, F.pfx, *.pl2

Certificate
Password:

Certificate Issued dy w
By:

oK | Cancel

Select certificate file from local PC and specify certificate password and certificate issuer.
Click OK to save the settings. Then you will see the certificate key, as shown below:

Cartificate/USB Key: E417FDSBCSFCO1AR [Extarnal CA]

Generate Certificate | | Import Certificate | | Create USB Key |

Put the cursor on “External CA”, you will see an editing icon ! . Click on it and you can

change user binding field and the external CA to which the certificate belongs.
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Certificate/USB Key: E417FDSBCSFCO1AR [External CA] |.]

Generate Cerificate Import Certificate USE Key

4. Generate USB key for the current user. The USB key can be with driver or no driver-free.

a.

d.

Navigate to SSL VPN > Authentication > Authentication Options and click the USB
Key Driver link and USB Key Tool link to download and install USB key driver (file
name is dkeydrv.cab) and USB key tool (file name is DKeylmport.exe) respectively,
as shown in the figure below:

- Certificate/USB Key Configure

Select CA type, generate certificate and set USB key model. Download: *USB Key Driver =USB Key Tool

Install the USB key driver as instructed.

Run USB Key Tool and install the tool on the computer.

A

Installing USB Key Tool requires “administrator” privilege on the computer. Otherwise,
installation will not be complete.

Click the Create USB Key to enter Create USB Key page, as shown below:
USE Key Contains:
:: Digital certificate issued by local CA
9] Digital certificate issued by external CA

- Highly encrypted user information

Next Close

If Digital certificate issued by local CA is selected, the USB key should contain a
digital certificate issued by the internal CA of the device (local CA) and user
information, USB key PIN acting as password. Every time the user logs in to SSL VPN
with USB key, he or she has to enter the PIN.
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Create USB Key x

Digital certificate issued by local CA

Country: CH Ciepartment: section

State: GD Issued To:

City: 57 E-mail: email@mail.com
Company: company valid To: 2024-11-22 =

PIN: | Confirm PIN: |

Remember and take settings as defaults

Flug in the USE key and click Create.

Back | |  Create || Close |

If Digital certificate issued by external CA is selected, the USB key should contain a
digital certificate issued by the external CA and user information, USB key PIN acting
as password. Every time the user logs in to SSL VPN with USB key, he or she has to
enter the PIN.

Create USB Key .4

Import digital certificate issued by external CA.

Certificate | Browse... |
File:

Filz extension: .pfx or .pl2

Certificate External CA w
Issued By:

Certificate
Password:

PIM:

Confirm
PIM:

Back | | Create |  Closa |

Above are two of the solutions, using ordinary USB key, which records the digital
certificate and writes it into the USB key. The other solution is to use driver-free USB
key, which means that the connecting user can directly use the USB key without
installing the USB key driver.

If Highly encrypted user information is selected, the USB key will store user’s
strictly-encrypted features (unique identifier) based on which the connecting user will
be verified, as shown in the figure below:
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Create USB Key X

Highly encrypted user information
PIN:

Confirm
PIN:

Plug in the USE key and click Creats.

Back Craate Close

Enter and Confirm the PIN. Insert USB key into computer and click Create to create
USB key.

To create USB key containing Highly encrypted user information, you could go to
Certificate/USB Key Based Authentication page and configure the USB key models
whose plugging in or unplugging can lead to user login or logout (for more details, refer
to the Configuring USB Key Model section in Chapter 4), as shown in the figure below:

Supported USB Key Model

Third-party USE key supported. Client software can read the USE key when uszer logs in. Unplugging key leads to uszer

logout.

@ Add @ Dekte [oEdt

O name Model Status
[ USE Key v2 vid_096e*Pid_0302 o
[] usBE Key V3 Vid_S448%Pid_0003 v
[0 usB key v3-2 Vid_S448*Pid_0001 o

Assign virtual IP address to user. Virtual IP address will be assigned to connecting user
automatically or manually when he or she connects to the SSL VPN.

Select either Automatic or Specified to have the system assign an available virtual 1P
address to the connecting user randomly or specify a virtual IP address to the user.

If Specified is selected, click Get Idle IP to obtain an available IP address or fill in a virtual
IP address into the textbox by hand. This IP address will be assigned to the user in due course.
However, if the entered IP address is not included in the virtual IP pool (that has been
assigned to its parent group) or is being used by another user, a prompt of IP conflict will
appear, as shown below:
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10.

11.

Failed to assign virtual IF address. The IF address might not in virtual IF poal or has been
assigned to ancther user.

OK

Automatic virtual IP address assignment applies only to private user.

= By default, user inherits the attributes of its parent group, such as authentication options,
policy set, etc. However, you could uncheck the option Inherit parent group's
attributes and specify an authentication solution for a specific user.

Configure valid time of the user account. Expiry Date indicates the date on which this user
account will get invalid. If Never is selected, the user account will be valid always. If
Specified is selected, select a date as expiry date.

Configure status of the user account. This user account will be enabled (valid) if Enabled is
selected or disabled (invalid) if Disabled is selected.

Configure Authentication Settings. For details, please refer to the Adding User Group
section in Chapter 4.

= Public user: Indicates that multiple users can use the user account to access SSL VPN
concurrently.

=  Private user: Indicates that only one user can use the user account to log in to the SSL
VPN at a time. If a second user uses this user account to connect SSL VPN, the previous
user will be forced to log out.

Associate user with policy set. For detailed guide, please refer to the Adding User Group
section in Chapter 4.

Assign roles to user group. For detailed guide, please refer to the Adding User Group
section in Chapter 4.

Click the Save button and the Apply button to save and apply the settings.

Searching for Users

At the upper right of Local Users page, there is a Search tool intended for searching for user or
group, as shown below:
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Search by Name v| Keyword o] —, Advanced Search

@ Search by Name
Search by Deszcripticn
Search by Virtual IP

Search by Mobile Number

To search for user or group by username, description, virtual IP or mobile number, click and select
Search by xxx, enter the keyword and click the magnifier icon or press Enter key.

To search for a specific user or category of users with specific criteria, click Advanced Search.
The criteria for advanced search are as shown in the figure below:

Search By: All w

Search All w
Among:

Authentication: |All w
Certificate Mo limit W
Issued By:

Ok | Cancel |

Search criteria are type of keyword, keyword, type of users, authentication method, certificate
issuer, expiry date and idleness of the user account.

To sort users by name or description, in ascending or descending order, click column header
Name or Description.

To specified columns to display on this page, click the downwards arrow icon and select the
desired Column item in the drop-down list, as shown in the figure below:

= Columns 3 Name

Type
Crescription
valid Te

Last Login
Mobile number
Wirtual IF
Public/Private

Status

EEOODODDODERM

To filter users and view only one category of users, click column header Type, as shown below:
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[ name = Type Descriptiol
0 & ddd @ Al
[0 & fast User Group

User

External User

Internal User
Certificate User

Disabled User

Byte Cache User

Managing Hardware IDs

Among the tools on Local Users page, there is an item Hardware ID. Click it to enter the
Hardware ID page, as shown below:

¥» Hardware ID

(@ Delete ESEIEQ » o Approve wp Import =g Export Unfg.ld All view All ¥ | glBack Search by Username - | Search
Search = D Username “ MAC Address Host Name Hardvare ID Status
-
S zhuyong_users

Y Anonymous group
-
“Default Group

The following are some optional operations on Hardware ID page:

Delete: Click it to remove the selected user and/or group.
Select: Click Select > All pages or Current page to select all the hardware I1Ds or only those
showing on the present page; or click Select > Deselect to deselect users.

Approve: Click it and the selected hardware 1D(s) will be approved and the corresponding
user will be able to pass hardware ID based authentication.

View: Filter the hardware IDs. Choose certain type of hardware IDs to show on the page, All,
The approved or Not approved hardware 1Ds.

Search: Use the search tool on the upper right of the page, to search for hardware 1D based
on username or hostname.

Import: Click it to import hardware IDs by hand, as shown below:
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Import users from file »

File extension: .dat, .txt.
Download Example File

File:

Select a .dat or .t file | Browse... | &0

D Owerwrite the user owning a8 same name

Upload | Cancel |

For the file format and the way of maintaining the file that contains hardware IDs, click the
Download Example File link to download a copy to the local computer and main the
hardware ID as instructed.

Overwrite the user owning a same name: If it happens that any imported user owns the
name of an existing user, selection of this option would have that user imported and
overwrite the existing user, including hardware 1D and other information.

Click the Browse button to select a file and then Upload button to upload it.

Export: Click it to export the desired hardware IDs and save them into the computer, as
shown in the figure below:

Export Hardware ID b4

Export: ) all hardware 1Ds
(%) Hardware 1D= of specified group

/ » Subgroup included

| (0].4 || Cancel |

a. Specify the hardware IDs that you want to export.

To export all the hardware IDs, select the option All hardware IDs and then click the
OK button. All the hardware IDs will be written into a file that will then be saved on the
computer.

To export the desired hardware I1Ds of a specific user group, select Hardware IDs of
specified group and click the textbox to specify a user group, as shown below:
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| oK || Cancel |

b. Click the OK button and the name of the selected user group is filled in the textbox, as
shown in the figure below:

Export Hardware ID ¥

Export: () &l hardware 1Ds
(%) Hardware 1Ds of specified group

/Default group! » Subgroup included

| QK 1| Cancel |

c. To also export the hardware IDs of the users that are included in the subgroups of the
specified user group, select the checkbox next to Subgroup included. If this option is

not selected, only the hardware IDs of the direct users in the selected group will be
exported.

d. Click the OK button to write the hardware IDs into a file and download the file into the
computer.

Importing User to Device

Ways of importing users fall into two types: one is Import users from file and the other is
Import users from LDAP server, as shown in the figure below:
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@ Add + @ Delete [o Edit [F)Select » g Hardware ID [ihImport + [giMove [ | unfold all » Search by Mame = 2
Search A
= Group: [
- l—*"’r Path: [
Default G
[ Detau MUP| | Members: Immediate subgroups:1, total subgroups:1, immediate users:1, total users(subgroups included):2
View/Edit Attributas
D Name = Type Diescription Public/Private Status
D |_"=\ Default Group Group  System protected,unable to be deleted Fublic ¥ 4
D & testi User Private v 4

Importing Users from File

1. On the Local Users page, select Import users from file to enter the Local Users - Import
Users from File page, as shown in the figure below:

¥ Local Users - Import Users from File

Select a specific way of importing

@ Import Users from File (¥.csv)
) Import Users from Digital Certificate

O Import User Group Tree From File (*.eml)

2. Select a way of importing.

If Import Users from File (*.csv) is selected, the contents included are as follows:

¥¥ Local Users - Import Users from File

Import Users from File (*.csv)

CSV is the abbreviation of Comma Separated Value. It is a plain text and can be edited in Excel spreadsheet. You need to
use Excel to edit the users first and then click the menu File -> Save As (select file type CSV) to save the file.Download

Example File

Select File: Browse...

If the specified group does not exist, create it automatically
I:‘ If no location is specified for user, import it to:

"

In case user already exists in local device:

@ Go on importing and overurite the existing user

O Skip importing the user that already exists

Back | | Mext | | Cancel
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Select File: Browse a CSV file that contains user information, such as username, path,
description, password, mobile number, virtual IP address, etc., among which the
username is required, and others are optional. For more details on how to maintain and
edit the CSV file, click the Download Example File link to download a copy and refer
to the instructions in it.

If no location is specified for user, import it to: This specifies the user group to which
these users will be added if the Added to Group column is not filled in for some users
in the CSV file.

If the specified group does not exist, create it automatically: This happens if the
Added to Group of some users in the CSV file does not match any of the user groups
existing on this Sangfor device.

In case user already exists in local device: This means the imported user’s name
conflicts with an existing user’s name. Select Go on importing and overwrite the
existing user to overwrite the existing one, or select Skip importing the user that
already exists not to overwrite the existing one.

Next: Click it to import the users and add them into the specified user group.

If Import Users from Digital Certificate is selected, the contents included are as follows:

¥¥ Local Users - Import Users from File

Import Users from Digital Certificate

File extension: .cer, .crt, .p12, .pfx or .zip (size within 20ME).

Selact File: Browse... |
Certificate Password:

Added to Group: /Default Group/ ¥
Certificate Issued By: |Local CA w

|:| Configure User

Description:
Password:
Confirm:

Maobile
number:

Badk | Finish | Cancel |
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= Select File: Browse a certificate file with the .cer, .crt, .p12, or .pfx extension; or browse
a ZIP file with certificates to import the user accounts of these certificate users.

= Certificate Password: If certificate owns a password, fill in the certificate password.

=  Added to Group: This specifies the user group to which this certificate user is to be
added.

= Custom attributes: If this option is selected, configure the following fields, namely,
Description, Password, Confirm and Mobile Number. These certificate users will
inherit the attributes specified here after they are imported into the specified user group
on this Sangfor device; otherwise, these certificate users will inherit the attributes of its

parent group (specified by Added to Group), with description, password and mobile
number being null by default.

If Import Group Tree From File (*.xml) is selected, the contents included are as follows:

¥ Local Users - Import Users from File

Import User Group Tree From File [(*.xxml)

Select Fila: Browse. ..
Select a .xml file.

Dovnload Example File (right-click on it and click Save Target As)

Added to Group: "

= Select File: Browse the XML file that you have edited. For more details of how to
maintain the file, click the Download Example File link to download a copy and refer
to the instructions in it.

=  Added to Group: This specifies the user group to which the group tree will be added.
3. Configure the corresponding options on the above pages.

4.  Click the Finish button to import the users.

Importing Users from LDAP Server

1. On the Local Users page, select Import users from LDAP server, and the LDAP Server
page appears, as shown in the figure below:
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2.

3.

LDAP Server
@ Add @ Dekete QEdﬂ B Import Users g Back to Authentication Options
O name Description  Address Port User Base DN Automatic Import Status
O =g 57.245-ActiveDirectory 200.200.67.245 389 DiC==angforued.... Mo o
&7 |
[4 4 | Page|] 1|of1| b k]| & show| 25|jpage 1-1 0f 1

Click Import Users to enter Import Users from LDAP Server page, as shown below:

Import Users from LDAP Server

Import Users From LDAP Server

LDAP Server: 67.245-ActiveDirectory

Uzers: designer;ssltranslator | Browize...

Added to Group: /LDAP_Export bk

Solution: @ Copy user group tree to target group and import users

() add all users into target group but ignore user group tres

If User Exists: (%) Go on importing user to overwrite the existing one

() Skip this user, not overwriting the existing one

Automatic Import

[] enable autematic import

Interval: Every minutes (1-1440]

m w w

Configure the Import Users from LDAP Server page.
= | DAP Server: This shows the name of the current LDAP server.

= Users: Click it to enter the Users page and select the users that you want to export from
the LDAP server and add into the list on Local Users page, as shown below:

Impurt:@Users recursivery{:}Indivil:lualusers Iﬂ =
Dﬁsangfarued

DﬁCaniguratiun

DﬁSchema

DﬁDDmainDnsZunes

Dl_QfFDrEEtDHEZDI'IEE

You could either import user recursively or import individual users. If Importing user
recursively is selected, and the users and groups on the LDAP server will be added into
this Sangfor device as a whole, without altering its OU structure. If Importing
individual users is selected, the users to be imported are the selected users.
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4.

Added To Group: This specifies the user group to which these users will be added after
they are imported into this Sangfor device.

Import: Indicates the solution of importing users. One is Copy user group tree to
target group and import users and the other is Add all users into target group but
ignore user group tree. The former option indicates that the organizational unit (OU)
on the LDAP server together with the users will be synchronized to this Sangfor device,
while the latter option means that only the users will be added to the specified group.

If User Exists: This means name of LDAP user is the same as that of local user (on the
Sangfor device). Select Go on importing user to overwrite the existing one to replace
the existing user with the one that are being imported from the LDAP server, or select
Skip this user, not overwriting the existing one to skip importing the user and go on
importing the others without replacing the existing user with a new one.

Automatic Import: This indicates whether the users will be automatically imported
into this Sangfor device and added to the specified group in due course. If Enable
automatic import is selected, configure interval to have the users in specified group
imported into the Sangfor device periodically. What worth being mentioned is that the
auto-importing result could be referred to in Maintenance > Logs.

A

The objects imported automatically include users and groups.

Click the Save and Import Now button to save the changes and import the users. When user
import completes, the result will show up at the top of page.

Moving Users to Another Group

1.

On the Local Users page, select the desired user/group(s) and click Move (on the toolbar) to
enter User Groups page, as shown below:

Sea Pl | El
[ o]
ﬂ "?_. Y
-~
% Default group
BB
-
“r LDAP_Export
A Users
-~
= bxtest
-
=2 =reml

Move to: | /LOAP_Export/

oK Cancel
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2. Select a user group to which the user/group(s) is added.

3. Click the OK button.

Exporting Users

1. Navigate to SSL VPN > Users > Local Users page and click More > Export to enter the
Export User File page, as shown in the figure below:

% Export User File

Export Users

Export the Group Tree Current Admin is in
Charge: =20

Export Specified Users/Groups: | Belect |

To select the desired users, click the Select button and you will see the user group tree; check the boxes next to
the users and groups and click the Export button.
Note:

1. If you fail to open the fila online, save the user file into the local PC and then open it in Excel or Notepad.

2. If the exported user is the one of driver-free USB Key, Binding Field of its certificate is null.

| Back |
2. Select the objects that you want to export.

Two solutions are available, Export the Group Tree Current Admin is in Charge and
Export Specified Users/Groups. If the former is selected, the organization structure in the
current administrator’s administrative realms will be exported. If the latter is selected, users
on specified groups will be exported, as shown below:

Search Pl E
Y]

| Export || Cancel |
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3. Select the desired user group and then click the Export button. The selected user will be
written into a CSV file and saved on the local computer.

The exported user information includes username, group path, password (encrypted by an
algorithm developed by SANGFOR), mobile number, virtual IP address, description and the
time user logged in last time, as shown below:

#Username  Added to Group Password Maobile Number Virtual 1P Description  Last Login

hubin /ssl 1 13666261525 Never logged in
webfs / 11 Mever logged in
hgfdhgfd /! 11 13666261525 Never logged in
lwg / 1 Never logged in
aa ! {1 Never logged in
5w / {30ec222ccc0fdclen } Mever logged in
gfd /! i1 Never logged in
jhfg feml/gfds i1 Never logged in
_ e {197fha7125/ah035f3 ! Never logoed in

1+ M| userlist /%] [ m ||

Associating Roles with User

1. Navigate to SSL VPN > Users > Local Users page and click More > Associate with role to
enter the Roles Associated With xxx page, as shown below:

Roles Associated With " /"

@ Aadd @ Delete

[0 role Name Description

2. Click Add to enter the Roles page, as shown in the figure below.

Search L
Role Name Description
Metwork Configuratic... System created security group due to role mapping
Remote Desktop Users  System created security group due to role mapping
test
qm_all_res
Web-Service
Remotedpplser
Role2
Rolel
gmx-role

testUser

e 000000000

|
Page| 1lof1| b Pl | & Show| 25|ipage

OK Cancel
| || |
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The roles on Roles page are all the roles predefined under SSL VPN > Roles > Role
Management.

Select the checkboxes next to the roles that you want to associate with the selected user or
group.
Click the OK button and then the Submit button to save the settings.




SANGFOR vSSL VPN User Manual

Resources

The resources we are talking about in this user manual are the resources that can be accessed by
specified users over SSL VPN.

Resource type falls into Web application, TCP application, L3VPN and Remote Application.
Navigate to SSL VPN > Resources page appears, as shown below:

) Add = (D) Delete [ |Edit [ Select = [ g Move vigw Al w | » Search by Name =| Sesrch £
Search P D Name = Type Diescription Address Port Status
= I All resources I:l | hyg_test Resou... " 4
| External resources Y
) I:l | zhuyong_rc Resou... L' 4
|Default group
I hyq_test I:l | External resou... Resou... Visited via LD... LY 4
lzhuyong_rc I:l | Default group Resou... System prote... L' 4
[] & all subnet L3V... VIPALL Al hosts in L... * 1-85.. o
[0 Cdie REMO... 4
[0 @ zvpn_o.z20 HTTP 200.200.... 80 \/
{0 F tep_o.17 HTTP 200.200.... &0 v
[0 @ 21l subnet We... HTTP All hosts in L. * v
O & =zs HTTP 200.200.... 80 ¥

A resource group could contain a number of resources entries. Similar to user management,
resources could be grouped according to categories and associated user or group, etc. This kind of
management is welcomed by majority of administrators because it makes resources more
distinguishable.

Navigate to SSL VPN > Resources and click on the resource group, and the resources included in
the group are displayed on the right pane. The resource group tree is as shown in the figure on the
right.

Search B | [E]

- = All resources
“lExternal rescurces
“lDefault group
“ltestGrp
SlhtGrp
“lwallGrp
| gmx-test-group
“|Remoteipp

External resources is a group protected by system and cannot be deleted; however, its attributes
could be modified. All the resources contained in this resource group are the resources associated
with LDAP users.

Default group is also a group protected by system and cannot be deleted, but its attributes could
be modified.




SANGFOR vSSL VPN User Manual

Adding/Editing Resource Group

1.

2.

Click Add > Resource Group to enter Edit Resource Group, as shown in the figure below:

+* Add Resource Group

Basic Attributes

Name:| &=

Drescription::

Enable resource group

View Resources:

Y1 .
w, n cons:

l@} In text: |:| Show description

Added To: |/ i
Authorized Admin Load Balancing Rescurces
Search 2| e [E=
¥ -1
1

Configure Basic Attributes of the resource group. The following are the basic attributes:

Name, Description: Indicates the name and description of the resource group
respectively. This name will be seen on Resource page after user logs in to the SSL
VPN successfully.

View resource: Indicates the way resources are displayed on Resource page, in icon or
in text. If In lcons is selected, define the icon size, 48*48, 64*64 or 128*128, so that
the resources will be displayed in icon as wanted. If In Text is selected, you may select
Show description of the resource. To manage icons, refer to the 4&iRIRILEI5I FHIE.
section in Chapter 3.

Added To: Indicates the resource group to which this group is added. This also means
that the administrative privilege over this resource group is moved from the creator
(who created this resource group) to its high-level administrator, while the creator has
no right to edit this resource group and the resources in it.

5

It is normal that the creator is unable to see the resource group and its resources on the
administrator console, if the administrative privilege over a resource has been moved
from the creator to its high-level administrator.
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3. Specify Authorized Admin who will have the right to manage this resource group and the
right to grant other administrators the right to manage this resource group.

4. Configure Load Balancing Resources feature when a resource group has multiple resources
of the same type, but with different IP addresses. Sangfor device will distribute the resource,
elected by corresponding weight, to client. The resources contained in Load Balancing
Resources tab are attached with weight that ranges from 1 to 9 (by default, it is 5), as shown

below:
Authorized Admin Load Balancing Rezources
Enable Resource Lead Balancing Instructions
(e
Reszource Name weight{1-9,default is 5)
[ sangfor B85 5
1 gooale 5
[ microsoft 5
Fl Apple 5
OO Twitter 5
[ fpis 5
[0 sharenz 5

&

= Aresource could be included in only one resource group.

= Maximum 100 resource groups are supported.

5. Click the Save button to save the settings.

Adding/Editing Web Application

1. Navigate to SSL VPN > Resources page and click Add > Web app to enter Edit Web
Application page, as shown below:
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2.

+% Edit Web Application

Basic Attributes Fields marked * are required

MName: |

Drescription:

Type: HTTP A

Address: +

Added To: | Defaultgroup

Icon: | I:u -

Enable resource
Visible for user

I:l Enable resource address masquerading

S50 Authorized Admin Acocounts Binding URL Access Control Site Mapping

[ | Enable 550

Login Method:

Configure Basic Attributes of the Web application. The following are the basic attributes:

Name, Description: Indicates the name and description of the Web resource. This name
may be seen on the Resource page after user logs in to the SSL VPN successfully.

Type: Options are HTTP, HTTPS, MAIL, FileShare and FTP.

Address: Indicates the address of the resource. Enter the IP address or domain name of
the Web server that is to be visited by user while this resource is requested.

If the selected Web application type is HTTP or HTTPS, the fields are as shown below:

»» Edit Web Application

Basic Attributes

Name: W
Description:

e HTTPS v

Address: =
rdded To: | Default group ¥

5

= Address field is required. The address must begin with http:// or https://, for
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example, http://200.200.0.66 and https://200.200.0.66.

= If resource address is domain name or hostname, add a host entry to map the
domain name/hostname to the actual IP address (in System > Network > Hosts,
refer to the 45iRIRIRFI5IFHIE. section in Chapter 3), or configure the DNS
server of the Sangfor device and ensure it can resolve the local domain names (in
System > Network > Deployment).

If the selected Web application type is MAIL, enter the IP address of the SMTP server
in the Address field and configure SMTP Port, IMAP Port (defaults are recommended)
and Domain Name (of the mailbox) the fields, as shown below:

¢+ Edit Web Application

Basic Attributes
Mame:
Description:
Type MAIL v
Address
SMTP Part: 23
IMAF Port: 143
Domain Name:
| ndded To:  Default group »

v
To enable users to use this type of email receiving and sending, the mail server must
support protocol IMAP.

If the selected Web application type is FTP, enter IP address or domain name of the
FTP server into the Address field, and configure FTP Port of the FTP server that users
are going to connect to (default is recommended), as shown below:
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++ Edit Web Application

Basic Attributes
MName:
Description:
Type: FTP w
Address:
FTP Port: |21
Added To: |Default group ¥

v
After entering domain name into the Address field and completing the configuration,

go to System > Network > Hosts and add a Host entry to map the domain name or host
name to the IP address of the FTP server.

Added To: Indicates the resource group to which this resource is added. By default, the
selected resource group is Default group (to configure resource group, refer to the
Adding/Editing Resource Group section in Chapter 4).

Icon: Indicates the icon for this resource, which could be seen on the Resource page if
this resource is added to a group that has its resources shown in icons. Select an icon, or
click on the icon to upload a new one.

To browse an image and upload it from the local PC to the device, click Upload (for
detailed guide, refer to the 4&iR!ARB|5|FHIE. section in Chapter 3).

Visible for user: To have connecting users see this resource on the Resource page,
select this option. Invisibility here only means that the resource will not be seen on the
Resource page; in fact, it is still accessible to the user.

Enable resource address masquerading: To conceal the true IP address of the resource,
select this option.

Configure SSO tab.

To enable user to access corporate resources over SSL VPN using SSO, select Enable SSO
option and configure the SSO page (under System > SSL VPN Options > General. For
more details, refer to the £5iRIFKIREIF| VK. section in Chapter 3). Enable SSO on SSO
tab and specify login method, as shown below:
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4.

5.

550 Authorized Admin Accounts Binding URL Access Control Site Mapping
Enable 550
Login Method: !Aut:} fill in form W Advanced

Auto fill in form

Set auto-access reguest
NTLM 550

Basic 550

Configure Authorized Admin tab.

Specify the administrators who will have the right to manage this resource and the right to
grant other administrator the privilege to manage this resource.

550 Authorized Admin Accounts Binding URL Access Control Site Mapping

Select the administrator group(s) that will be autherized to administer this rescurce.

earch B2 13

ul

=  The authorized administrators cannot edit the resource. They only have the right to
assign this resource to users (in other words, to associate resources with the role under
SSL VPN > Roles > Edit Role) and to grant other administrators (in its permitted realm)
the privilege to manage this resource, rather than the privilege of editing the resource.

= Please it keep in mind that the privilege of editing a resource always belongs to the
creator who has created this resource as well as the administrator with higher privilege.
The authorized administrators cannot see those resources in Resources page, but can
see and associate them with users on the Add Role or Edit Role page.

Configure Accounts Binding tab, as shown in the figure below.
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550 Authorized Admin Accounts Binding URL Access Control Site Mapping
Verify user by analyzing packet

Packet Format: HTTF FCST

Encoding: UTF-2 i

QL

If user credentials do not match the user account when resource is accessed,
'I' Do not show user prompt

:: Show user-defined prompt

If Verify user by analyzing packet is selected, the SSL VPN account will bind to the
account for resource access, in the way that packet is obtained as specified according to
Packet Format and the others settings. For end user, he or she needs to use the
corresponding SSL VPN account and resource access account to access the resource over
SSL VPN, other user accounts being unable to match the credential.

Web application, TCP application and L3VPN support accounts binding.

Applying Verify user by analyzing packet does not need SSO to be enabled.

6. Configure URL Access Control tab. This achieves the control over users’ access to certain
directory of a server, user being able or unable to access the specified directory.

550 Authorized Admin Accounts Binding URL Access Control Site Mapping
Enable URL access control Set Access-Denied Prompt Page  Instructions

:‘: Only allow access to the URLs below :: Only deny access to the URLs below

& Add (@ Delete |_ Edit

O urL

Select Only allow access to the URLSs below to allow user to access the specified ULR in the list,
or select Only deny access to the URLSs below to forbid user from accessing the specified ULR
in the list. To add a new URL, click Add to enter the Add URL page, as shown below:
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Add URL

Address: ||

Ok Cancel

Please note that the URL access control feature is only available while Web application type
is HTTP, HTTPS or FileShare. The other two types of Web application (MAIL and FTP)
do not support this feature.

7. Configure Site Mapping tab.

550 Authorized Admin Accounts Binding URL Access Control Site Mapping

Enabled

Changing mode or port requires VPN services to restart.

Mode: (@) VPN Port () Demain
Port:

D Rewrite webpage contents

Select Enabled to enable site mapping feature. Administrator can specify a VPN port or domain
name mapping to this Web resource. VPN User accesses this Web resource via the specified VPN
port or domain name.

If VPN Port is selected, you need to enter VPN port number in Port field, which cannot conflict
with other ports in use; if Domain is selected, the domain name is required, and it should be a
public URL of SSL VPN. To ensure the domain name can be resolved on client PC, add a Host
entry on client PC. User cannot connect to SSL VPN though the specified domain name if
Domain is selected.

To rewrite webpage on client, select Rewrite webpage contents. Checking this option is
recommended.

5

= Site mapping and resource address masquerading features cannot be enabled together.

= Site mapping feature is only available while Web application type is HTTP, HTTPS. The
other types of Web application (FileShare, MAIL and FTP) do not support this feature.
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For the resource enabling site mapping feature, it can be accessed only through clicking
resource link. It is not accessible through typing resource address into the URL field.

Click the Save button and the Apply button to save and apply the settings.

After the user logs in to the SSL VPN, he or she will see the available resources on the
Resource page, as shown below:

Welcome test11 | Settings | Optimization | Log Out

—
& . SANGFOR
-

http://www.example.com.cn ‘ Go » ‘

Resource Group A To avoid data leakage risk, you'd better not save account on public device

[EJ Default group

All subnet L3VPN resources

IhtGrp

W
testGrp
"a test_sso_res pe:HTTP

To access an available Web resource, the user needs only to click the resource link, or enter
resource address into the URL field and click the Go button.

Web resources could be accessed via all types of browsers including non-IE browsers.

Adding/Editing TCP Application

TCP application is a type of resource that allows end users to use TCP-based application on their
local computer to access corporate resources and servers over SSL VPN.

Navigate to SSL VPN > Resources and click Add > TCP app to enter the Edit TCP
Application page, as shown in the figure below:
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++ Edit TCP Application

Basic Attributes Fields marked * are required

Mame: *

Drescription:

Typa: |HTTF -

Address: + |
@
s

Program Path:

Path could be absolute path and environment variable [e.g.. Ywindiric)

Added To: Default group L

Icon:

Enable resource
Visible for user

550 Authorized Admin Accounts Binding URL Access Control Crthers

[]enable s50

Login Method:

2. Configure Basic Attributes of the TCP application. The following are the basic attributes:

= Name, Description: Indicates the name and description of the TCP resource. This name
may be seen on the Resource page after user logs in to the SSL VPN.

=  Type: Indicates the type of the TCP application. Some common types are built in the
Sangfor device.

This selection determines the port number entered in the Port field automatically. If the
TCP application is not any of the built-in types, select Other and configure the port
manually.

= Address: Indicates the address of the TCP resource. To add one entry of address (IP
address, domain name or IP range), click the Add Address tab. To add multiple entries
of addresses, click the Add Multiple Addresses tab, as shown in the figures below:
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Add/Edit Resource Address X

Add Addrezs Add Multiple Addrezzesz
As to domain resource, check whether yvou have configured Local DNS

(&) IF or demain ) IF range

IP,.’Dumain:|

Port:| &0 - |80

[] Enakble rescurce address masquerading

| 0K || Cancel |

!

Add/Edit Resource Address
Add Address Add Multiple Addreszes

Example:
10.10.10.20/80:80
1.1.1.1-2.2.2.2/80:30
https://www.domain.com: 80
One entry per row

Ok || Cancel |

= Port indicates the port used by this TCP application to provide services. For
built-in types of TCP applications, this port is predefined. For Other type of TCP
application, enter the corresponding port number.

= If resource address is domain name, navigate to System > SSL VPN Options >
General > Local DNS to configure local DNS server (for detailed guide, refer to
the Configuring Local DNS Server section in Chapter 3).

Program Path: Indicates path of the client software program that may be used by C/S
(client/server) application.

Added To: Indicates the resource group to which this resource is added. By default, the
selected resource group is Default group (to configure resource group, refer to the
Adding/Editing Resource Group section in Chapter 4).

Visible for user: To have connecting users see this resource on the Resource page,
select this option. Invisibility here only means that the resource is not seen on the
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Resource page, in fact, it is still accessible to the user.

=  Enable resource address masquerading: To conceal the true IP address of the resource,
select this option.

3. Configure SSO tab.

To enable connecting users to use SSO feature to access corporate resources over SSL VPN,
select Enable SSO option and configure the SSO page (under System > SSL VPN
Options > General > SSO. For more details, refer to the 4&iRIRILFI5| FHPE. section in
Chapter 3).

L=
=

Liy)

O Authorized Admin Accounts Binding URL Access Control Others

Enable 550

Login Method: !-“-‘xut:}fill in form W Advanced

Auto fill in form '

Set auto-access requ 'y

4. Configure Authorized Admin tab.
Specify the administrators who will have the right to manage this resource and the right to
grant other administrator the privilege to manage this resource.
550 Authorized Admin Accounts Binding URL Access Control Others

Select the administrator group(s) that will be authorized to administer this resource.

Search 2 & [

=  The authorized administrators cannot edit the resource. They only have the right to
assign this resource to users (in other words, the right to associate resources with the
role under SSL VPN > Roles > Edit Role) and to grant other administrators (in its
permitted realm) the privilege to manage this resource, rather than the privilege of
editing resource.

= Please it keep in mind that the privilege of editing a resource always belongs to the
creator who has created this resource as well as the administrator with higher privilege.
The authorized administrators cannot see those resources in the Resources page, but
can see and associate them with users on the Add Role or Edit Role page.

5. Configure Accounts Binding tab, as shown in the figure below.
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S50 Authorized Admin Accounts Binding URL Access Control Otherz
erify uger by analyzing packet |:| Rezource iz accesszible to user uging the designated 550 user account
Packet Format: |HTTP POST hd
Enceding: UTF-3 v
Q
@
x|

If user credentials do not match the user account when resource is accessed,
(%) Do not show user prompt

() Show user-defined prompt

If Verify user by analyzing packet is selected, the SSL VPN account will bind to the
account for resource access, in the way that packet is obtained as specified according to
Packet Format and the others settings.

If Resource is accessible to user using the designated SSO user account is selected, end
user has to use the corresponding SSL VPN account and designated SSO user account to
access this TCP resource over SSL VPN, other user accounts being unable to match the
credential.

Web application, TCP application and L3VPN support accounts binding.

¥

= To enable end users to single sign in to a resource, enable SSO for that resource (under
SSL VPN > Resources > Edit TCP Application > SSO tab) and bind the SSL VPN
account to the SSO user account (to configure SSO user account, refer to the &iR!R

33| FHYE. section in Chapter 4).
= Applying Verify user by analyzing packet does not required SSO to be enabled.

Configure URL Access Control tab.

This achieves the control over users’ access to certain directory of a server, user being able or
unable to access the specified directory.

?

Please note that URL access control feature is only available while the selected TCP
application type is HTTP. The other types of TCP applications do not support this feature.

Configure Others tab. This tab covers two options, Protect crucial files and Apply smart
recursion, as shown in the figure below:
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550 Authorized Admin Accounts Binding URL Access Control Crthers

Protect crucial files
Crucial File: Edit |
Apply smart recursion

Apply smart recursion: Select this option to apply smart recursion to this resource.
Before doing so, go to System > SSL VPN > General > Resource Options > TCP
App to enable and configure smart recursion. For more details, please refer to the 4&x!

KRIRP5I Y. in Chapter 3and 45iRIKR#RF)5I HIE. in Chapter 3.

Protect crucial file: This feature is intended to lock some crucial files that might be
invoked by the process while user is accessing the Internet by using Socket connection,
so that these crucial files will not be altered during SSL VPN access. If any of these
protected processes and crucial files is altered, the corresponding resource would not be
accessible to the user.

To add crucial files, perform the following steps:

a. Click the Edit button next to Crucial File to enter the Files page, as shown below:

@ Add - @ Delete  File Path: | Envirenment variables supported Al file= b

File = MDS

b. Click Add > Process related file to select the process (file extension is .exe).

c. The selected file and all the involved DLL files are added to the Files page, with
the information of file directory and MD5, as shown in the figure below:

) Add ~ @Dsl&t& File Path; | Environment variables supported Al files v
O File = MDS

1 O @ o:\program Files\La... cabbsefocddacdasc0asfboabsn2732a

2 O & Aadib.di 36c81b3210aac3334544603085cfd5f0

2 O & sanete.di 6c72f809573f5a2700592c40bfbd3e1a8

d. To view a specific type of file, dll, exe or pdb, specify the file type in the textbox at
the upper right of the page. By default, all files are displayed.

e. Toremove an entry, select the checkbox next to the entry and click Delete.

f.  Click the OK button to save the settings.

5
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= While any user is accessing the resource, none of the protected files can be altered.

= The first time TCP resource is accessed by end user over SSL VPN, the TCP
component may be installed on the computer automatically. However, installation
of TCP component requires administrator privilege on the computer. If any firewall
or anti-virus software is installed and runs on the client PC, it will block
installation process. To ensure the component installed successfully, terminate the
firewall or anti-virus software first.

8.  Click the Save button and then the Apply button to save and apply the settings.

Adding/Editing L3VPN

L3VPN is a type of resource based on IP protocol, allowing end users to use TCP/UDP/ICMP

based application on their computer to remotely access corporate resources and servers over SSL
VPN.

1. Navigate to SSL VPN > Resources page and click Add > L3VPN to enter the Edit L3VPN
page, as shown in the figure below:

¥> Edit L3VPN

Basic Attributes Fields marked * are required

Name:| |*

Description:

HTTF b

Type: Protocol:

Address:

@&

Program Path:

Path could be absolute path and envirenment variable {e.qg., Y%windirts)

&dded To: Default group L

I ‘ ’

Enable resource
Visible for user

Icon:

S50

Authorized Admin Accounts Binding URL Access Control

[ Enable ss0

Login Method: N
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Configure Basic Attributes of the L3VPN. The following are the basic attributes:

=  Name, Description: Indicates the name and description of the L3VPN. This name may
be seen on the Resource page after user logs in to the SSL VPN successfully.

= Type: Indicates type of the L3VPN. Some common types are built in the Sangfor device.
This selection determines the port number entered in the Port field automatically. If the
L3VPN is not any of the built-in types, select Other and configure the port by hand.

= Protocol: When the selected L3VPN type is Other, Protocol is selectable. Options are
All, TCP, UDP and ICMP. Select the protocol according to the L3VPN you are
defining.

= Address: Indicates address of the L3VPN. To add one entry of address (IP address,
domain name or IP range), click the Add Address tab. To add multiple entries of
addresses, click the Add Multiple Addresses tab, as shown in the figures below:

Add/Edit Resource Address b4

Add Address Add Muttiple Addrezzes
As to domain resource, check whether you have configured Local DNS

(&) IF or demain ) IF range

IP.-’Du:urnain:|

Port:| 20 - |80

[] Enable rescurce address masquerading

| Ok || Cancel |

Add/Edit Resource Address x

Add Address Add Multiple Addresses

Example:
10.10.10.20/80:30
1.1.1.1-2.2.2.2/80:80
https://www.domain.com:80
Cne entry per row

| OK | Cancel |

%
=  Port indicates the port used by this L3VPN to provide services. For the built-in types,
this port is predefined. For Other type of L3VPN, enter the port number that is to be
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used by the L3VPN you are defining.

= If resource address is domain name, navigate to System > SSL VPN Options >
General > Local DNS to configure local DNS server (for detailed guide, refer to the
Configuring Local DNS Server section in Chapter 3).

=  Program Path: Indicates path of the client software program that may be used by some
C/S application.

=  Added To: Indicates the resource group to which this resource is added. By default, the
selected resource group is Default group (to configure resource group, refer to the
Adding/Editing Resource Group section in Chapter 4).

=  Visible for user: To have connecting users see this resource on the Resource page,
select this option. Invisibility here only means that the resource is not seen on the
Resource page, in fact, it is still accessible to the user.

Configure SSO tab.

To enable connecting users to use SSO feature to access corporate resources over SSL VPN,
select Enable SSO option and configure the SSO page (under System > SSL VPN

Options > General. For more details, refer to the 45i=IRIRFI5I FH¥E. section in Chapter
3).

55

O Authorized Admin Accounts Binding URL Access Control

Enable 550

Login Method: L‘Aut:} fill in form il Advanced
Auto fill in form ™

Set auto-access request W

Configure Authorized Admin tab.

Specify the administrators that will have the right to manage this resource and the right to
grant other administrator the privilege to manage this resource.

v

=  The authorized administrators cannot edit the resource. They only have the right to
assign this resource to users (in other words, the right to associate resources with the
role under SSL VPN > Roles > Edit Role) and to grant other administrators (in its
permitted realm) the privilege to manage this resource, rather than the privilege of
editing resource.

= Please it keep in mind that the privilege of editing a resource always belongs to the
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creator who has created this resource as well as the administrator with higher privilege.
The authorized administrators cannot see those resources in the Resource Management
page, but can see and associate them with users on the Add Role or Edit Role page.

Configure Accounts Binding tab, as shown in the figure below.

550 Authorized Admin Accounts Binding URL Access Control

D Verify user by analyzing packst D Resource is accessible to user using the designated S50 user account
Packet Format:

Encoding:

€

If user credentials do not match the user account when resource is accessed,
® Do not show user prompt

Show user-defined prompt

If Verify user by analyzing packet is selected, the SSL VPN account will bind to the
account for resource access, in the way that packet is obtained as specified according to
Packet Format and the others settings.

If Resource is accessible to user using the designated SSO user account is selected, end
user have to use the corresponding SSL VPN account and designated SSO user account to
access this L3VPN resource, other user accounts being unable to match the credential.

Web application, TCP application and L3VPN support accounts binding.

¥

=  To enable end users to single sign in to a resource, enable SSO for that resource (under
SSL VPN > Resources > Edit L3VPN > SSO tab) and bind the SSL VPN account to
the SSO user account (to configure SSO user account, refer to the 4&&RIRIREI5I
JR. section in Chapter 4).

= Applying Verify user by analyzing packet does not require SSO to be enabled.

Configure URL Access Control tab.

This achieves the control over users’ access to certain directory of a server, user being able or
unable to access the specified directory.
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550 Authorized Admin Accounts Binding URL Access Control

Enable URL access control Sat Accass-Denied Prompt Page  Instructions

:‘: Only allow access to the URLs below :: Only deny access to the URLs below
) Add (g Delete || Edit

I:l URL

¢

URL access control feature is only available while the selected L3VPN type is HTTP. The
other types of L3VPN do not support this feature.

7. Click the Save button and Apply button to save and apply the settings.

¢

= The first time L3VPN resource is accessed over SSL VPN, L3VPN component may be
installed on the user’s PC automatically. However, installation of L3VPN component
requires administrator privilege on the computer. If any firewall or anti-virus software is
installed and runs on the computer, it will block installation process. To ensure the
component installed successfully, terminate the firewall or anti-virus software first.

= Among the L3VPN resources, there is a system-protected L3VPN resource named All
Subnet L3VPN resources. This resource stands for all L3VPN resources with the
addresses on the subnets where LAN and DMZ interfaces reside and those resources on
the subnets where LAN and DMZ interfaces reside, using the protocol TCP, UDP or
ICMP (port: 1-65535). Like other L3VPN resource, it can be associated with users;
however, no attribute of it can be modified except for the name, description and visibility.
If the subnet resources do not reside in the same network segment as the LAN and DMZ
interface of the Sangfor device, which means, there is layer-3 router or switch on the way,
add the subnet on the Local Subnets page (under System > Network) and a
corresponding route on Routes page (under System > Network) to make that subnet
“local”. That will enable the machines on the two subnets to communicate directly.

Adding/Editing Remote Application

Remote applications are applications launched by remote servers and accessed by end users over
SSL VPN. User runs the program on the local computers but access the data on the remote server
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in the remote application session.

1. Navigate to SSL VPN > Resources and click Add > Remote Application to enter the Edit
Remote Application Resource page, as shown below:

+* Edit Remote Application Resource

Basic Attributes Fields marked * are required

Name: =
Description:

Added To: Default group *

Icon:
Enable rescurce
Program: Select
Working p
Directory: @
Command
Line
Argument:
Maximize window after program is launched
|:| Single instance is allowed (for an application running on remote server, not
allow user to run a second instance of the application)
App Server S50 License Authorized Admin

Select a server or a group of servers to deliver this resource.

Search =i

D Server Name IP Address Status

2. Configure Basic Attributes of the remote application. The following are the basic attributes:

= Name, Description: Indicates the name and description of the remote application. This
name may not be seen on the Resource page after user logs in to the SSL VPN
successfully.

=  Added To: Indicates the group to which this resource is added. By default, the selected
resource group is Default group (to configure resource group, refer to the
Adding/Editing Resource Group section in Chapter 4).

= Icon: Icon specified for this resource, which could be seen on the Resource page if this
resource is added to a group that has its resources show in icons.

= Program: Specifies the applications provided by remote application server. Click on
Select to select the desired application, as shown in the below figure:
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Application Programs x

If the desired program is not listed below, go to "Remote Server Management” to add it. =50
Application Program Server
1 :; Internet Explorer Wiew
Page 1 of 1 .:‘,—‘ Show| 28 |/page 1-1 of 1
QK Cancel

=  Working Directory: Indicates the path of the application on remote application server.

= Command Line Argument: Specifies the parameters that may be used when some
application program starts.

If Maximize window after program is launched is selected, program window will be
maximized once program is launched.

In case that Single instance is allowed is selected and user has launched an application, user
will be redirected to the previously-launched application if user clicks on the resource link
again, instead of launching a new instance. If command line argument is configured, this
options is not recommended to enable.

3. Click the App Server tab and select remote application servers, so that they can provide the
application (to configure remote server, refer to the Adding Remote Application Server
section in Chapter 4).

App Server 550 License Authorized Admin
Saelect a server or a group of servers to deliver this resource.

earch L2 |6 |:| Server Name IP Address Status

4. Configure SSO License tab.

If SSO feature is enabled and SSO information is recorded, SSO will be performed automatically
when user accesses specific remote application over SSL VPN.
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App Server 550 License Authorized Admin
[#] Enable 550

For remote application, form is filled automatically.

i})

As to remote application, SSO feature only supports the method of auto fill in form.
If you want to deliver a browser allowing SSO, only IE-cored browser can be delivered.

When recording SSO information for remote application, only IE is taken as B/S-based
resource, all the other resources are taken as C/S-based resource.

Configure Authorized Admin tab.

Specify the administrators who will have the right to manage this resource and the right to
grant other administrator the privilege to manage this resource.

App Server 550 License Authorized Admin

Select the administrator group(s) that will be authorized to administer this resource.

Search 2| | i

=  The authorized administrators cannot edit the resource. They only have the right to
assign this resource to users (in other words, the right to associate resources with the
role under SSL VPN > Roles > Edit Role) and to grant other administrators (in its
permitted realm) the privilege to manage this resource, rather than the privilege of
editing resource.

= Please it keep in mind that the privilege of editing a resource always belongs to the
creator who has created this resource as well as the administrators with higher privilege.
The authorized administrators cannot see those resources in the Resources page, but
can see and associate them with users on the Add Role or Edit Role page.
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Roles

A role is an intermediate that builds a connection between user/group and resource, more
specifically, designates internal resources to user or group. Users can only access the designated
internal resources over SSL VPN.

This kind of association enables one or multiple users or groups to associate with one or multiple
resources, facilitating control over users’ access to corporate resources.

Navigate to SSL VPN > Roles and the Role Management page appears, as shown below:

cle Management

& Add - @Dslsts ElE:Iit [ Select - ﬂéG&t Priviege Report Search by Name - pe

O rele name Description Assigned to Group Status

O & oA and accounting system testil o 25

FI L_S Web file sharing ==l o

Fl d Metwork Configuration Operators  System created sec... o

Fl Lj Remote Desktop Users System created sec... Y 4

00 & test bwtest,gmx,sangfori,sangforz,ssl,... o

FI d gmx_all_res gmx,qmx_I3vpn Y 4 0

Fl J Web-Service g, testll o

O &) remoteAppUser kangcheng,lht,gmsx,test1l o 2
Page| 1|of1| b Pkl | &2 Show| 25| /page 1-12 0f 12

The following are some contents included on Role Management page:

= Search By Name/Description/User(Group): To search for specific role or type of roles,
select an option, enter the keyword into the textbox and click the magnifier icon.
Name/description indicates the name/description of the role. User/group indicates the user
and/or group that the role is assigned to.

Role Name: Indicates name of the role.

Description: Indicates description of the role.

Add: Click it to add new role directly or using an existing role as template.

Edit: Click it to edit a selected role.

Delete: Click it to remove the selected role(s).

Select: To select roles on all pages, click Select > All pages; click Select > Current page to
select roles on current page. To deselect entries, click Select > Deselect.

|7 Select =| |3, Get Frivil

Current page
All pages

Deselect
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Adding Role

1. Navigate to SSL VPN > Roles and click Add > Role to enter the Add Role page, as shown
in the figure below:

Basic Attributes Fields marked * are required

Name:“ *

Drescription::
Assigned To: | Select Usen/Group

Security Policy: | Select Role-level Policy

Enable Role

Associated Resources

|;| Select Resource

Name Type Drescriptic

2. Configure the Basic Attributes of the role. The following are basic attributes:
=  Name: Configures name of the role.
=  Description: Configures description of the role.

= Assigned To: Configures the user and/or group that can access the associated resources.
To specify user and group, click the Select User/Group button, and all the predefined
users and groups on Local Users page are seen in the list, as shown below:
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Users and Groups X

Search L = A select - Search el
[ ]
D:’f Mame = Type
= A
O 7% pefault group Group —
OB Group
-~
O] % Lpar_Export Group
O _A“ Users Group
i -
LI [ btest Group
|:| : cmnl Group
-
O % qmx-group Group
D E szl Group
_ v
Page| 1|of2| B Bl | & Show| 25 |ipage
| Ok || Cancel |

Select the user or group to which the role is to be assigned and click the OK button.

= Security Policy: This policy enforces host checking when user logs in to the SSL VPN.
If user fails any security check, he or she cannot access the associated resources.

To specify a role-level policy, click the Select Role-level Policy button and all the
predefined role-level policies are seen (to configure role-level policy, refer to the 45ix!
AIRFBI5|HIE. section in chapter 4), as shown in the figure below:

Role-Level Policies X

O palicy Name Description
[ role_nac_p1
[ role_nac_p2

[] role_nac_p3

If no role-level policy is configured, you do not need to configure security policy.

Configure associated resources. Click Select Resources to enter the Select Resource page
and select resources that the associated users of this role can access, as shown below:
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Select Resource b 4

Search 2 E | E Search 2
= Dl Al resources [ resource Name « Diescription
I:ll | zhuyong_rc
Dl hyq_test [ a All subnet Web resou... All hosts in Local Subnet,...
|:|| | Default group El EJ All subnet L3VPN reso... All hosts in Local Subnet,...
O = 2=
O F tep_naaz
[ & zvpn_o.zo
4
O SWie

O @ zoo.zoo.0.2011

OO0 @ =zo0.200.0.17

I | Pagel 1loft b &2 Show| 25 |/page

| oK || cancal |

4. Click the Save button on the Add Role page to save the settings.
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Authentication Options

Authentication Options covers settings related to primary and secondary authentication methods.

Navigate to SSL VPN > Authentication and the Authentication Options page appears, as shown
in the figure below:

+% Authentication Options

Primary Authentication

&l - Local Password Settings
*

Password strength, the ways that users change password, applying only to the user accounts in local database.

- LDAP Settings

]

Manage LDAP servers. Authentication credentials are mapped or imported from LDAFR server to local device.

- RADIUS Settings

Eﬂ]

Manage RADIUS servers. Authentication credentials are mapped or imported from RADIUS server to local device.

ﬁ - Certificate /USE Key Settings

Select CA type, generate certificate and set USB key model. »USB Key Driver #* USB Key Tool

-Client-Side Domain 550 Settings

Specify AD domain, so that users can perform 550 and install control using L2TR/PPTP connection

Secondary Authentication

@ - 5M5 Settings

Configure SMS module and customize the text message to be sent to user's mobile phone.

; - Hardware ID Settings

Configure hardware ID related options, such as hardware 1D collecting and approval.
E - Dynamic Token Settings
WA

Dynamic token based authentication is an extension of RADIUS authentication.
Other Options
g_ - Priority of LDAP/RADIUS Sarvers Settings

Sort LOAP/RADIUS servers to set the priority of each server for authentication.

- Password Security Options Settings

=

Block insecure and brute-force login. Applied to LDAP, RADIUS and local password based authentications.

‘ - Anonymous Login Settings

Turn on/off the anonymous login feature and assign role to anonymous users.
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Primary Authentication Methods

There are five primary authentication methods, namely, local password based authentication,
LDAP authentication, RADIUS authentication, certificate/lUSB key based authentication and
client-side domain SSO authentication.

Primary Authentication

- Local Password | Seftings |

9

Password strength, the ways that users change password, applying only to the user accounts in local database.

- LDAP | Setlings |

)

Manzage LDAP servers. Authentication credentials are mapped or importad from LDAP server to local device.

- RADIUS | Settings |

Manage RADIUS servers. Authentication credentials are mapped or imported from RADIUS server to local device.

- Certificate f{USE Key | Seftings |

Select CA type, generate certificate and set USE key model. *USE Key Driver #» USE Key Tool

-Client-Side Domain 550 | Seftings |

Specify AD domain, so that users can perform 550 and install control using L2TR/PPTP connection

Local Password Based Authentication

The settings related to local password based authentication include password security options and
username options.

Navigate to SSL VPN > Authentication to enter the Authentication Options page (as shown in
the figure above). Click the Settings button following Local Password, and the Local Password
Based Authentication page appears, as shown in the figure below:

Local Password Based Authentication

Password Security Options

[7] Enabled

Password cannot contain username.

New password must be different from previous password

Minimum length is characters

Ewvery days, user must change password. days before the password expires, remind user to change it.
User must change the initial password (upon the first logon)

Password must have digit letter special character (shift+number key]

Username Options

[] 1gnere case of username
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The following are some contents included on the Local Password Based Authentication page:

Password Security Options: Configures the password strength, the ways that users change
password. If enabled is selected, password security check will be performed when user logs
in to SSL VPN. If user password fails to match the password security policy configured in
this field, user will be asked to change password.

Username Options: If the option Ignore case of username is selected, case of username
would be ignored when users enter credentials to log in to SSL VPN. If any same usernames
in different case already exist in user organization structure before this option is enabled,
such as “HSw”, “hsw”, this user will fail to modify personal information after Ignore case of
username is selected, he/she needs to modify its username first. Then enable this option.

A

Password Security Options and Username Options only apply to the user accounts in local
Sangfor device.

LDAP Authentication

Sangfor device supports third-party LDAP server to verify the users connecting the SSL VPN.

Configuring LDAP Server

Navigate to SSL VPN > Authentication to enter the Authentication Options page. Click
the Settings button following LDAP and the LDAP Server page appears, as shown below:

++ LDAP Server

€ Add @ Delete EI Edit | | Import Uzers 4| Back to Authentication Options
[ name Description Address Port User Base DN Automatic Import Status
O o 57.245-ActiveDirectory 200.200.67.245 389 DC=sangforu... Mo o

Click Add to enter the Add/Edit LDAP Server page, as shown below:
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3.

#* Authentication > LDAP Server >Add/Edit LDAP Server

Basic Attributes

Fields marked * are reguired

Server Address:

Authentication Timeout: 15

Status: ':'i‘:' Enablad

Server Name:| |==

Description:

&
@
]
Admin DN:
Password:
Base DN: b

[#] Subtree included (alsa verify the users in subtrees
* second(s)

I:::l Disabled

Other Attributes

Advanced
Server Type: M5 ActiveDirectony pe
User Attribute: | sAMAccountMame *
User Filter; objectCategony=perscn *
Mabile Number: | telephoneNumber

Group Mapping

Role Mapping LDAP Extensicns Password Encrypticn

below.

As to users that have not been imported to local device, the system will map the specified-OU
designated local user group after they have been authenticated successfully, according to the

[ ow

& Add @ Delete |;| Edit Autcmatic Mapping

Sub-COU inc... Map to Local Group

Configure the Basic Attributes of the LDAP server. The following are basic attributes:

Server Name, Description: Configures the name and description of the LDAP server.

Server Address: Configures the usable IP address and port of the LDAP server. You can
add multiple IP addresses and ports. Generally, only the first IP address/port is active
and the others are standby. If the first IP address/port is unavailable, the second IP
address/port will take the place; if the second IP address/port is unavailable, the third IP
address/port will take the place, and so on; if none of the configured server IP
addresses/ports is available, the server will be disconnected.

To add an entry of server address and port, click the Add icon next to the Server
Address field. The Add Server Address page is as shown in the figure below:
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Add Server Address »

Server IP: | |

Port: 389

oK Cancel

To remove an entry, click the entry and click Delete icon next to Server Address.
To edit an entry, click the entry and click Edit icon |l next to Server Address.

To adjust order of an entry, click the entry and click Move Up icon ‘@ or Move Down
icon €.

Admin DN, Password: Configure the administrator account to read the organizational

units (OU) and security groups on the LDAP server. The administrator account should
be in DN format.

5

This administrator must have privilege to read path of users on the LDAP server.

Base DN: Configures the location of the LDAP users that are to be verified.

Subtree included: Select this option so that the users contained in the sub-OU of the
OU specified in Base DN field are included in. Otherwise, only the direct users in the
specified OU level will be verified.

Authentication Timeout: Configures the time period that user authentication gets timed
out if LDAP server gives no response.

Status: Indicates whether the LDAP server is enabled.

Configure the Advanced options. The values in these fields must be consistent with those on
the LDAP server

Advanced
Server Type: ME ActiveDirectory -
User Attribute: | sAMAccountMame *=
User Filter: objecdCategory=person =

Mobile Number: | telephoneMumber
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5

Protocols supported are LDAP and MS Active Directory (AD). For MS AD, user
authentication is  achieved wusing attribute  sAMAccountName and filter
objectCategory=person. For LDAP, user authentication is achieved using attribute uid and
filter objectclass=person. However, the attribute names could be modified.

Configure Group Mapping tab.

Group mapping only applies to the LDAP users that have not been imported to the Sangfor
device. The users in specified OU on the LDAP server will be mapped to a local group after
successful login, and therefore have the same privilege as the users that they are mapped to.

Group Mapping Role Mapping LDAF Extensions Password Encryption

As to users that have not been imported to local device, the system will map the specified-0OU users on this server to the
designated local user group after they have been authenticated successfully, according to the mapping rule configured

belaw.

& Add @ Delete L Edit Automatic Mapping

D ou Sub-0U included Map to Local Group

If LDAP user matches none of the above mapping rules, map the user to group /Default group »

The following are contents included on the Group Mapping tab:

= Add: To add a group mapping rule to map specified LDAP users to the local group,
click it to enter the Add Group Mapping Rule page, as shown in the figure below:

Add Group Mapping Rule X

ou: | |

Map to Group: 3>

[] sub-oU included

Gk Cancel

=  QU: Configures the OU that will be mapped to a local group, in format of DN.

= Map to Group: Configures the local group to which users of the specified OU will
be mapped.

=  Sub-OU included: If this option is selected, users in the sub-OU will also be
included and mapped to the local group. If not selected, only the users in the
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specified OU level will be mapped to the local group.

If LDAP user matches none of the above mapping rules, map the user to group: For
the users that match none of the group mapping rules, select this option and specify a
local group, so that those LDAP users will be mapped to that group automatically.

Delete: To delete a group mapping rule, select the rule and click Delete.
Edit: To edit a group mapping rule, select the rule and click Edit.

Automatic Mapping: This feature simplifies the process of adding a batch of mapping
rules. Administrator needs only to select the LDAP user and/or group on the Auto
Create Group Mapping Rule — Step 1: Select OU page (as shown in the figure below)
and configure Map to Group field, without adding mapping rule one by one, and the
involved mappings will be added to the group mapping rule list automatically. To
configure automatic mapping, please perform the following steps:

a. Click Automatic Mapping to enter the Auto Create Group Mapping Rule —
Step 1: Select OU page, as shown below:

Auto Create Group Mapping Rule- Step 1: Select OU X

Method: @ Mapping for each =electsd OU O Mapping for =elected top-level OU
= Df*sangfcrued
= DfﬁPrcgram Cata
= Eﬁrcct_cu
Edesigner
=2 "'\*det;elcper
“rapm
= ss|
Etranslator
D£>Users
H D£>Ccnfiguraticn
D£>Schen1a
= D£>Dcn1ainDnsches
~

H D “rForestDnsZones

)li

E =

Map to Group: >

MNext Cancel

b. Select a mapping method, Mapping for each selected OU or Mapping for
selected top-level OU, and then select the organizational units (OU).

If the selected method is Mapping for each selected OU, every selected LDAP
user group will be mapped to the respective local group (name of target group is
the same as the OU name) specified in Map to Group field, organizational units
(OU) not being changed.

If the selected method is Mapping for selected top-level OU, only one group will
be created on the Sangfor device, name of the target group being the same as the
top-OU name. All the users under the top-OU and/or the sub-OUs will be mapped
to that group.

c. Configure Map to Group. The specified group is a local user group to which the
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specified LDAP users will be mapped.

d. Click the Next button and the automatically added mapping rules are as shown
below:

Auto Create Group Mapping Rule - Step 2: Preview Mapping Rule

au Sub-0U includ... Map to Local ...
QOU=root_ou,DC=sangforued, DC=com No Jroot_ou
OlU=designer,0U=root_ou,DC=sangforued,DC=com No /root_ou/desi...
OU=developer,OU=root_ou,DC=sangforued, DC=com No Jroot_ou/dev...
QOU=apm,0U=developer,OU=root_ou,DC==sangforued,D... HNo froot_ou/dev...
ClU=ssl,0U=developer,0OU=root_ou,DC==sanaforued,DC... No /root_ou/dev...
QOU=translator,0U=root_ou,DC=sangforued, DC=com No Jroot_ou/ftran...
Back Finish Cancel

e. Click the Finish and Save buttons and go back to Local Users page. Check
whether the groups created through automatic mapping are in user group list, as
shown below:

[ ]
= [ root_ou
=t .
[ designer
-
= [ developer
‘_F\
rapm
=]

5 translator

Configure Role Mapping tab (if you are adding an MS Active Directory server).

Role Mapping helps map the security groups from the MS Active Directory server to the
roles on this Sangfor device. Once a user matches certain role mapping rule and is mapped to
the role on the Sangfor device, the associated user will be permitted to access the resources
that are associated with that role. The Role Mapping tab is as shown in the figure below:

Group Mapping Role Mapping LDAP Extensions Password Enoyption

Role Mapping:':i':' Enabled 'i::' Disabled
o) Add (G Delete @Edit Automatic Mapping

D Saecurity Group Map to Role

The following are the contents included on the Role Mapping tab:
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=  Add: Click it to add a role mapping rule, mapping the security groups on MS Active
Directory server to the local groups. To configure role mapping, please perform the
following steps:

a. Select Enabled to enable role mapping feature.

b. Click Add to enter the Add Role Mapping Rule page, and configure the Security
Group and Map to Role fields, as shown below:

Security Group: | |

Map to Role: 3

| OK || Cancel |

= Delete: To delete a role mapping rule, select the rule and click Delete.
= Edit: To edit a role mapping rule, select the rule and click Edit.

= Automatic Mapping: Click it and some role mapping rules will be generated
automatically according to the security groups on the MS Active Directory server. To
configure automatic mapping, please perform the following steps:

a. Click Automatic Mapping and the following page pops up, as shown below:

Automatic Mapping *

Search ye
F] Security Group Map to Role
[ administrators Administrators -
D Users Users
|:| Guests Guests
Print Operatars Print Operatars
Backup Operators Backup Operators

b. Select the desired role mapping rules and click the OK and Save buttons. The two
selected roles are then added to Role Management page, as shown below:

#+ Role Management

@Add ~ @ Dekete [JEdt | 7 Select ~ |3 Get Priviege Report  Search by Name - pe]

[] role Name Desc... Assigned to Group Status

Fl ] Print Operators Syst... L' 4 25

[0 & Backup Operators Syst... LY 4 0

i L_§ QA and accounting system testll LY 4 v
Page| 1|of1| b Bl | & Show| 25 |/page 1-14 of 14

Configure LDAP Extensions.

LDAP Extensions are extended attributes of the users on LDAP server. This feature enables
some resources and virtual IP addresses of the users to be stored and maintained on the
LDAP server.
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8.

Group Mapping Role Mapping

Password Encryption

For the user authenticated against this LDAP server, the device will obtain the value of extended field of the user from LDAP
server after user has been authenticated successfully, according to the options configured below. This feature enables you to
store and maintain some resources and virtual IP addresses of the users on LDAP server.

For example, one attribute of an LDAP user is: =sl_resource. What you need to do are, selecting the option Attribute names of
associated resources, and adding the attribute name (ssl_resource) into the list. Attribute name format: <resource

name=:<protocol name:

/f=host address: port', amang which, the fields in <= are optional, and host address and port are

required. Example: QA system: http://3ooacom:80, 192.168.1.1:1-65535.

[7] attribute names of associated resources

El @€

[] Inherit resources of all its parent groups

[[] attribute name of virtual IP:

The following are the contents included on the LDAP Extensions tab:

Attribute names of associated resources: These are resource attributes according to
which the LDAP users will be assigned some resources, after these LDAP users are
authenticated successfully.

To add a new attribute name of resource, click the Add icon [2]. Then enter Attribute
Name of the associated resource.

Inherit resources of all its parent groups: Besides the resources with the specified
attributes, all other resources (available to users in the specified OU and parent OUs of
certain LDAP user) with the configured attributes will be displayed on Resource page
and seen by the LDAP user once he or she logs in to the SSL VPN.

Attribute name of virtual IP: Select this option and configure the attribute name of the
virtual IP address of the users stored on the LDAP server. When an LDAP user logs in
to the SSL VPN, the LDAP server returns the virtual IP address of this user to the
Sangfor device.

The option Attribute names of associated resources only applies to the LDAP users
who do not have a corresponding account on the Sangfor device. For the LDAP users
that already exist on the User Management page (under SSL VPN > Users), this
option is invalid.

Configure Password Encryption tab.

This feature enables user password to be encrypted before it is forwarded to LDAP server.
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Group Mapping Role Mapping LDAF Extensions Password Encryption

Enabled

Once this option is selected, the user password suthenticated against this LDAP server will be encrypted using the following
solution before reaching the LDAP sarver.

Encryption Protocol: MDE -

Size: (@) 32 bit () 16 bit
Character Case: '@' Lowercase "‘T-

| Uppercase

The following contents are included on above page:

= Enabled: Select it to enable password encryption feature.

= Encryption Protocol: Specifies encryption protocol. Options are MD5 and SHAL.
= Size: Specifies the size of encryption key. It can be 32-bit or 16-bit.

= Character Case: Specifies character case of password.

9. Click the Save button and then the Apply button to save and apply the settings.

RADIUS Authentication

Sangfor device supports third-party RADIUS server to verify the users connecting the SSL VPN.

Configuring RADIUS Server

1. Navigate to SSL VPN > Authentication to enter Authentication Options page. Click the
Settings button following RADIUS and RADIUS Server page appears, as shown below:

#* RADIUS Server

& Add @D&I&te ElE:Iit 4| Back to Authentication Options
1 mMame Desc... Address Port Status
O &g radiust 200.200.78.51 1812 "

[0 =g radiusz 1.1.1.1 1812 o

2. Click Add to enter the Add/Edit RADIUS Server page, as shown below:
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*» Authentication > RADIUS Server > Add/Edit RADIUS Server

3.

Basic Attributes Fields marked * are required
Server Name: | |‘
Description:
Server Address: o
i)
PAP -

Authentication Protocol:
Shared Secret:
Character Set: | UTF8 R

Authentication Timeout: |5 * second(s)

Status: '@' Enabled 'C' Disabled

RADIUS Extensions

I:‘ Mobile number ID: * sub-attribute ID: *
|:| Virtual IP address 1D: * sub-attribute ID: *
I:‘ Netmask ID: * sub-attribute ID: *

Group Mapping

@Add @ Delete [o]Edit

El Class Attribute Value Map to Local Group

Configure the Basic Attributes of the RADIUS server. The following are basic attributes:
= Server Name, Description: Configures name and description of the RADIUS server.

= Server Address: Configures the usable IP address and port of the RADIUS server. You
can add multiple IP addresses and ports. Generally, only the first IP address/port is
active and others are standby. If the first IP address/port is unavailable, the second IP
address/port will take the place; if the second IP address/port is unavailable, the third IP
address/port will take the place, and so on; if none of the configured server IP
address/port is available, the server will be disconnected.

To add a server address/port, click the Add icon next to Server Address field. The
Add Server Address page is as shown in the figure below:

Add Server Address »

Server IP: | |

Port: 1812
| ] 4 | Cancel

To remove an entry, click the entry and click Delete icon next to Server Address.

To edit an entry, click the entry and click Edit icon =l next to Server Address.

1
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To adjust order of an entry, click the entry and click Move Up icon & or Move Down
icon .

Authentication Protocol: Options are PAP, CHAP, Microsoft CHAP, Microsoft
CHAP2 and EAP-MDS5. Select the protocol as needed.

Shared Secret: Configures the shared key used for RADIUS authentication.
Character Set: Configures the character set used for RADIUS authentication.

Authentication Timeout: Configures the time period that user authentication times out
if RADIUS server gives no response.

Status: Indicates whether the external RADIUS server is enabled.

Configure RADIUS Extensions, as shown below:

¢

RADIUS Extensions

] Mebile number ID: #* sub-attribute ID:
[ wirtual IF address ID: #* sub-attribute ID:
] Metmask ID: #* sub-attribute ID:

Mobile number ID: Configures attribute ID and sub-attribute 1D of the RADIUS user
mobile number attribute. Once a RADIUS user logs in to the SSL VPN, the RADIUS
server will return the attribute value to the Sangfor device.

Virtual IP address ID: Configures the attribute 1D and sub-attribute ID of RADIUS
user’s virtual IP address. When a RADIUS user logs in to the SSL VPN, the RADIUS
server will return the attribute value to the Sangfor device.

Mobile number ID only works in association with SMS authentication.

Configure Group Mapping rule.

The

users with specified class attribute will be mapped to the corresponding group on the

Sangfor device after successful login, and therefore have the same privilege as the users
under the group to which they are mapped.
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Group Mapping

@ Add @ Delete [ Edit

[ Class Attribute value Map to Local Group

If RADIUS user matches none of the above mapping rules, map the user to group | /Default group b

The following are the contents:

=  Add: Click it to enter the Add Group Mapping Rule page and configure the two fields
Class and Map to Group. The specified class attribute value on the RADIUS server
will be mapped to the specified local group, as shown in the figure below:

Add Group Mapping Rule

Class: | |

Map to Group: >

oK Cancel

= Delete: To delete a group mapping rule, select that rule and then click Delete.
= Edit: To edit a group mapping rule, select that rule and then click Edit.

= |f RADIUS user matches none of the above mapping rules, map the user to group:
For the users that match none of the group mapping rules, select this option and specify
the local group to which the RADIUS users will be mapped automatically.

6. Click the Save button and then the Apply button to save and apply the settings.

Certificate/USB Key Based Authentication

Sangfor device not only supports built-in CA, but also supports external CA or more than one
external CA, and can offer some certificate information. If Sangfor device is deployed in HQ,
branch users can use certificate issued by different third-party CA for authentication when logging
into SSL VPN. It increases flexibility of SSL VPN deployment. Certificates could be generated
and configured through the Certificate/USB Key Based Authentication page.

Navigate to SSL VPN > Authentication to enter the Authentication Options page.
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| Settings |

- - Certificate /USE Key
&
Select CA type, generate certificate and set USE key model. »USB Key Driver » USBE Kay Tool

To download and install USB key driver manually, click USB Key Driver.

To download and install USB key tool manually, click USB Key Tool.

Click the Settings button following Certificate/USB Key and the Certificate/USB Key Based

Authentication page appears, as shown in the figure below:

++ CertificatefUSB Key Based Authentication

Local CA(RSA Encryption Standard Based)

RSARoot CA Certificate:View| Update

| lssue Certificate... | |  Disabled |

External CA

@ Add

Name

Certificate

Supported USB Key Model

Status Operation

Third-party USB key models can be added as well. Client software can read the USB key when user logs in. Unplugging

ey leads to user logout.

@ Add @ Delete [ Edit
D Name Madel
[ uss key vz Vid_026ef&Pid_0302

[] epass3000gm Vid_0596e&Fid_0309

Configuring Local CA

The following contents are under Local CA section:

Status

@
L4

View: Click it to view root certificate of local CA, as shown below:
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View Certificate X

Certificate: -
Data:
Version: 3 (@x2)
Serial Mumber:
c5:5F:bci27ed:b3:cB:2a
Signature Algorithm: sha25eWithRSAEncryption
Issuer: C=cn, S5T=sa, L=d, 0=s5, OU=sd, CH=sd/emallAddress=s@s.com
Validity
Mot Before: Jan 14 @8:54:29 2816 GMT
Mot After : Jan 9 @@:54:29 2036 GMT
Subject: C=cn, 5T=sa, L=d, 0=s, QU=sd, CH=sd/emailAddress=s@s.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (1824 bit)
Modulus:
08:eb:fB:98:cf:bb:b8:71:7d:cB:9a:95:d2:dB:b5:
d7:f3:87:4a:9b:b5:8F1ed: 2d:@d:82:8d:9e: 18]
Sb:dd:@8:6a:51:32:81:74:86:ac:458:7a:0b:72:ed:
de:5Fi@3:28:9c:0e:89:684:ad: 3e:73:90:01:1a:51:
bbra7ife:7b:B5cfifa:8d:Ba:42:52:34:94: 271 20
g9:af:4F:4F:94:92:ad5:b03:94:cd:dc: 37:FLl:6b: O -

| Download | | Close

m  Update: Click it to update root certificate, as shown in the figure below:

Update Local CA Root Certificate »

Local CA is used to create certificate for enterprise users.

Country must be 2-letter abbreviation (e.g., China-CHN, U.5.A.-US)
Ky RSA Enoryption Standard w | Department:
Encryption:
Country:

Issued

To:
State: °

E-mail:
City:

Key Size: 1024 w
Company:

| Finish || Cancel |

When RSA Encryption Standard is selected in Key Encryption field, key size can be 1024, 2048
or 4096, while SM2 Encryption Standard is selected, key size can be 256 only. Configure all the
required fields above and then click Finish to save the setting, and then a root certificate will be

created, and it will be also taken as device certificate.
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= Country must be a two-letter abbreviation of country, for example, CN indicates China.

= Email address should not contain any full-angle characters.

m  Issue Certificate: Click it to enter the Issue a Certificate page. The issued certificate can be
used as user certificate or a server certificate.

Issue a Certificate »

Country must be 2-letter abbreviation (e.g., China-CN, U.5.4.-US)

Country: FI‘.N w |+
State: (GD *

City: |SZ *
Company: |company *
Department: | section *
Issued To! *
E-mail : *

Ceartificate Password:

a4 Cancel

To generate the certificate, configure all the fields and click OK to save the changes.

Configuring External CA

The following contents are under External CA section.

»  Add: Click it to to enter the Add External CA page, as shown below:
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External CA is used to import certificate issued by third party.

Select a valid certificate file: *crt *.cer *.p7b

Root Certificate(with public | Browse... |
keay]:

| oK || Cancel |

Specify the CA name and select a root certificate from local PC. Click OK to save the
changes. Then you will see the newly-imported external CA, as shown in the figure below:

External CA
e Add
Name Certificate Status O peration
1 External CA View | Update I 4 b4

A maximum of seven external CA is supported.

Click on the External CA in Name column. You will see the following page:

Certificate Attributes

Instructions

Username Atkr: TN -
Binding Field: | License Key -
CA Encoding: |UTF-E w
CA Options

User Login Permission:

':i':' Trust the users who have imported certificate issued by current CA

oy
[} ]
L

Trust all the users who own certificate issued by current CA

Certificate Revocation List

Import File or Configure Auto-Update Server

Online Certificate Status Protocol{OCSP)

[ ] Enable ocse
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The following information are included on above page:

= Username Attr: Indicates the field used to store username in certificate issued by this
CA. The username will be displayed on the homepage of client. Options are CN, Email
Prefix and OID.

m  Binding Field: Indicates the certificate field binding to a user. It takes effect when
current certificate is imported into Sangfor device.

» License Key: If it is selected, CA will issue a new certificate when the certificate
gets expired. As the license key of new certificate has changed, user needs to
imports this new certificate on Local Users page.

= CN: If it is selected, user does not need to import new certificate when user
certificate is updated. Before selecting this option, user needs to make sure the DN
of each certificate is different.

» OID: Itis similar with DN. Generally, user also needs to specify OID attribute for
storing username.

» CAEnNcoding: Indicates the encoding used by this certificate.

» CA Options: It determines whether the users are trusted if they own certificate
issued by the current external CA, that is to say, whether they are allowed to log in
to the SSL VPN.

CA Options

:'I': Trust the users who have imported certificate issued by current CA

:: Trust all the users who own certificate issued by current CA

If Trust the users who have imported certificate issued by current is selected, only after
the users certificates have been imported to the Sangfor device can they use their own
certificates to log in to the SSL VPN.

If Trust all the users who own certificate issued by current CA is selected, all the users
who own valid certificates issued the current external CA will be able to log in to the SSL
VPN with their own certificates.

CA Options

:: Trust the users who have imported certificate issued by current CA
:'-': Trust all the users who own certificate issued by current CA

Group Mapping Rule:Configure Mapping Rule. Mapping user to a local group will have this user associate with
policies and authentication methods of this group.

Click on the link Configure Mapping Rule to enter the Configure Mapping Rule page, as
shown in the figure below:
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Configure Mapping Rule X
@add @pelete [JEdt
O Certificate DN + Map to Local Group
For user matching none of the above mapping rules, map to group: [Default Group ¥
QK | | Cancel

Configure the Mapping Rule that can map the certificate users of certain certificate DN to a
group on the Sangfor device, so that they will have the same privilege as others under the
target group.

To delete a mapping rule, select the rule and click Delete.
To edit a mapping rule, select the rule and click Edit.

To add a new mapping rule, click Add and the Add External Certificate User Mapping
Rule page appears, as shown below:

Add External Certificate User Mapping Rule

For users who have not imported certificate into local device, system will map the
specified user to certain local group after successful authentication as per the
mapping rule below. Those users have the same privilege as the group users.
Notes:

1. Certificate is case sensitive.

2. Order should be followed while typing DN, from username to country.

2. State must be labeled as ST rather than 5.
Example:CN=name,OU=section,O=company,L=5Z,5T=6G0,C=CNZ

Certificate DN:

Map to Group: »»

0].4 | Cancel |

= Certificate DN: Configures DN of certificate, which can be referred to in certificate
subject.

= Map to Group: Configures the local group to which the certificate users will be
mapped if their certificates have the configured DN.

=  For user matching none of the above group mapping rules, map the user to group:
Configures the local group to which the certificate users will be mapped automatically if
they match none of the mapping rules.
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Certificate Revocation List

Import File or Configure Auto-Update Server

m  Certificate Revocation List (CRL): Click the link Import File or Configure
Auto-Update Server to import certificate or enable auto-update, as shown below:

Certificate Revocation List »

Elmp:}n @Aut:} Update Options

Import CRL x

Certificate | Browse...
Rewvocation List:

Select 3 valid certificate file. File extansion:
.crl

| oK | | Cancel

Clase

To have the CRL updated automatically and regularly, click the Auto Update Options link
and configure the fields on the Auto Update Options page, as shown in the figure below:

CRL Auto Update Options b 4

I#| Enable CRL auto update

Protocol: L LDAP ® HTTP/HTTPS

URL: hitp:/200.200.139.31:8000/est/san | | Update Now |
LDAP Username:

LDAP Password:

Interval: '® Every |80 minutes

Wed v 12100 |

| oK || Cancel |

Configure Online Certificate Status Protocol(OCSP). This part includes options related to
OCSP that supports online check of certificate validity, as shown in the figure below:
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Online Certificate Status Protocol{OCSP)

Enable OCSP

Sarver Addrass: http//127.0.0.1

Searver Port: &0

D Authentication required

Test Connedlivity

The contents under Online Certificate Status Protocol(OCSP) are as follows:

= Enable OCSP: Select this option and OCSP will be enabled and related options will
appear.

= Server Address, Server Port: Configure the address and port of OCSP server that
provides OCSP service.

=  Authentication required: Select this option and the OCSP server will verify identity of
the Sangfor device.

= Test Connectivity: Click it to check whether the Sangfor device can connect to the
OCSP server.

Configuring USB Key Model

Under Supported USB Key Model, configure the model of third-party USB keys that can be
identified by the Sangfor device while USB key of this model is plugged in to the end user’s PC.
Unplugging key will lead to automatic logout.

The contents under this part are as shown below:
Supported USE Key Model

Third-party USE key models can be added as well. Client software can read the USE key when user logs in. Unplugging
key leads to user logout.

& Add (@ Delete || Edit

D Name Model Status
[ use key vz vid_096e&Pid_0302 7
[l epasszoo00gm Vid_096e&Pid_03209 v

To add a new USB key model, click Add to enter Add USB Key page, as shown below:
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Add USB Key Model »

Name: | |::
Model: *
DLL File Path:
Status: :'l: Enabled :: Disabled

oK Cancel

The following are the contents included on Add USB Key page:
= Name: Specifies name of this USB key model.

m  Model: Specifies the model of USB key that supports automatic logout while end user
unplugs the USB key.

m  DLL File Path: Specifies the path of DLL file that is used to provide interface for SM2
encryption function. It is required when adding third-party USB key supporting SM2
encryption algorithm.

m  Status: Configures whether this model of USB key is enabled or not, that is, whether to
enable the feature of automatic logout while end user unplugs the USB key of this model.

To remove an entry from the list, select the entry and click Delete.

To edit an entry, select the entry and click Edit.

Client-Side Domain SSO

Client-side domain SSO can achieve that when users logs in using VPN client, user does not need
to type username and password and domain SSO will be performed automatically after client-side
PC is joined AD domain. This feature is not applicable to user logging using Portal.

1. Navigate to SSL VPN > Authentication to enter Authentication Options page. Click the
Settings button following Client-Side Domain SSO and Client-Side Domain SSO page
appears, as shown below:
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¥# Client-Side Domain S50

Basic Attributes Fields marked * are required

‘ After this device is joined to domain, add a corresponding DNS rule.View Configuration Method

Client-Side Doamain D Enabled
550

Status: Inwvalid
Device Name: sangfor619e23c7

Domain Name: &

- : I ]
Short Domain Name: {on server version earlier than Windows

2000)
Daomain Cantroller %
Name:
Domain Controller IP: &
Admin Username: &3

Admin Password:

| Save || Cancel |

Configure Basic Attributes on above page:

Enabled: Click it to enable client-side domain SSO feature.

Status: Indicates whether this feature takes effect.

Device Name: Indicates name of Sangfor device.

Domain Name:Specifies the domain name of domain server

Short Domain Name: Specifies the abbreviation of the domain name

Domain Controller Name: Specifies the name of domain controller in Window
domain.

Domain Controller IP: Specifies the IP address of the domain controller in Window
domain.

Admin Username, Admin Password: Specifies the administrator username and
password used to log in to Window domain.
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Secondary Authentication Methods

There are three secondary authentication methods, namely, SMS authentication, Dynamic Token
based authentication and Hardware 1D based authentication.

SMS Authentication

SMS authentication is a type of authentication method that requires connecting user to enter the
received SMS password when he/she is logging in to and has passed the primary authentication(s).

The SMS password is a password dynamically generated and sent to the mobile phone of
connecting user. Only after user enters and submits the SMS password can he/she access SSL
VPN and the internal resources.

Navigate to SSL VPN > Authentication to enter the Authentication Options page. Click the
Settings button following SMS and the SMS Authentication page appears, as shown below:

SMS Authentication

SMS Message

Authentication: () Enabled @ Disabled

Set Phone Number: User can set phone number an login

Reset password

through SMs: Resetting passward through SMS is allowed

Delivery Interval: seconds (0-3600)
Pwd Validity Period: minutes (1-440)
Country Code: (it i= added to the beginning of the mobile number. Take China for example: 86)

Message Text:

Restore Default

Message Delivery Module

Meg Delivery Module: [ Use built-in 5MS module

(3 Use SMS module installed on external server
SMS Center IP:

SMS Center Port:

In case that the SMS license is invalid or has not been activated, tips show up under the subtitle
SMS Message, saying “SMS authentication license key is invalid. Please click here to activate the
license”. To modify or activate the SMS license, click the click here link to enter Licensing page.

As shown on the above page, there are three sections related to SMS authentication, namely, SMS
Message, Message Delivery Module and Message Delivery Parameters.

The following are the contents on SMS Authentication page:

=  Authentication: Indicates whether SMS authentication is enabled or not. Options are
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Enabled and Disabled.

Set Phone Number: If the option User can set phone number on login is selected, user can
specify mobile phone number on login page. When adding user, administrator does not need
to specify mobile phone number if SMS password is selected as secondary authentication.
Then, user could specify mobile phone number to receive OTP. After successful
authentication, the mobile phone number will be bound with the user account.

Reset password through SMS: To enable users to reset password through SMS, select the
option Resetting password through SMS is allowed.

Delivery Interval: Specifies the interval for resending a SMS message.

Pwd Validity Period: Configures the validity period of the SMS password. If user fails to
enter and submit the SMS password within the time since the SMS password is sent, the
SMS password will get invalid. Login with invalid SMS password will lead to login failure.
The validity period should be between 1 and 1440 minutes.

Message Text: Customizes the text of the SMS message that is to be sent to the end user.

Restore Default: Click this link and the system default text will replace the current message
text.

Message Delivery Mode: There are two types of modules, built-in SMS module and SMS
module installed on external server. Select either option and configure the other required
fields.

Gateway Type: Specifies the ways of delivering SMS messages.There are seven types of
gateway, GSM modem, SANGFOR CDMA modem, CNMA modem, China Mobile V2,
China Mobile V3, China Unicom, China Telecom V3, HTTP, Jasson MAS(WebService port).
You can use GSM modem (connected to the server’s COM port) or using gateway (such as
China Mobile V2/V3, China Unicom and China Telecom V3, gateways usually used by
enterprises) to send SMS messages.

Gateway Type: |[FANGFOR COMA modem v

G5M modem

SANGFOR CDMA modem
Baud Rate: CDMA modem

China Mobile W2

China Mobile Wz

COM Port:

China Unicem
_China Telecom V2
Save HTTP
Jasson MAS (WebService port)

SMS Center: Indicates the SMSC number of corresponding ISP.

COM Port: Indicates the COM port used to connect to SMS modem. Options are COM1
and COM2.

COM Port: |COMO M
CoMo ™
Baud Rate:
CoM1 W
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Baud Rate: Specifies the baud rate of the specified COM port of Sangfor device. Default is
9600.

Baud Rate: peoo R
9500
14400
19200
28800

Save 115200

Send Test SMS Message: Click this link to check whether SMS message can be sent to end
user successfully through the configured GSM modem or gateway. A Send Text Message
to... page will pop up asking for mobile number, as shown in the figure below:

Send Text Message to... b4

Mobile Number: | |

oK Cancel

Using SMS Gateway of ISP to Send SMS Message

If the enterprise network is already deployed with SMS gateway of ISP, such as China Mobile,
China Unicom, no other facility is needed except the Sangfor device. Configure the following:

Gateway Type: Select a gateway type that is available to the enterprise network.

SMS Center IP: If the message delivery module is installed on an external server, enter the
IP address of the server on which the SMS module is installed.

SMS Center Port: Enter the port number being used to listen to SMS service.

Message Delivery Parameters: Configure the required fields according to the information
provided by the corresponding ISP.

Using Webservice Based SMS Platform to Send SMS Message

Sangfor device can communicate with Webservice-based SMS platform for sending SMS message
to end users, enhancing the stability. Navigate to SSL VPN > Authentication > SMS
Authentication page and select HTTP as Gateway Type. Configure the required fields, URL of
webservice-based SMS platform, SOAP version, request mode and URL template.
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Message Delivery Parameters

Tips: Changes take effect after SMS module restart

Gateway Type: HTTF e
URL: *
Encoding: YTFS e
(@) soar1.1 () soAP1.2

SOAP Version:
Request Method: O BT @ £

URL Templata: |Gonfigure URL Template |
Send Test SMS Message

Click the link Configure URL Template to enter the Configure URL Template page, as shown
below:

Configure URL Template x

Web
Interface:
:fIDSL Select 3 wsdl, xml or x=d file | Browse... | Generate Template |
ile:
Reguest Help
Template:
AL_TIMESS will be
by current time in
d ID length
. MDS:MOBILE_NUM$$
ill be encrypted with MD3S
Response
Template:
Fields can be separated by Varizbles supported, such as username, phone number or SMS No
| OK || cancel |

Configure the fields on above page and click OK to save the changes.
Using Jasson MAS to Send SMS Message

Sangfor device can use Jasson MAS for sending SMS message so as to enhance stability.
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Message Delivery Parameters

Tips: Changes take effect after SMS module restart

Gateway Type: Jasson MAS (WebService port) w

URL: | -

Database Server IP: | |=
Port: |3308 N

#*

Database Name:

#*

Database Admin:

#*

Password:

#*

Login Name:

#*

= S B Bl B3 e

Web Interface: |

Password:

Send Test SMS Message

Configure the following contents included on above page:

= URL: Enter the URL of Jasson MAS.

= Database Server IP: Enter the IP address of database server on Jasson MAS.
»  Port: Enter the database port according to your case. Default value is 3306.

= Database Name: Enter the name of database server on Jasson MAS. You need to confirm
with the network administrator that the database name you entered is correct.

»  Database Admin, Password: Enter the username and password of internal database on MAS.
If you do not know the username or password, contact with the network administrator.

m  Web Interface: Enter the interface of Jasson MAS used to send SMS message.

= Login Name, Password: Specifies username and password to log in Jasson MAS.

Hardware ID Based Authentication

Hardware ID is a unique serial number generated using the extracted features of hardware
components in a computer, according to certain algorithm. The uniqueness of computer
components makes the generated hardware ID unique.

Navigate to SSL VPN > Authentication to enter the Authentication Options page. Click the
Settings button following Hardware ID and the Hardware ID Based Authentication page
appears, as shown in the figure below:
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¥* Hardware 1D Based Authentication

Policy Options

l@;l Collect hardware ID only

l:::l Enable hardware ID based authentication

Hardware ID Collecting and Approval

Message on Collecting:

Dﬁ\uto approve any hardware ID (admin need not approve in person

Dﬁllowlogin on approved endpoint, with any account (for the case multiple accounts are used on one public endpoint

The following are the contents included on Hardware 1D Based Authentication page:

Collect hardware ID only: If this option is selected, hardware IDs of endpoint computers
will be collected, but hardware 1D based authentication will not be enabled.

Enable hardware ID based authentication: If this option is selected, hardware ID of
endpoint computers will be collected and hardware ID based authentication enabled.

Message on Collecting: This will turn out to be a prompt seen by end users when they go
through hardware ID based authentication.

Auto approve any hardware ID: Indicates that any hardware ID submitted by end user will
be approved, and administrator need not approve them manually.

Allow login on approved endpoint, with any account: Indicates that hardware IDs
submitted by any user from certain endpoint(s) will be approved automatically if
administrator has ever approved the hardware ID of the endpoint(s).

Save: Click this button to save the settings when configuration is completed.

Dynamic Token Based Authentication

Dynamic token based authentication is an extension of RADIUS authentication, using a RADIUS
server to distribute passcode to connecting user when they go through dynamic token based
authentication. Dynamic token based authentication is a secondary authentication and can add
security to SSL VPN access.

Navigate to SSL VPN > Authentication to enter the Authentication Options page. Click the
Settings button following Dynamic Token and the following prompt appears:

] Dynamic token server shares the settings of a RADIUS authentication server.
\tr) You need to configure a RADIUS server to make it work.

Do yvou want to go to RADIUS Server page to configure one?

Yes Mo
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To go to RADIUS Server page to configure RADIUS server, click the Yes button. For procedures
of configuring RADIUS server, please refer to the RADIUS Authentication section in Chapter 4.

Other Authentication Options

This section includes configurations of Priority of LDAP/RADIUS Servers, Password Security
Options related to password and brute-force login prevention, and Anonymous Login related
settings.

Priority of LDAP and RADIUS Servers

If there are more than one LDAP servers or RADIUS servers available for user authentication, it
becomes necessary to consider choosing an LDAP or RADIUS server as the first server from
which the matching account will be searched for when user is connecting to SSL VPN and going
through LDAP/RADIUS authentication.

Administrator can adjust the order (priority) of the available external LDAP/RADIUS servers on
the Sort External Authentication Servers page.

Navigate to SSL VPN > Authentication to enter the Authentication Options page. Click the
Settings button following Priority of LDAP/RADIUS Servers and the Sort External
Authentication Servers page appears, as shown in the figure below:

3+ Sort External Authentication Servers

- Adjust the order (priority) of external servers used for authenticating users.

@ MovetoTop @ Up @ Down (3 Move to Bottom

Server Name Description
i radiusi
2 radius2

3 67.245-ActiveDirectory

Since the order indicates priority, the external authentication server sitting at the top of the list has
the highest priority. User will go through this server first to find the matching account while
connecting to SSL VPN.

If the connecting user is not found on the first external authentication server, the matching process
will not stop. User will then go through the second (or third, or fourth) external authentication
server until the right user account is matched. If no account is matched eventually, user
authentication will fail.

To adjust order of an external authentication server, select the server and click Move to Top,
Move Up, Move Down or Move to Bottom.
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When configuration is completed, click the Save button to save the changes.

Password Security Options

Password security options are settings related to login when user submits username and password
to access the SSL VPN, including two parts, Logon Security Options and Brute-force Login
Prevention.

Navigate to SSL VPN > Authentication to enter the Authentication Options page. Click the
Settings button following Password Security Options and the Password Security Options page
appears, as shown in the figure below:

*» Password Security Options

Logon Security Options

I:‘Enable on-screen keyboard (so that Trojan not record the inputs

Random letter key layout Random number key layout

Brute-force Login Prevention

I:l If consecutive logon failures . activate word verification (0 means enabled; if it is below 3, set to 3 for non-Windows
client)

reach

If consecutive logon failures by a user reach | & {1-22), lock the user| 800 |(20-1800) seconds

If consecutive logon failures on one IP reach 84 (64-2048), lock IP address for 49 (20-1800) seconds

. Logon failures indicate that the interval between two adjacent logons is less than 45 seconds;

. Logon failures by a user indicate that user fails to log in successively (1-32 times) with a user account:
. Logon failures on an IP indicate that user fails to log in successively [64-2048 times) on an IP address;
. Time interval used for unlocking user/IP ranges from 30 to 1800. 0 means user will not be unlocked until admin unlocks it

by hand.

oW e

The following are the contents included on the Password Security Options page:

= Enable on-screen keyboard: On-screen keyboard is a virtual keyboard available on the
login page to the SSL VPN and can prevent input disclosure, adding security to SSL VPN
access. The other two options Random letter key layout and Random number key layout
can have the letter keys and number keys on the virtual keyboard change positions randomly
every time user uses this keyboard.

When user logs in to the SSL VPN and wants to call the on-screen keyboard, he or she needs
only to click the keyboard icon next to the Password field on the login page, as shown in the
figure below:
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Access SSL VPN

Username:
Password:
Enter Cancel I Close
[ Log In | 1234|5723 |0]c]| Bockspace
i|d|g|t Ylilzle|#E)|= Enter
wl s |y| |B|({|[=|g]|mn Caps Lock
Other Login Methods: h 3 { & [[r]. Loviercass
- - olu|l|lale|le|~|[-|}]|k]|. =
5l Use Certificate) | g Use USB Keyli— mlF =] lx|z]* -

= Brute-force Login Prevention: This security feature enables the system to take actions to
stop brute-force login attempt. If user fails to log in many times, the login IP address or the
user account would be locked up or word verification be enabled for a period of time. The
prompt given is as shown below:

Access SS5L VPN

Username:
Password:
g/ fouars trying brute-farce login.
The user account is locked
Log In

=  Word Verification: It is also a feature that adds security to SSL VPN access. If this option
“If consecutive logon failures reach N, activate word verification” is selected, 0 means
word verification will be enabled forcibly; for non-Windows client-side, if the input value is
less than 3, it will still be taken as 3. Once word verification is activated, end user will be
required to enter the word he or she sees on the picture when visiting the login page and
logging in to the SSL VPN, as shown below:

Access SSL VPN

Username:
Password: =
Verification: B 2 QP

Log- I |

Anonymous Login

Anonymous login is a kind of login method that does not require connecting user to enter
username and password, user accessing SSL VPN anonymously under the anonymous login user
account and being able to access the resources that are associated with Anonymous group.
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Navigate to SSL VPN > Authentication to enter the Authentication Options page. Click the

Configure button following Anonymous Login and the Anonymous Login Options page
appears, as shown in the figure below:

¥ Authentication Options > Anonymous Login Options

Anonymous Login Options

l:i-:l Enabled

l:lﬁlll users access SSL VPN anonymously
| Edit Anonymous Group | Azsigned Reoles |

P
[_) Disabled

Save | Cancel |

The following are the contents included on the Anonymous Login Options page:

Enabled, Disabled: If Disabled is selected, no user could log in to the SSL VPN
anonymously. If Enabled is selected, anonymous login is enabled, and end users can access

the SSL VPN anonymously, simply by clicking the Anonymous button on the login page, as
shown below:

Access SS5L VPN

Username:

Paszzword:
"“||”|. [TNOas:

All users access SSL VPN anonymously: If this option is selected, all users can access SSL
VPN anonymously (enter the Resource page, or the redirected-to page if this feature is
enabled in the associated policy set), without submitting any credential through login page.

Edit Anonymous Group: Click this button to configure the attributes of Anonymous group.
For detailed guide, please refer to the Adding/Editing Resource Group section in Chapter 4.
The attributes of Anonymous group are as shown in the figure below:
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¥% Edit User Group

Basic Attributes Fields marked * are required

Nama: ANSNYMoUSs group

Description: System protected, unable to be deleted

(3]

Added To:

Max Concurrent Users: |0 (0 indicates no limit)
Status: @ Enabled Disabled

Inherit parent group's attributes
Inherit authentication settings

D Inherit policy set
D Inherit assignad roles

Authentication Settings

User Type: '@ Public group Private group
Primary Authentication Secondary Authentication
+'| Local password Hardware ID
Certificate/USE key SMS password based
External LDAP/RADIUS B Dynamic token P

= Assigned Roles: Click this button to select and assign roles to the anonymous users. For
detailed guide, please refer to the Adding Role section in Chapter 4.

= Save: Click it to save the settings. To apply changes, click the Apply button on the next page.




SANGFOR vSSL VPN User Manual

Policy Sets

A policy set is a collection of policies controlling end user’s access to SSL VPN, rights at client
end, and access rights on Security Desktop, including settings of Client, Account Options,
Remote Application and Cloud Storage.

Navigate to SSL VPN > Policy Sets to enter the Policy Sets page, as shown below:

% Policy Sets

&) Add = (G Delete LI Edit r\Z Select = Plug-in/Process Group Search by Mame = | Search 2
D Name = Description Applied to User/Group

|:| E_ zhuyong_policy zhuyong,zhu,yong,zhuyong_users
O [ ==z hyq.hyq 421345261202012265,De...
|:| E_ Default policy set System protected,unable to be del... 1./,Anonymous group

On the page displayed above, Name indicates the name of a policy set, Description indicates the
descriptive information of a policy set and Applied to User/Group indicates the users/groups to
which the corresponding policy set applies.

The following are some optional operations on the Policy Set Management page:
= To create a new policy set, click Add > Policy set.

= To create a policy set based on an existing policy set, select a policy set as template and click
Add > By using template.

= To delete one or more policy sets, select the policy sets and then click Delete.
= Toedita policy set, select the policy set and then click Edit.

= To select policy sets on all pages, click Select > All pages.

= To select policy sets on the current page, click Select > Current pages.

= To deselect entries, click Select > Deselect.

= To search for a specific policy set, select Search by Name, Search by Description or
Search by User/Group, enter the keyword and click the magnifier icon next to the textbox.
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Adding Policy Set

1. Navigate to SSL VPN > Policy Sets and click Add > Policy set to enter the Add Policy Set
page, as shown below:

Basics

Name: *

Description:

Policy Options

Client Account Options Remote Application Cloud Storage EMM

Privacy Protection
Delete the following contents on user's exit:

D Temporary Internet files I:‘ Cookies D Browsing history I:‘ Form data

Bandwidth/Sessions Restrictions

D Enable TCP app sessions limit Maximum:
D Enable bandwidth limit Outbound: KBps, Inbound: KBps

Preferred to enable byte cache

Permit PPTR/LZTP incoming connection

[] Enable Dedicated SSL VPN Tunnel

Each user may own multiple hardware IDs, maximum: 5

2. Specify the name and descriptive information for the policy set.

3. Configure the following client-related options on the Client tab:

Fields 1

Privacy Protection: Specifies the contents to be automatically deleted at user’s logout
to protect user’s privacy. Select Temporary Internet files, Cookies, Browsing history

and/or Form data.

= Temporary Internet files: Indicates the copies of webpages, images and media

that are saved for faster viewing.

= Cookies: Indicates the files stored on users’ computer by websites to save

preferences.
= Browsing history: Indicates the links to the pages that users have visited.

=  Form data: Indicates the saved information that users have typed into forms.

Bandwidth/Sessions Restrictions: Specify limits on TCP app sessions and bandwidth

for client, and select whether to preferentially enable byte cache.

=  Enable TCP app sessions limit: Check it to enable limit on TCP app sessions at
client and then specify the maximum number of TCP application sessions allowed.

The value range is 1 to 500. Unchecking it means no limit on TCP app sessions.

=  Enable bandwidth limit: Check it to enable limit on bandwidth for using Web
applications, TCP applications and L3VPN at client and then specify maximum
outbound and inbound bandwidth (KBps) allowed at client. The minimum value for
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this field is 32 KBps and 0 means no limit. This function avoids the situation that
some users preempt most of the HQ bandwidth with insufficient bandwidth left for
others. Unchecking it means no limit on bandwidth used at client end.

=  Preferred to enable byte cache: Check it to have the corresponding user
preferentially enjoy the speedup of file access or downloading when the number of
concurrent users reaches the maximum. Unchecking it means the corresponding
user has no privileges to preferentially enjoy optimization.

¢

To make the Preferred to enable byte cache option available here, select the
Enable Byte Cache option (in System > SSL VPN Options > Network
Optimization > Data Transfer > Byte Cache Options. Please refer to the 4&iR!
FIRFIBIFHPE. section in Chapter 3).

= Permit PPTP/L2TP incoming connection: Select whether to allow mobile users to log
in through PPTP/L2TP.

=  Enable Dedicated SSL VPN Tunnel: If this option is checked, users can only access
the internal resources over SSL VPN. Unchecking it means users can access internal
resources as well as the Internet after connecting to the SSL VVPN. This feature is only
applicable to the Windows or Android based client end.

=  Each user may own multiple hardware IDs, maximum: Specify the maximum of
hardware 1Ds that each use account can bind to. The value range is 1 to 100.

¢

After configuring policy set completes, you need to associate it with user or user group when
adding or editing user/group; otherwise, it will not work .

4. Click Account Options tab to enter the Account Options page and specify the
account-related options, as shown below:
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Policy Options

Client

Account Options Remote Application Cloud Storage EMM

Account Options

Log access events

Enable system tray

|:| On user's logon, redirect to resource »

User can only log in during the schedule All week v

Account becomes invalid if user has not logged in for 0 days

Connection Timeout

Access Using PC:

Disconnect user if inactivity period reaches 5 minutes

Access Using Mobile Device:

Disconnect user if inactivity peried reaches 1440 minutes

Allow Private User to Modify Account

Password Description Mobile Number

The following are the contents included on the Account Options tab:

Account Options: Configure whether to log users’ access, enable system tray and
specify redirected-to resource, and specify valid period only during which user is
allowed to login, maximum number of days required for a user account to be disabled
due to not being used, and user idle timeout after login.

Log access events: Check it to log all the user’s access events over SSL VPN.

Enable system tray: Check it to enable system tray for the user associated with
this policy set (please refer to the 45iR!KIRBI5| K. section in Chapter 3).

¥

The Enable system tray option under System > SSL VPN Options > General >
Client Options is a global option for all users. If it is checked, the Enable system
tray option here is selected by default.

On user’s logon, redirect to resource: Specify the resource to which the page will
be redirected after user logs in to SSL VPN. Select this option and click the textbox
to enter the Resources page, as shown below, and then select the resource (the
resources available here are predefined in SSL VPN > Resources. Please refer to
the Resource section in Chapter 4).
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Resources x

wigwy | Al - Search el
Resource Marme Cescription

& bbs-grmx 5
@ o3

& FileShare

&l ftp

& ftpis

& sharen3

&l test_sso_res

A host 123456

&l fileshare

& fdsa sadsd

o P i 1 P T

& dsadsa dsad "

Page 1otz b b | & Show| 25 ipage

a4 Cancel

= User can only log in during the schedule: Specify the period of time only during
which the user is allowed to access SSL VPN. Select a schedule from the
drop-down list (the schedules available here are predefined in System > Schedule;
please refer to the 45iRIRIRBITI K. section in Chapter 3).

= Account becomes invalid if user has not logged in for N days: Specify the
number of days required for a user account to be disabled due to not being used.

Connection Timeout: Specifies the period of time to disconnect user due to inactivity
for two logout scenarios.

Allow Private User to Modify Account: Select Password, Description and/or Mobile
Number if you allow private user to modify the password, description and mobile
phone number.

Allow Private User to Modify Account

Password Description Maobile Numbar

If a private user is allowed to modify the password, description and mobile number, the
user can click Settings (at upper right of the page) to modify its password, description
and mobile number after logging in to SSL VPN.

¥
To allow a user to modify mobile number, enable SMS authentication for the user while
adding or editing the user.
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5. Click Remote Application tab to enter the Remote Application page and configure the
related options.

Client Account Options Remote Application Cloud Storage EMM

Logon to Remote Server

User Account: Create Windows account as per SSL VPN account b

Type: (®) User privilege () Admin privilege

Deletion: I:‘ On removing user from local device, remove account and related data from remote server

Allow Use of Local Devices/Resources in Session

I:‘ Drives Clipboard Printer D Virtual Printer

Permitted Direction of Data Flow

Duplicate data on client to remote app I:‘ Duplicate data on remote app to client Write data into disk on client

Permitted Virtual Printer Software

Sanafor PDF Reader Foxit PDF Reader Adobe PDF Reader

Application Access Privileges

Granted to: (®) All subnets
':::' Specified subnet/domain

Advanced Privilege: | Settings

The following are the contents included on the Remote Application tab:

= Logon to Remote Server: Specifies what user account and privilege type is used by
user to log into remote server.

= User Account: Specifies what account can be used by mobile user to log in to
remote server, as shown below:

Logon to Remote Server
User Account: k‘.rEEtE Windows account as per 551 VPN account W

Use server's own account

sz Use 55L VPN account
Type: L (W]
Create Windows account as per S5L VPN account

= Type: It appears when Create Windows account as per SSL VPN account is
selected as User Account. It indicates the type of the created Windows account.

= Deletion: If this option is selected, related account and data created on remote
server will be removed together when user is removed from local device.

= Allow Use of Local Devices/Resources in Session: Select the device and/or resource
you wan to use in session, as shown below:

Allow Use of Local Devices/Resources in Session

Drives Clipboard Printer I:l Wirtual Printar

=  Drives: If it is selected, VPN users can save file onto local drives when accessing
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remote application resource.

= Clipboard: Select it to enable user to duplicate data from client end to remote
server .

=  Printer: If this option is selected, user can use the printer at client end to print the
document in remote application after printer driver is installed on remote server.

= Virtual Printer: If it is selected, user can choose Sangfor virtual printer at remote
server side to print file without need to install driver of local printer on remote
server.

=  Permitted Direction of Data Flow: It is available only when Clipboard option is
selected.

Permitted Direction of Data Flow

Duplicate data on client to remote app D Duplicate data on remote app to client Write data into disk on client

= Permitted Virtual Printer Software: It is configurable only when Virtual Printer
option is selected. There are three types of virtual printer software, Sangfor PDF Reader,
Foxit PDF Reader and Adobe PDF Reader. Sangfor PDF Reader is selected by default,
which provides a better printing effect and supports more file types. If Sangfor PDF
reader does not work, use Foxit or Adobe PDF reader instead. If you want to use Adobe
PDF reader, it is recommended to use Adobe 9.4.

Permitted Virtual Printer Software

'@} Sangfor PDF Reader ':::' Foxit PDF Reader ':::' Adobe PDF Reader
Paper Opticn

. Paper Options: Click it to configure paper-related options, as shown below:

Paper Option x

&) Add (@) Delete | Edit

|:| Name

oK Cancel

Click Add to enter the Add Paper page, specify the paper size and margin and click

OK to save the changes, as shown below:
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Add Paper 4
Mame:
Paper Size{cm):
width: 200 Height: 200
Margin{cm):
Laft: 0.00 Top: 0.00
Right: 0.00 Bottomn: 0.00
| oK | Cancel |

Application Access Privileges: Specifies accessible subnet/domain for specific user, so
as to achieve control over privilege of access to remote applications.

Application Access Privileges
Granted to: {:j' All subnets

@ Specified subnet/domain | Settings

Advanced Privilege:l Settings

All subnets: Indicates user can access all subnets.

Specified subnet/domain: Specifies accessible subnet/domain for user. Click

Setting to enter the Permitted IP Addresses page, click Add to add a entry, as
shown in the figure below:

Permitted IP Addresses b 4
& Add (@ Delete |o] Edit

EI IP or Domain

Add IP Addresses » .

o | -

#

. X
I Domain

OK || cancal |

al4 Cancel

= Advanced Privilege: Click to configure application-related advance options, as
shown below:
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Advanced Options x

Deselact the item if you allow application to do so in remote session. For example:
to allow remote application to call registry, deselect Disable Registry option;
to delivery Windows resource manager, deselect Disable Resource Manager.

D Item

Disable Registry

Disable Task Manager
Disable Resource Manager
Disable Control Panel
Disable cmid.exe

Hide disk on remote server

Disable Run command and not show list of sub-directories while typing file name vl

JREEFNRERE

Mimmble B ——— M= mmbaamels Arivem m A Mimrmmemmeb el e

OK Cancel

6. Click Cloud Storage to enter the Cloud Storage tab, and specify related options, as shown
in the below figure:

Policy Options

Client Account Opfions Remote Application Cloud Storage EMM

Storage Directory
Private Directory: »»

Public Directory: »»

EasyFile Cloud Storage

Cloud Server Group: Default group >

It specifies the storage privilege on remote server for users and server group used for
EasyFile cloud storage.

= Storage Directory: Specifies the storage directory on remote server. Options are

Private Directory and Public Directory. Click ” following Private Directory or

Public Directory to select desired directory. If no remote storage server is configured,
you need to add storage server on SSL VPN > Remote Servers > Storage Server
page(for details, refer to Adding Remote Storage Server in Chapter 4).

If Private Directory is selected, click ” following it to enter the following page:
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Private Directories X

System creates folders for each user in the selected directory. Users have the right to write
or read their own folders. Upload and Download mean that upload and download operations
can be performed on the directory based on Web sharing. <My document> and <Desktop>
folders will be redirected to private directory.

Path Name Upload Download

] \\200.200.72.140\private 200.200.72.140

| oK | [-Cancel..|

If Public Directory is selected, click ” following it, and you will see the figure, as

shown below:

Public Directories x

Modify means user can edit the file folder, such as Create, Delete, Rename files in it. Upload and Downl
mean file transmission between client and remote server is allowed. Users associated with this policy set
share the public directory, with even privilege. A maximum of 10 public directories are allowsd.

Path Server Mame Modify Upload Download

O W200.200.75.64public 200.200.75.64_storage

oK || Cancel |

EasyFile Cloud Storage: Specifies the remote server group on which corresponding
application will be invoked to open the file when the file on cloud is opened on mobile

device, such as mobile phone, tablet.
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Server Group b
arch L & E

| Default group

=
o

OK Cancel

7. Click EMM tab to enter the EMM tab. Enterprise mobility management(EMM) is to manage
mobile devices that are connected to SSL VPN.

Policy Options

Client Account Opficns Remote Application Cloud Storage EMM
Allow mobile device to register

MDM Policy

Android MDM Policy: >

i05 MDM Policy:

The following are contained on EMM tab:

= Allow mobile device to register: Determines whether mobile device is allowed to
register.

= Android MDM Policy: Specifies MDM policy for Android devices.
= jOS MDM Policy: Specifies MDM policy for iOS devices.

8. Click Save to save the settings or Cancel not to save the settings. To have settings take effect,
click the Apply button at upper right of the next page.

*kx
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Remote Servers

Remote server falls into application server and storage servers. Remote application servers are
servers providing remote applications to SSL VPN users. After connecting to SSL VPN, users can
use the remote applications even though they have not installed the corresponding application
programs on their local computers. Remote storage servers are servers where the data or files can
be saved in the remote application session. Before adding remote server, you need to install
“Terminal Services” and “RemoteAppAgent” on remote server, and make sure these programs can
work properly.

Navigate to SSL VPN > Remote Servers to enter the App Server page, as shown below:

“» Refresh &) Add = (G Delete L Edit [ Select = & Move » Search by Name + | Search
Search R |:| Name =~ Type Description Address Port Status Enabled
= 3l | | Default group  Server Group  System pro... o
D=fault group |_—| |_ 200.200.74.... BServer 200.200.74.... 7170 Offline * g
|_-| I_ 200.200.74.71 Server 200.200.74.71 7170 Offline =g
|_—| L 200.200.75.64 Server 200.200.75.64 7170 Offline * 4

The following are the contents included on the App Server page:

= Name: Displays the name of a remote server.

Address: Displays the IP address of a remote server.

Port: Displays the communication port of a remote server.
= Description: Displays the descriptive information of a remote server.

= Type: Displays the type of a app server, Server or Server Group.

Status: Displays the status of a app server, Online or Offline.

Enabled: Displays whether the app server is enabled or not.

The following are some optional operations on the App Server page:

=  Toadd a app server, click Add > App Server or Add > Storage Server.

To delete one or more app servers, select the remote servers and then click Delete.

To edit a app server, select the remote server entry and then click Edit.

To select app servers on all pages, click Select > Server >All pages.

To select app servers on the current page, click Select > Server > Current pages.
= To cancel the selection, click Select > Deselect.

= To move the selected app server to a specified server group, click Move to enter the Select
Server Group page, as shown below:
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Select Server Group x

Search Pl E

| Default group

Mowe To:

| Ok || Cancel |

To add multiple programs for one or more app servers, select the app servers and click Add
Multiple Programs, and a dialog will appear, displaying the application programs available
on existing remote servers. Please note that only the online app server can be associated with
multiple programs.

To allow delivered applications to invoke third-party programs, click Program White List
and then specify third-party programs according to the specific case.

Program White List »

Some applications need to invoke third-party program, in which case

permission to use third-party program should be granted, or else application
program running may encounter unexpected errors. If you know what third-
party program needs to be invoked, you could add the program name or
internal namea(?] into the while list. One entry per row. Example:
notepad++.exe

MNote: The programs and processes in the directory of the application is
permitted by default and thus need not be added.

'@' Allow deliverad application to use any third-party program

i
[ ]

\_J) Allow delivered application to use third-party programs below

| Finish || Cancel |
If Allow delivered application to user third-party programs below is selected, specify the
allowed third-party programs in the textbox.

To configure global settings for remote application servers, click Server Options.
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App Server Options x

Session Persistence: 15 minute(s)

In case connection is dropped, the session will still be held for a
period of time. Howaver, this feature is not applicable to public usars

and users that are not accessing the app server over S5L VPN,

Session Multiplexing: P«lluw session multiplexing

The applications on a remote server will be delivered in one remote

session. This feature is applicable to Android and i0S devices only.

Load Balancing: Cwerall perfformance based | w

For applications that require balanced system performance.

| Update lcon |

| Ok || cancel |

=  To download RemoteApp Agent and save it to local PC, click Download RemoteApp
Agent.

=  To update one or more app servers, select the app servers and then click Update.

= To view the status information of remote servers, click Status to enter Status > SSL VPN >
Remote Application page.

= To search for a specific app server, select Search by Name, Search by Description, Search
by IP or Search by Program, enter the corresponding keyword and then click the magnifier
icon next to the textbox.

Adding Remote Application Server

1. Navigate to SSL VPN > Remote Servers to enter the App Server page.

2. Click Add > Server to enter the App Server page, as shown below:
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App Server Storage Server

Basic Attributes Fields marked * are required
Server Name: &=

Description:

Server Address: o
Sarver Port: 7170 *
Admin Account: .
Password: Test Connectivity | *
Added To: Default group "

Max Concurrent Sessions: |0 0 means no

Status: ':i:' Enabled ':::' Disabled

Remote Application Programs

_g Select from Server () Add Manually @ Delete B Edit [ Select = jAsﬁ:}datE:l Resources

D Application Program = Path

Configure Basic Attributes of the application server. The following are the basic attributes:

Server Name, Description: Enter a name and description for the remote application
server.

Server Address: Enter the IP address of the remote application server that the Sangfor
device will connect to.

Server Port: Specify the communication port of the remote server, through which the
Sangfor device will connect to. It is 7170 by default.

Admin Account: Enter the administrator name for logging into the remote application
server.

Password: Enter the administrator password for logging into the remote application
server.

Added To: Specifies a server group to which this app server is added.

Max Concurrent Sessions: Specify the maximum number of concurrent connections to
the remote application server.

Status: Select whether to enable the current app server.

Select and add the application programs under Remote Application Programs.

To select application programs already available on the server, click Select from Server
to open the following page, as shown below:
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Select from Server b4

[(A Select = If the desired program is not listed below, close the window and click "Add Manually".

D Application Program Path Valid?
D % Cluster Administrator COWINDOWS\Cluster\cluadmin.exe Yes
D & Windows(R) NetMeeting(R) C:\Program Files\NetMeetinghconf.exe Yes
D @J Microsoft Windows Phone ... Ci\WINDOWS\dialer.exe Yas
D é System Configuration Utility  C:\WINDOWSMWPCHEALTHVHELPCTRABinaries\msconfig.... Yas
D J::J Outlook Express C:\Program Files\Outlook Express\msimn.exe Yas
D )? Systemn Information C:\Program Files\Common Files\Microsoft Shared\MSI... Yes
D u-’ Notepad++ : a free (GNU) ... C:YWProgram Files\Notepad++\notepad++.exe Yes
D '} Address Book C:\Program Files\Outlook Expressi\wab.exe Yes
D _-'_r.::j Microsoft (R) Address Book... C:\Program Files\Outlook Express\wabmig.exe Yas
D m WinRAR C:\Program Files\WinRAR\WinRAR.exe Yeas
I Page 1|of1 #l @2 show| 25| /page 1-10 of 11
| Submit | Cancel

= |fthe desired program is not available on the server, click Add Manually under Remote
Application Programs to open the following dialog and then type the full path of the
program, as shown below:

Add Application Manually b4

Type in full path of the program . One entry per row, maximum 10 programs allowed.
C\Program Files (867 WWindows NT‘.Accessnries\wnrdpad.exe| -

Example: D:VProgram files\Microsoft\Office’\Word.exe
%eProgramFiles%\Microsoft\Office\Word.exe

|  Submit || Cancel |
Click Submit to add the program, as shown below:
Remote Application Programs
T Select from Server () Add Manually () Delste |;| Edit [@A Select =
D Application Program = Path valid?

1 O |§ Microsoft Office Excel C:%\Praogram Files (x86)\Microsoft Office\OFFICEL1%\E... Yes

@ D | =] Microseft Office PowsrPoint C:%\Praogram Files (x86)\Microsoft Office\OFFICE11\P... Yes

] D [#] Microseft Office Word C:%\Program Files (x86)\Microsoft Office\OFFICE11... Yes

4 D indows Wordpad Application C:\Program Files (x88)\Windows NT\Accessories\wor... Yes
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To delete the programs, select the program(s) and click Delete.
To edit a program, select the program and click Edit.
To select the programs on the current page, click Select > Current pages.
To select the programs on all pages, click Select > All pages.
To cancel the selection, click Select > Deselect.
To associate selected application program with existing resource quickly, click the
Associated Resources and a dialog appears, which shows all the resources owing name with
that application program.
5. Click Save and then Apply to save and apply the settings.

If you want to add server group, click Add > Server Group to enter the Add Server Group page,
as shown below:

Add Server Group ;4

HName: | |4=

Description:

Enable this group

Ok | Cancal |

Enter the name and description for the server group and click OK to save the changes.

For how to deliver remote application, refer to Adding Remote Application in Chapter 7.

Adding Remote Storage Server

Remote storage server is used to save file modified in remote application. Private directory and
public directory can be created on it.

1. Navigate to SSL VPN > Remote Servers > Storage Server page to enter the following
page:

App Server Storage Server

ZyRefresh (D Add @ Delete [JEdit | [FSelect = | g Status | » Search by Mame ¥ | Search el
D Name = Drescription Address Port Status Enabled
[ {4 zo0.200.75.64_st... 200.200.75.64 7170 Offline o

The contents included on above page are similar with those on App Server page. For related
description, refer to Remote Servers section in this chapter.
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2. Click Add to add a storage server, as shown below:

App Server Storage Server

Basic Attributes Fields marked * are required

Mote: File system of storage server must be NTFS.

Sarver Name: *

Description:

Server Address: >
Server Port: 7170 *
Admin Account: &
Password: | Test Conneclivity |*
Status: ':i‘:' Enabled ':::' Disabled

Directories

) Add » (F Delete

D Name Path Type

3. Configure Basic Attributes of the storage server. The following are the basic attributes:

Server Name, Description: Enter a name and description for the remote storage server.

Server Address: Enter the IP address of the remote storage server that the Sangfor
device will connect to.

Server Port: Specify the communication port of the remote storage server, through
which the Sangfor device will connect to. Default port is 7170.

Admin Account: Enter the administrator name for logging into the remote storage
server.

Password: Enter the administrator password for logging into the remote storage server.

Status: Select whether to enable the current remote storage server.

4. Under Directories, specify directory as private and/or public directory on the remote storage
server.
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Edit Remote Storage Server

Server Address: 1111118 =
Server Port: 7170 a
Admin Account: zangfor *
Password: sennnw | Test Connectivity | *
Status: (®) Enabled (O Disabled

Directories

[ Add ~| @ Delste
Private directary Path Type
Fublic directory C:\Perzonal Private direct...
[ rublic Ci\Public Public directory

Private Directory: Each user owning private directory can see the private directory when he/
she logs in to SSL VPN. This user has full privilege of this directory, he/she can create
sub-directory, add, or delete file/file folder.

Public Directory: All users can see public directory associated with them. They can read file
under this directory. The administrator has administrative privilege to determine whether user
can write the file under this directory. If user has the right to write the file, he/she can save
the modified file to the public directory.

To specify private directory or public directory, click Add > Private directory or Public
directory to enter the Private Directories page or the Public Directories page, and then
select a directory as the private or public directory.

When an end user accesses to the remote application, a personal folder will be automatically
created in the specified directory which is configured in the associated policy set, as shown in
the figure below.

Basic Attributes

Name:l |==

Description:

Policy Options

Client Options Account Options Remote Application Cloud Storage

Storage Directory Private Directories 4

Private Directory: IPSystem creates folders for each user in the selected directory. Users have the right to v
|:| ERE or read their own folders. Upload and Download mean that upload and download opera
ublie Directary: can be performed on the directory based on Web sharing. and folders will be redirectec

private directory.

EasyFile Cloud Storage Path Server Name Upload Download

Cloud Server Group: O viz00.200.75.64\privats 200.200.75.6...

The difference between private directory and public directory is that each folder in private
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directory can only be read and written by one user (the owner); while the folders in public
directory can be read by all connecting users (if Write, Upload or Download are not
selected).

L
@
The directory configured here can be configured as a shared folder on remote server. You can
configure folder permission on remote server, as shown below:

Advanced Sharing Iﬁ

Share this folder

Settings

Share name:

[Priuate -

Limit the number of simultaneous users to: mn =

Comments:

Permissions ” Caching ]

| ok || cance | apply
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-
| Permissions for Private

- e

==

Share Permizsions

GI‘CIIJPI or User names:

RL Everyone

Permissions for Everyone

Full Contral
Change
Read

Leam about access control and pemissions

F

[ Add... H Remowve ]
Allow Deny
[
[
[
0K || Cancel || spply

L= -

5.

5

Click Save and then Apply to save and apply the settings.

For how to apply remote storage server, refer to Cloud Storage section when Adding/Editing

Policy set in Chapter 4.
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Chapter 5 System Maintenance

The Maintenance module covers the following four parts: System Update, Logs,
Backup/Restore, and Restart/Shutdown.

Backing Up/Restoring Configurations

Navigate to Maintenance > Backup/Restore to backup or restore the system configurations and
SSL VPN configurations on the System Config and SSL VPN Config pages respectively, as
shown below:

System Config SSL VPN Config

Back Up Configurations

Back Up: Downlead Current Cenfig File

Restore Backed-up Configurations

From File: | Select a .bef file Browse... | *
Select the .bef file previcusly downloaded

Restore

Prompt Backing Up Configurations

Prompt administrator periodically to back up all the current settings by hand =so that they are still available though
system breaks down or config file is damaged. Please note that this option will not help to back up the settings into a
file directly. You need go to this page after seeing the prompt to download and save it to the local PC.

[ Prempt admin at legen if backup has not been conducted for some time

Duration: days

The following are contents included on the System Config page:

=  Download Current Config File: To back up the current configurations, click this link to
download and save the current configurations to the local computer. The configurations are
saved as a .bcf file.

= Browse: To restore the configurations previously backed up, click it to select the
configuration file from the local computer.

=  Restore: Click it to restore the configurations from the selected file.

=  Prompt admin at logon if backup has not been conducted for some time: Select it and
specify Duration, so that the system will prompt the administrator to back up the
configurations when he logs into the administrator Web console if configurations have not
been backed up for such a long time.
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To back up and restore SSL VPN configurations, click SSL VPN Config to enter the SSL VPN
Config page, as shown below:

SSL VPN Config

Back Up Configurations Fields marked * are required

Back Up: Download Current Config File

Restore Backed-up Configurations

From Fila: | Select & .boffile Browse... *
Select the .bef file previously downloaded

Restore |

Auto Backups

Below are configuration files backed up by the system automatically in the last 7 days. If the current configuration
file gats damaged and incurs breakdown of S5L VPN system, use any of these backups to restore S5L VPN
configurations.

Configuration Backups

File Name Backed Up Cperaticn
. o 20141128-040201.bcf 2014-11-28 04:02:02 Restore Configurations
= 20141127-040201.bcf 2014-11-27 04:02:02 Restore Configurations
o 20141126-040201.bcf 2014-11-26 04:02:02 Restore Configurations
H 20141125-040202.bcf 2014-11-25 04:02:02 Restore Configurations
= 20141124-040201.bcf 2014-11-24 04:02:02 Restore Configurations

The following are contents included on the SSL VPN Config tab:

Download Current Config File: Click it to save the configurations to the local computer.

Browse: To restore the configurations previously backed up, click it to select the
configuration file from the local computer.

Restore: Click it to restore the configurations from the selected file.

Auto Backups: Displays configuration files automatically backed up by the system in the
past 7 days. Click Restore to restore any of them.

The configurations here only indicate the configurations of the SSL VPN module.

Restarting/Shutting Down Device or Services

The Restart/Shutdown page allows you to shut down/restart the Sangfor device, restart all the
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services and stop/start the SSL VPN service.

Navigate to Maintenance > Restart/Shutdown to enter the Restart/Shutdown page, as shown

below:

(8) Shut Down Device

(@ Restart Device

E: Restart Services

\1I) Stop SSL VPN Service

(E) About S5L VPN

Stop zll the running services, save the current settings and
shut down the S5L VPN device.

Shut down and restart S5L VPN device.

Terminate all the sessions, release system resources and
restart system services.

Stop 55L VPN service.

55L VPN version information and so on.

= Shut Down Device: To stop all the running services, save current configurations and shut

down the Sangfor device.

=  Restart Device: To shut down and restart the Sangfor device.

=  Restart Service: To terminate all the sessions, release system resources and restart system

services.

= Stop SSL VPN Service: To stop the SSL VPN service.

= About SSL VPN: To show SSL VPN version information and configure update options.
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About SSL VPN X

Version

M7.5

scclient 4.2_20140606
DLANS.26 Build_20160727
mdlan M5.26_20160727

update date 2016-07-27

sslvpn M7.5.459 Build20160905
build-s=sl-459 2016-09-05
update-ssl 2016-09-05
GC5_PRODUCT1.2.0

Update Ophions Close




SANGFOR vSSL VPN User Manual

Chapter 6 Scenarios

Device Deployment

Sangfor device can work in two modes, Single-Arm mode and Gateway mode. You can configure
device deployment mode under System > Network > Deployment.

Deploying Device in Gateway Mode with Single Line

Background:

= One network segment of a local area network is 192.200.200.0/24
= A Sangfor device is to be deployed in Gateway mode

=  External network is an Ethernet network; the IP address assigned by the Internet server
operator is 202.96.137.75.

Perform the following steps:

1. Deploy and connect the related devices as shown in the figure below:

WAN: 202.96. 137.75/24
LAN: 192. 200. 200. 254/24

192. 200. 200. X/24

192. 200. 200. X/24
GW:192. 200. 200. 254 GW:192. 200. 200. 254

2. Log into administrator console and navigate to System > Network > Deployment page, and
select Gateway as the deployment mode, configure LAN interface, as shown in the figure
below:
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Deployment Multiline Options Routes Local Subnets

Deployment Fields marked * are required

Made: {:} Single-Arm @ Gateway

WAN and LAN interfaces need to be configured.

Internal Interfaces

LAN: DMZ:

1P Address: 192.200.200.254 * 1P Address: | 10.10.2.88 =

Netrmask: 255 255.255.0 = Netmask: | 255.255.2550 =
| Multi-iP |

Configure WAN interface and corresponding line, as shown below:

Edit Line x
Enable this line
Line Type: @ Ethernet {:} PPPcE

Ethernet Settings

O Obtain IP and DNS server using DHCP

@ Use the IP address and DNS server below

IP Address: 202.95.137.75 % | Preferred 202.95.124.132
DNS:
Met ke 255 25525850
=tmas Alternate 202.98.128.166
DONS:
Default 202.98.137.1
Gataway: MTU: 1500
| Multi-F |
| Advanced |
Save | | Cancal
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4.

Routes

Multiline Options

Deployment

Deployment

Local Subnets

Fields marked * are required

Mode:

O Single-Arm @ Gateway

WAN and LAN interfaces need to be configured.

Internal Interfaces

LAMN: DMZ:
IP Address: 192.200.200.254 ® IP Address: |10.10.2.88 ®
Metrmask: 255255 2650 * Metrmask: 255 255 2550 *
| Multi-IP |
External Interfaces (WAN Interfaces)
Line Type 1P Address Netmask Default Gateway Status
Line 1 Ethernet 202.96.137.75 255.255.255.0 202.96.137.1 Enabled

Go to Firewall > NAT > SNAT Rule to enter the SNAT Rule page and click Add to enter

Edit SNAT Rule page, as shown below:

Mame: |5N'“\T

Criginal Data Packet

Source Subnet
From Interface: |LAM

Subnet: |192.200.200.0

Metmask: |255.255.255.n

Destination

To Interface | WAN -

Line: [&ll lines| v |

Subnet: [0.0.0.0

Netmask: |ﬂ-ﬂ-ﬂ 0

Prompt: 0.0.0.0,

Translatad To

® Interface IP
() specified IP

If IP address and netmask are

it means all IP addresses.

Enable ruleFirewall will let matching packets pass

Save

Cancel
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¥» SHAT Rule

| © Add
Statu Translated T
Name From Interface Source Subnet To Interface Destination Operation
5 o
Ensabl 182.200.200.0/255.255 .25
SNAT LARN WAN AllIP Interface IP |Copy Edit Delete
ed 50
Save

5. Click Save button to save the settings and restart the Sangfor device.

Deploying Device in Gateway Mode with Multiple Lines

Background:

=  One network segment of a local area network is 192.200.200.0/24
= A Sangfor device is to be deployed in Gateway mode
= There are two WAN lines: Telecom and Unicom.

Purpose:

User on business can connect to SSL VPN through the one of the two WAN lines, which has better
performance.

Perform the following steps:

1. Deploy and connect the related devices as shown in the figure below:

WAN2: 58.120. 10. 64/24
WANL: 202.96.137.75/24

LAN:192. 200. 200. 254/24

( 0]

192. 200. 200. X/24
GW:192. 200. 200. 254 GW:192. 200. 200. 254

192. 200. 200. X/24

2. Log into administrator console and navigate to System > Network > Deployment page, and
select Gateway as the deployment mode, configure LAN interface, as shown in the figure

1
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below:

Deployment Multiline Options Routes Local Subnets
Deployment Fields marked * are required
Made: {:} Single-Arm @ Gateway

WAN and LAN interfaces need to be configured.

Internal Interfaces

LAN: DMZ:

1P Address: 192.200.200.254 * 1P Address: | 10.10.2.88 =

Netrmask: 255 255.255.0 = Netmask: | 255.255.2550 =
| Multi-iP |

Configure WAN interface and corresponding line, as shown below:

Enable this line
Line Type: (@) Ethernat () pePoE
Ethernet Settings

O Obtain IF and DNS server using DHCP

@ Use the IP address and DNS server below

IP Address: 202.98.137.75 Preferred 202.98.134.133
OMNS:
Netmask: 255 255 255.0 Alternate AT TR R [T
OMNS:
Default 202.898.137.1
Gateway: MTU: 1500
| Multi-IF |
| Adwvanced |
Save | | Cancel
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Edit Line x

Enable this line

Line Type: (®) Ethernet () pEPOE

Ethernet Settings

O Obtain IP and DNS server using DHCP

':i':' Use the IPF address and DNS server below

IP Address: 58 .120.10. 84 Preferrad ER2.34 8875

DNS:
Met ke 2586 256 2650

stmas Alternate 5888

DNS:
Default 58.120.10.1
Gateway: MTU: 1500
| Multi-IF
| Advanced

| Save | | Cancel

Deployment Multiline Options Routes Local Subnets

Deployment Fields markead * are requirad

Mode: D Single-Arm @ Gatevway

WAN and LAN interfaces need to be configured.

Internal Interfaces

LAN: DMZ:

IP Address: 192.200.200.100 * IP Address: | 10.254.253.185 +

Netmask: 255.266.252.0 * Netrask: | 255.255.2550 *
| Multi-IP |

External Interfaces [WAN Interfaces)

Line Type IP Address Netmask Default Gateway Status
Line 1 Ethernet 202.96.137.73 2535.255.255.0 202.96.137.1 Enabled
Line 2 Ethernet 58.120.10.64 255.255.255.0 58.120.10.1 Enabled

4. Go to System > Network > Multiline Options page and select the Allow Sangfor VPN to
Use Multiple Lines option and add two Internet lines: Telecom and Unicom, as shown in the

figure below:
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Deployment Multiline Options Cl Local Subnets

Multiline Policy of Sangfor VPN

Allow Sangfor WPN to Use Multiple Lines

@add @oeete [LjEdt © WMoveUp () Move Down < Refresh
Default Gateway  Connection Mode Status

[ Line Alias 1P Address Netmask
O Telecom 202.96.137.75 255.255.255.0 202.96.137.1 Directly connect Inte... Mot activated
50.120.30.64 255.255.255.0 50.120.10.1 Directly connect Inte... Mot activated

O unicom

Enable extranet connection detection

Interval: 10 second(s)

Select the Allow SSL VPN to Use Multiple Lines and SSL VPN users connects in

directly Options under Multiline Policy of SSL VPN section, as shown below:

Multiline Policy of SSL VPN

Allow S5L VPN to Use Multiple Lines

PPTR/L2TP Connection:
@ S5L VPN users connect in directly (local device owns public IP).

) S5L VPN users connect in via front-end device (local device owns no public IP address)

Lines Providing Direct Connection

Line Alias Line Type IP Address Netmask Default Gateway Priority =~ Advan...
Line 1 Ethernet 202.96.137.75 255.255.255.0 202.96.137.1 High Settings
Line 2 Ethernet 50.120.30.64 255.255.255.0 50.120.10.1 High Settings

Navigate to Firewall > NAT > SNAT Rule and click Add to enter the Edit SNAT Rule page

5.
and configure required fields according to your need, as shown below:
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Name: [SNAT x|

Original Data Packet

Source Subnet
From Interface: [LAN

Subnet: |192.200.200.0 |

Netmask: [255.255.255.0 |

Destination

To Interface | WAN -
Line: |All |ir1e5-

Subnet: |ﬂ.ﬂ.[l.[l |

Netmask: |[I.[I.[I.[I |

If IP address and netmask are
Prompt: 0.0.0.0,

it means all IP addresses.

Translated To

® Interface IP
() specified IP

Enable ruleFirewall will let matching packets pass

Save Cancel

»» SMAT Rule

Statu Translated T
Name From Interface Source Subnet To Interface Destination Operation
5 o

Enabl 192.200.200.0/255.255.25
SNAT LAM WAN All P Interface IP |Copy Edit Delete
ed 50

Save

6. Click Save to save all the changes and restart Sangfor device.

v
The option Allow Sangfor VPN to Use Multiple Lines needs to be selected only when Sangfor
device is deployed in gateway mode with multiple lines and connected to Internet directly.

Deploying Device in Single-Arm Mode With Single Line

Background:

= One network segment of a local area network is 192.200.200.0/24
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= A Sangfor device is to be deployed in the local area network, in Single-arm mode

= The front-end firewall is connected to external network through an Internet line

Purpose:
Users on business can access internal resources through SSL VPN.
Perform the following steps:

1. Deploy and connect the related devices, as shown in the figure below:

7 INTERNET

202. 96. 137. 75/24

LAN IP:
192. 200. 200. 100/24
GW:192. 200, 200. 254

192. 200. 200. 254/24

2. Go to System > Network > Deployment page and select Single-Arm as deployment mode,
and configure the network interfaces of the device as well, as shown below:
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Deployment Multiline Options Local Subnets

Deployment Fields marked * are required

Mode: l@:‘ Single-Arm [::' Gatevay

The device connects to Internet via front-end device.

Internal Interfaces

LAN: DMZ:
IP Address: 182.200.200.100 * IP Address: | 10.10.2.80 -
Metmask: 255.2585 25510 * Netmask: 255285 25850 =
Default Gateway: | 192.200.200.254 *
Preferred DNS: 2888 *
Alternate DMS:

Multi-IP |

3. Click the Save button to save the settings and restart the Sangfor device.

4. Configure the front-end firewall, and make sure that the corresponding ports (443 by default)
of the front-end firewall are mapped to those on the Sangfor device.

5

» Port 443 is the listening port of Sangfor device by default. It can be modified. If it is modified,
corresponding port of the front-end firewall needs to be mapped to the modified listening
port.

» LAN interface of Sangfor device in single arm mode should be connected to internal switch.

Deploying Device in Single-Arm Mode With Multiple Lines

Background:
=  There are two Internet lines connected to front-end firewall device: Telecom and Unicom

= A Sangfor device is to be deployed in the local area network, in Single-arm mode

Purpose:

User can connect to SSL VPN by typing into 202.96.137.75 or 58.120.10.64 in Address field on
VPN client.
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Perform the following steps:

1. Deploy and connect the related devices, as shown in the figure below:

, Telecom

202. 96. 137. 75/24 % 4’ 58. 120. 10. 64/24

LAN:192. 200. 200. 100/24

GW:192. 200. 200. 254 10.10.10.1/24

10. 10. 10. 2/24

192. 200. 200. X 192. 200. 100. X

2. Go to System > Network > Deployment page and select Single-Arm as deployment mode,
and configure the network interfaces of the device as well, as shown below:

Deployment Multiline Options Routes Local Subnets

Deployment Fields marked * are required

Maodea: @ Single-Arm (:) Gateway

The device connects to Internet via front-end device.

Internal Interfaces

LAMN: DMZ:
IP Address: 192.200.200.100 * IP Address: | 10.10.2.30 -
Netmask: 255255 255.0 * MNetmask: IEE 2JEE 2EE QD *
Default Gatevay: 192.200.200.254 *
Prefarred DNS: 0.000 *
Alternate DNS:

Multi-IP
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Go to System > Network > Multiline Options page to select the Allow SSL VPN to use
Multiple lines option and add two Internet lines for SSL VPN, as shown below:

Add Line for S5L VPN

I

Configure lines and mappings of the front-end device

Line IPfDomain: |202.96.137.75 *
Priority: High -
HTTP port: 80 *

Line is mapped from it to SSL VPN HTTP port
HTTPS port: |443{ w |=

Line is mapped from it to S5L VPN HTTPES port

| Save | | Cancel |

Add Line for SSL VPN x .

Configure lines and mappings of the front-end device

Line IP/Domain: |53.1zﬂ.1n.54| % |=
Priority: High w
HTTP port: 20 *

Line is mapped from it to SSL VPN HTTP port
HTTPS port: 443 *

Line is mapped from it to SSL VPN HTTPS port

Deployment Multiline Options Routes Local Subnets

Multiline Policy of SS5L VPN

[+] Allow 55L VPN to Use Multiple Lines

PPETR/L2ZTP Connection:
D S5L VPN users connect in directly (local device owns public IP).

@ S5L VPN users connect in via front-end device (local device owns no public IP address)

Lines Of Front-End Device

@ add @ Delete [ Edit

D IF/Domain HTTP port HTTPS port Priority
D 202.96.137.75 g0 443 High
D 58.120.10.64 g0 443 High

Configure the front-end firewall again, so that the two ports (TCP 80 and 443) of the public
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network IP addresses (of the two Internet lines) can be mapped to the Sangfor device.

5. Click Save button to save the changes and restart Sangfor device.

i

5

When Sangfor device is deployed in single-arm mode, HTTPS port and HTTP port must be
mapped to the Sangfor device; otherwise, multiline selection policy will not work.

Configuring System Route

Background:

= Two network segments of a local area network are 192.200.200.X and 192.200.254.X. Users
in these two subnet communicate through layer 3 switch

= Sangfor device is to be deployed in the local area network, in gateway mode

Purpose:
Users on the subnet 192.200.254.x can access Internet through Sangfor device

As 192.200.254.X and 192.200.200.254 on which LAN interface of Sangfor device resides are not
on the same network segment, a system route is required to be configured on Sangfor device.

Perform the following steps:

1. Deploy and connect the related devices, as shown in the figure below:

WAN: 202.96. 137. 75/24

"LAN: 192. 200. 200. 254/24

192. 200. 200. 200

192. 200. 254. 254

192. 200. 254. XFI Bt
GW: 192.200. 254. 254
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2. Configure SNAT rule on Firewall > NAT >SNAT Rule page, as shown below:

Mame: |5N'“\T X|

Criginal Data Packet

Source Subnet
From Interface: |LAM

Subnet: |192.200.200.0 |

Netmask: |255.255.255.n |

Destination

To Interface | WAN -
Line: |All |ir1E5-

Subnet: |EI.EI.EI.{I |

Netmask: |ﬂ-ﬂ-ﬂ-ﬂ |

If IP address and netmask are
Prompt: 0.0.0.0,

it means all IP addresses.

Translatad To

® Interface IP
() specified IP

Enable ruleFirewall will let matching packets pass

Save Cancel

3. Goto System > Network > Routes page to add a route directing to 192.200.254.X, as shown
below:

Add Route x

Please fill in the correct route information.
Dst IP: 192.200.254.0 *
Metmask: 255.255.255.0 *
Gatavay: 182.200.200.200 » |:=
| Save and Add | Save | Cancel
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Adding User

Adding User Logging in with Local Password

2.
3.

Navigate to SSL VPN > Users > Local Users sand click Add > User to enter the Add User

page.

Configure Name and Local Password fields.

Configure Authentication Settings. Select Local password, as shown below:

¥ Add User

Basic Attributes

Fields marked * are requirad

Name;| www *

Description:

Confirm:| #e%
Mobile Number:
Added To: |/ L

l:l Inherit parent group's attributes

I:l Inherit policy set
I:‘ Inherit authentication settings

Authentication Settings

Certificate/USE Key: none
Generate Certificate | | Import Certificate | | Create USE Key

virtual 1P: (@) Automatic () Specified

Expiry Date: l:i:l MNewver li::l Specified
Status: '@' Enabled 'C} Disabled

Offline Access: Offline access is not enabled in policy set

~ ) (@) Private
User Type: |_J) Public user =~
user

Primary Authentication

Local password

[] certificate/use key

Secondary Authentication

I:l Hardware 1D

|:| 5MS password based

Click the Save button and Apply button to save and apply the settings.

Adding User Logging in with Certificate

Navigate to SSL VPN > Authentication to download and install the USB key driver and

USB key tool (for importing USB key).

Navigate to SSL VPN > Users > Local Users and click Add > User to add a new user, as

shown in the figure below:
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Basic Attributes Fields marked * are required
support * Certificate/USB Key: none
Description: | Generate Cestificate | | Import Certificate | | Create USB Key |
e virtusl 1P: (@) Automatic () Specified
Confirmz| *== Expiry Date: ':@' Never l:::l Specified
Mobile Number: Status: @ Enabled O Disabled

Added To: |/ » Offline Access: Offline access is not enabled in policy set

l:l Inherit parent group's attributes

1 |:| Inherit policy set
D Inherit authentication saettings

Authentication Settings

=
~ (@) Py t
User Type: () Public user =~ rvate
user

Primary Authentication Secondary Authentication
I:l Local password I:‘ Hardware ID
| m Certificate/USE key | I:‘ SMS password based

3. Configure Name and Local Password fields. Select user type Private user.
4. Configure Authentication Settings. Select primary authentication Certificate/USB key.

5. Click the Generate Certificate button to enter the Generate Certificate page and generate
certificate for this user, as shown in the figure below:

Generate Certificate ;4

Country must be 2-letter abbreviation (e.g., China-CM, U.5.A.-US)

Country: |CHN Department: | section
State: |GD Issued To:
City: |[SZ E-mail: Iangfnt@ssl.ﬁuppm't. ® '
Company: |SAMGFOR Valid To: |2024-11-22 |

Certificate | =
Password:

Remember and take settings as defaults

| Generate || Close |

6. Configure the required fields and click the Generate button. If certificate is generated
successfully, the following prompt dialog will pop up:
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Download Certificate

Completed. Pleasze click the
button to download certificate

Download

7. Click Download to save the certificate file support.p12 to the computer and send it to the
end user.

8. End user installs the certificate on his/her computer, visit the login page and select Use
Certificate login method to connect to SSL VPN, as shown in the figure below:

Access SS5L VPN

Uszername:

Password:

Login

Other Login Methods:

] Use Certificate||| gy Use USE Key

Configuring VPN Resource

Adding Web Application

Background:

One DNS server and four servers deployed in the enterprise network are providing services for

employees:

=  http://oa.123.com: an OA system. Server address is 192.168.1.10. The employees mainly
work via this platform.

= http://bbs: a website where employees can communicate online. Server address is
192.168.1.11.

= http://mail.123.com: a mail system of the company. Server address is 192.168.1.12.
= ftp://ftp.123.com: a file sharing system of the company. Server address is 192.168.1.13.

Purpose:
Enable employees to access these resources over SSL VPN, but no add-on needs to be installed.

Analysis and solution:
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OA system is a JSP-based system. Interactions among units of an OA system are complicated and
many scripts and controls need to be invoked. Because of the complexity, defining OA system as
Web application is not a wise choice, but TCP application and L3VPN are good choices for it. For
the other three resources, they can be defined as Web application because they are static.

To achieve the expected purposes:

1. Navigate to SSL VPN > Resources, add a TCP resource named OA System (address is
http://oa.123.com) and associate it with the with the user accounts of the employees (to
configure TCP application, please refer to the Adding/Editing TCP Application section in
Chapter 4).

2. Navigate to SSL VPN > Resources, add a Web resource named bbs (address is http://bbs)
and associate it with the employees.

a. On the Resources page, click Add > Web app to enter the Edit Web Application page,
as shown in the figure below:

++ Edit Web Application

Basic Attributes Fields m

MName: bbs
Description: | bbs rescurce
Type: HTTP 4

Address: http:ifbbs

Added To: | Default group £

b. Choose resource type HTTP, and enter the resource address into the Address field.
c. Configure other required fields.
d. Click the Save button to save the settings.

3. Navigate to SSL VPN > Resources, add a Web resource named mail (address is
http://mail.123.com) and associate it with the employees.

a. On the Resources page, click Add > Web app to enter the Edit Web Application page,
as shown in the figure below:
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C.

d.

++ Edit Web Application

Basic Attributes Fields m

Mame: mail
Description: | mail rezource
Type:
Address: 12,188,112
SMTP Port: 25

IMAF Port: 143

Domain Name: | hitp:/mail. 123.com

fdded To: | Default group 33

Choose resource type MAIL, and enter the IP address of the SMTP server into the
Address field and the domain name into Domain Name field.

Configure other required fields.

Click the Save button to save the settings.

Add a Web resource ftp (address is ftp://ftp.123.com) and associate it with the employees.

a.

b.

C.

On the Resource Management page, click Add > Web app to enter the Edit Web
Application page, as shown in the figure below:

¢+ Edit Web Application

Basic Attributes Fields mz

Name: ftp
Description:
Type: FTP i

Address: | fipiitn 122 .com

FTP Port: |21

rdded To: | Default group 33

Choose resource type FTP, and enter the resource address into the Address field and
the port into FTP Port field.

Configure other required fields.

Click the Save button to save the settings.

Navigate to SSL VPN > Roles to add a role, assign the role to the employees, and associate it
with the resources named bbs, mail and ftp. For detailed procedure of adding or editing a
role, please refer to the Roles section in Chapter 4.

Click the Apply button (on the yellow bar at the top of the page) to apply the settings.

Employees log in to SSL VPN and can visit the resources on the Resource page just by
clicking on the corresponding resource link, as shown in the figure below:
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@ Welcome test11
= SANGFOR [nto//en.2xamp
piffwww.examp
Resource Group A To avoid data leakage risk, you'd better not save account en public device.
[E Cefault group a bbs Type:HTTP

= testGrp

mail Type:MAIL
= |htGrp

= gmx-test-group

El ftp Type:HTTP

Masquerading Resource Address

Purpose:

Conceal the IP address of the server that provides resource to users. Resource address
masquerading only applies to HTTP, HTTPS, MAIL and FTP types of Web resources. Real
addresses of FileShare type of Web resources are visible to users.

To achieve the expected purposes:
1. Navigate to SSL VPN > Resources and click Add > Web app to enter the Edit Web
Application page.

2. Select resource type HTTP and enter the resource address (e.g., http://200.200.72.60) into
Address field. Select the Enable resource address masquerading option, as shown below:

¥+ Edit Web Application

Basic Attributes

Name: Web server *

Drescription:

Type: HTTF -
Address: http://200.200.72.60 .
Added To: Default group .

Icon: '::n -

Enable rescurce

Visible for user

Enable resource address masgquerading

3. Associate the resource with the user. For detailed guide, refer to the Adding Role section in
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Chapter 4.

4. End user logs in to SSL VPN and enters the Resource page. The Resource page is as shown
in the figure below:

Welcome test11

b

» SANGFOR

(]

http://www.exampl

Resource Group A\ To avoid data leakage risk, you'd better not save acceunt on public device.

IE Default group

a mail Type:MAIL
= tectGrp

= |htGrp a ftp Type:HTTP

= gmx-test-group

o Web server Type:HTTF
= RemoteApp .

5. Click the resource link to access the resource Web server. As shown in the figure below, the
URL address of the visited resource is not the real address (200.200.72.60) but a meaningless
character string.

> O 200.200.67.239 8 -

Adding FileShare Type of Web Application

Purposes:

= When the employee ssl1 accesses the Web-app-based file sharing server (IP: 200.200.72.169),
he or she does not need to install any ActiveX control and can enjoy the speedup of access to
the file sharing server.

= Employees can log in to the server automatically, without entering username and password.

To achieve the expected purposes:

1. Navigate to SSL VPN > Users and click Add to create a user account, as shown below:

*» Add User

Basic Attributes Fields marked * are required

Name: =1 = Certificate/USE Key: none

Description: | Genesate Certificate | | Import Cestificate | | Create USB Key

Password: virtual 1P: (@) Automatic () Specified

Confirm: ﬂ Expiry Data: l:é:l Naver l:::l Specified

Mobile Number: Status: '@' Enabled 'C:' Disablad

Added To: |/ - Offline Access: Offline access is not enablad in policy set

Inherit parent group's attributes

Inherit policy set
Inherit authentication settings
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2. Navigate to SSL VPN > Resources and click Add > Web app to add a resource, as shown

below:
| Add -] @ Delete [oEdit [P Select » [gMove ¥ View Associstion View| All v | »
| .;_. D HName « Type Dascription
; TCF =pp I D IE- | Remotefpp Resou... Apptest
L3VPN D = IhtGrp Resou...
Remote Application [ -l External rescurces Resou... Visited via LDAF
Resource group D [l Default group Resou... System protect:
D ﬁ 136xp Termi...

3. On the Edit Web Application page, select FileShare type of application and configure the
other required fields, as shown below:

¥+ Edit Web Application

Basic Attributes Fields marked * are reguirad

MName: web file sharing *

Dascription:

Type: FileShare -

Address:  [200.200.72.189 5
Use specified account to login to file
server

Username: Administrator

Pascword: |tesss

Ciomain:
Added To: |Default group s
Icon:

Enable rescurce

Visible for user

4. On the Role Management page, click Add to add a role, as shown below:
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#+ Role Management

| Add -| @ Delete [JjEdt | 7 Sekect - |5 Get Priviege Report Search by Name

l Desc... Assigned to Group

By using template n Cper... Syst..

5. On the Add Role page, select user ssl1 added in Step 1 and the resource Web file sharing to
associate the resource with the user.

Basic Attributes Fields marked * are required

Name: | Web file sharing L
Description:

Assigned To: sl | Select User/Group

Security Policy: | Select Role-level Policy

Enable Role

Associated Resources

@ Select Resource

Name Type Description

% web file sharing FilaShare

6. When the employee uses the user account ssl1 to connect to SSL VPN, he/she will see the
Web file sharing resource link on Resource page, as shown in the figure below:

Ay To aveid data leakage risk, you'd better not save account on public device.

IE Default group

l a web file sharing Type:Fileshare

7. Click on the resource link and the contents on the Web file sharing server and the available
contents will be displayed, as shown in the figure below:

ﬁ: File Sharing

File Location:_| Web file sharing

‘_Refresh | |_N"E.;N Folder | Upload | Pack&Download Remoua | | Cut | Copy ‘ Paste | Rename W
[0 Name Size Modified
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Adding Web Application Enabling Site Mapping

Background:

An OA system is JSP-based system and provides service for employees. Interactions among units
of an OA system are complicated and many scripts and controls need to be invoked. Sangfor
device is deployed in gateway mode. The network topology of custom network is shown in the
figure below:

WAN: 202.96. 137.75/24
LAN: 192. 200. 200. 254/24

192. 200. 200. X/24 0A: 192.200. 200. 20/24
GW:192. 200. 200. 254 GW:192. 200. 200. 254

Purpose:
Enable employees to access OA system over SSL VPN easily.
Analysis and solution:

OA system is a JSP-based system. Interactions among units of an OA system are complicated and
many scripts and controls need to be invoked. Except defining OA system as Web application, site
mapping feature should be enabled for this Web application.

To achieve the expected purposes:

1. Navigate to SSL VPN > Resources, add a Web resource named OA System (address is
192.200.200.20), as shown in the figure below:
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#% Edit Web Application

Basic Attributes Fields marked * are requirad

Mame: OA System *

Drescription:

Type: HTTP -
Address: |192.2nn.2un.2n vl
added To: Default group N

Enable resource
Visible for user

|:| Enable resource address masquerading

Click on Site Mapping tab and select Enabled to enable site mapping feature. Select VPN
Port as Mode and enter 8080 in Port field. It is recommended to select the Rewrite webpage
contents option. If it is selected, the webpage containing lots of scripts can be modified and
rewrote.

550 Authorized Admin Accounts Binding URL Access Control Site Mapping

Enabled

Changing mode or port requires VPN sarvices to restart.

Mode: @':l VPN Port l:::l Domain

Port: | 8080

Reawrite webpage contents

Navigate to SSL VPN > Roles to add a role, assign the role to the user Sangfor, and
associate it with the resource named OA System. For detailed procedure of adding or editing
a role, please refer to the Roles section in Chapter 4.

Click the Apply button (on the yellow bar at the top of the page) to apply the settings.

User Sangfor logs in to SSL VPN and can visit the resources on the Resource page just by
clicking on the corresponding resource link, as shown in the figure below:
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Welcome Sangfor | Settings | Leg Out

SANGFOR

(%)

Resource Group

OA System peHTTP

& Default group

6. Click the resource link to access the resource OA System. As shown in the figure below, the
URL address of the visited resource is not the real address.

= https:_.-’_.-‘zuﬂzm.ﬁzng:anan; D ~ @ Cerificat.. B &

If there is a domain name, obtained from ISP, directing to the Sangfor device, you can also select

Domain as Mode, and enter the domain name into Domain name field in step 2, as shown below:

550 Authorized Admin Accounts Binding URL Access Control Site Mapping
Enabled
Changing mode or port requires VPN services to restart.

T Pt .
Modea: [ VPN Port ® Domain
Domain Name: | WawW.oma. com

Rewrite webpage contents

= Resource address masquerading and site mapping which is also called Easylink cannot be
enabled together.

= The VPN port mapped to Web application cannot be used by other application.

= The domain name mapped to Web application cannot not be used to connect to SSL VPN.
User can connect to SSL VPN by typing the IP address of Sangfor device or other domain
name. One domain name can only be mapped to one Web application.

= The Easylink resource mapped to VPN port can be accessed by typing corresponding address
into the toolbar of IE browser, while the Easylink resource mapped to domain name cannot
be accessed through typing domain name into toolbar.

= In case that Sangfor device is deployed in single-arm mode and port mapping is enabled,
Web application is mapped to port 8080 of Sangfor device, corresponding port of front-end
firewall needs to be mapped to Sangfor device, except mapping port 443, and access through
port 8080 needs to be allowed by firewall.
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Configuring TCP Application

Adding TCP Application

Background:

One DNS server and two servers are deployed in the enterprise network, providing services for the
employees:

= http://oa.123.com: an OA system. Server address is 192.168.1.10.

= Accounting system: Server address is 192.168.1.15 and port is 4003, providing services such
as pay rolling, payment claiming, etc.

Purposes:

= Enable employees to access OA system directly (i.e., visit OA system through browser).
= Employees can open the accounting system, and connect to the server over SSL VPN.
Analysis and solutions:

Both the OA system and Accounting system can be defined as TCP application. Since OA system
is a type of system involving immense interactions and some even need links to a number of
servers, we need to use the feature Smart recursion of resource access (for more details, please

refer section £5iRIRIREIFIHPE. in Chapter 4).
To achieve the expected purposes:

1. Navigate to SSL VPN > Resources. Click Add > TCP app to enter Edit TCP Application
page and add a TCP application (named OA System, with address http://oa.123.com)., as
shown below:

++ Edit TCP Application

Basic Attributes Fields

MName: | OA system
Description:
Type: HTTP W

Address: | pheoi0a 122, comia:an

El @ €

Program Path:

Path could be absolute path and environment variable (e.g., Ywindiria)

sdded To: Defaul greup »

2. Click Add > TCP app to enter the Edit TCP Application page and add a TCP application
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(named Accounting system, server address: 192.168.1.15 and port is 4003), as shown below:

#» Edit TCP Application

Basic Attributes Fieldz m

Name: | Accounting 2yetem =
Description: | Accounting syatem

Type: Other w

Address: | yg5 1531 15/4002:2002

El @ €

Program Path: D\Program Filsz\IDWM Computer Solutions\l | Browse... |

Fath could be absolute path and environment variable (e.g., ¥windir®a)

Added To: Default group 33

p—
Sy

Icon:

Enable resource
visible for user

Choose the application type Other and specify the address and port.

Add or edit a role to associate the two resources (OA System and Accounting system) with
it and assign the role to user (for detailed guide, please refer to the Adding Role section in
Chapter 4).

After logging in to the SSL VPN with the specified SSL VPN account, the employees will
see the resource link, as shown in the figure below:

é Welcome testil | £
& SANGFOR — .
Co— ptf v examp
e £
‘ Resource GTOUP B To avoid data leakage risk, you'd better not save account on public device.
|‘ Default group a Web file sharing Type:FileShare
testGrp
Accounting system Type:Other
& |htGrp
gmx-test-group
a OA system Type!HTTP
RemoteApp

OA system could be accessed when the employee clicks on the resource link, or visiting the
server through browser.

The accounting system could be accessed directly by clicking the link if program path is
specified in step 2. If it is not specified, employee needs to launch the program manually
after clicking resource link.
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Configuring URL Access Control Feature

Background:

A file server (duan.sslt.com) is deployed in the enterprise network, providing services for the
employees.

Purposes:

Only allow the members from Finance department to access this file server, and only the directory
duan.sslt.com/frame can be accessed by them, others directory of the file server being
inaccessible.

Analysis and solution:
URL access control feature can achieve control over the access to the file server.
To achieve the expected purposes:

1. Navigate to SSL VPN > Resources and add a TCP application (named URL access control,
URL: duan.sslt.com), as shown in the figure below:

¥» Edit TCP Application

Basic Attributes Fields marked * are requirad

Name: | URL access control *

Description:

Type: HTTP bl

Addrass: | 500 ssit.com/0:50

E@ C

2. Click the URL Access Control tab, select the option Only allow access to the URLs below
and add a new entry (URL.: http://duan.sslt.com/frame) into the list, as shown below:

S350 Authorized Admin Accounts Binding URL Access Control Cthers

Enable URL access control Set Arcess-Denied Prompt Page How Does URL Arcess

':’i:' Only allow access to the URLs below ':::' Only deny access to the URLs balow
@ Add (P Delete [ Edit
1 urL

|:| http://duan.sslt.com/frame "
3. Create or edit a role and associate the resource with the user account of the employee (for
detailed guide, please refer to the Adding Role section in Chapter 4).

4. After logging in to the SSL VPN with the specified SSL VPN account, the employees will
see the resource link, as shown in the figure below:
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SANGFOR

(b))

Welcome test11

http://www.examp

Resource Group

IE Default group

testGrp
IhtGrp
gqmx-test-group

RemoteApp

_'_ To avoid data leakage risk, you'd better not save account on public device

a Accounting system ype:Other
a 0A system ype:HTTE

a URL access control ype:HTTP

5. To access the frame directory, the employees needs only to click the URL access control
link. Access to the upper-level directory will be denied.

Adding L3VPN Application

Background:

192.168.1.10-192.168.1.15 is a subnet in the enterprise network.

Purposes:

Enable network administrator to access internal machines on subnet 192.168.1.10-192.168.1.15

over SSL VPN

Analysis and solution:

For network administrator, defining the remote computers as L3VPN resource would allow
him/her to access these machines remotely.

To achieve the expected purposes:

1. Navigate to SSL VPN > Resources and click Add > L3VPN to enter Edit L3VPN page, as
shown in the figure below:
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¥+ Edit L2VPN

Basic Attributes Fields marked * are reguirad

Name: ping *
Description:

Type: Cther ¥ Protocel:| ICME ¥

Address:| g0 188 1. 10-192 1688.1.15/0:0

El @ €

Program Path:

Path could be absolute path and environment variable (e.g., Y%windiris)

Added To: Default group ]

Icon:

Enable resocurce
Visible for user

Enter resource name (for example, ping), configure other required fields and click the Save
button to save the settings.

2. Add or edit a role to associate the resources ping with it and assign the role to the network
administrator (for detailed guide, refer to the Adding Role section in Chapter 4).

3. Click the Apply button to apply the settings.

4.  After network administrator logs in to the SSL VPN, he/she will see associated resources, as
shown in the figures below:

Walcome Sang

)

&_ SANGFOR

C—
Resource Group
OA System Type:HTTP
|H Default group
URL access control Type:HTTP
ping Type:Other

Network administrator can launch CMD.exe on local PC to ping the connectivity of the computers
residing in the network segment 192.168.1.10-192.168.1.1.
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Adding Remote Application

Purposes:

Enable employees to access WordPad on the remote application server (IP: 172.16.253.119, port:
7170) and save modified file to private directory or public directory on remote server.

To achieve the expected purpose:

1. Install Terminal Service and RemoteAppAgent program. To download RemoteAppAgent
program, navigate to SSL VPN > Remote Servers to enter the App Server page and click
Download RemoteApp Agent to download the RemoteApp Agent program, as shown

below:
[or soner [
o Refresh G Add + @ Delete |o|Edit [of] Select »  [gMove |2 Search by Name -
Search 2| & I |:| Name Add Multiple Programs
= = all ] Default group Program White List
Default group
O [ =200.200.72.140 T
] [ =zo0.z00.74.182
Session Options
O [@s =00.200.74.71
il [I 200.200.75.54 Download Remote App Agent
Update

2. Double-click the executable file named SFRemoteAppServerlnstall.exe and follow the
instructions to install the RemoteApp Agent, as show in the figure below:

{7 RemotefppServer 6.8.0.34 Setup Iil_léj

Welcome to the RemoteAppServer
6.8.0.34 Setup Wizard

This wizard will quide you through the installation of
RemoteAppServer 6,8.0.34,

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.

[ Mext = ] | Cancel |

e A

3. Create private folder and public folder on storage server. The file system format should be
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4.

NTFS. Share this private directory and specify user permission for access to this folder.

-
Advanced Sharing

==

Share this folder

Settings

Share name:

[Pri\rate

Comments:

[ Permissions ][ Caching ]

Limit the number of simultaneous users to:

[ oK ] [ Cancel

] Apply

-

| Permissions for Private -

|

Share Permissions

GI’OIJD or User names:

£ Everyone

Permissions for Evenyone

Full Control
Change
Read

Leam about access control and permissions

[ ok J[ Cancsl J[ Aoy |

e W e

-

Navigate to SSL VPN > Remote Servers to enter the App Server page and click Add >

Server to add an application server, as shown below:
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6.

7.

App Server

Basic Attributes

Fields marked * are reguirad

Server Name:

Drascription:

Servar Address:

Remote App server *

172.18.253.118

Server Port: 7170 *
Admin Account: admin *
Password: sessadl o | | Test Connectivity | =
Added To: Default group -

a

Max Concurrent Sessions: (0 means no limit)

#

':i:' Enabled |

Status: \_:' Disabled
Configure admin account, password, and other required fields and make sure the application
server can connect to the Sangfor device. You can click the Test Connectivity button to

check whether this remote application server can be connected.

If the following prompt appears, the Sangfor device is then connected to the remote
application server successfully.

Connect to and wverify remote app server successfully

If the following prompt appears, the SSL VPN cannot connect to remote application server.
In that case, check whether the remote server is configured properly.

Connection failure (failed to connect remote server, possibly due to port error or network
error)

%)

Under Remote Application Programs, click Select from Sever to select the application
program WordPad, as shown in the figure below:

Remote Application Programs

@ Select - i.ﬂ«s&ndatﬂd Resgurces

:, Select from Server | Add Manually lﬂ Delete El Edit

D Application Program = Path

The selected programs are seen in the figure below:
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Remote Application Programs

_gSelect from Server £ Add Manvaly D Delete |ojEde | ) Select -
[ Application Program « Path valid?
1 O d WordPad C:\Program Files\Windows NT\Accessones\wordpad.... Yes

8.  Click the Save button on the editing app server page to save the settings.

9. Go to SSL VPN > Remote Servers > Storage Server to enter the Storage Server page,
click Add to add a storage server and create private directory and public directory for it, as
shown below:

hop coner | [y

Basic Attributes

Note: File system of storage server must be NTFS.

Server Name: &

Description:

Server Address; |200.200.75.84 *
Sarver Paort: 7170 *
Admin Account:  |administrator *
Password: tasnnene Test Connectivity | ¥
Status: l:i':l Enabled l:::l Disabled

Directories

) Add = () Delete

D Name Path Type
D private Ci\share\private Private direct...
D public Ctshare\public Public diractory

10. Navigate to SSL VPN > Policy Sets to enter the Policy Sets page and add a policy set that
will associate with the corresponding user (for procedures of configuring policy set, refer to
the Adding Policy Set section in Chapter 4). While configuring the Remote Application tab
(as shown in the figure below), ensure the following:

= The user account for logging in to the remote application server is the SSL VPN
account or Windows account created as per the SSL VPN account.

= Directory is specified, so that the data or files in remote application session will be
saved in the storage server and available to user for future access. Private directory
indicates that a folder will be created in the specified directory automatically when user
connects to the remote server, and is solely visible for that user.
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Policy Options

| client |

Account Options || Remaote Application ” Cloud Storage |

Logon to Remote Server

“}Bate Windows account as per 550 VPN account |v

Use server's own account

Lise 55L VPN account ]
Type: W rilege
Create Windows account as per SS5L VPN account

Deletion: On removing user from local device, remove account and related data from remote server

A | Sccess some crucial system programs,

Policy Options

| Client |

Account Options || Remote Application || Cloud Storage

Storage Directory

| Private Direfmr.__,:| W200.200.75.64\private .

Public Diractory: | |200.200.75.84\public "

EasyFile Cloud Storage

Cloud Server Group: Default group "

11. Associate the policy set with the corresponding user (for detailed guide, refer to the Adding
User section in Chapter 4).

12. Navigate to SSL VPN > Resources to add a remote application resource (for detailed guide,
refer to the Adding/Editing Remote Application section in Chapter 4), as shown below:

¢+ Edit Remote Application Resource

Basic Attributes Fields marked * are required

Name: Remote application *
Drescription:

sdded To: Default group »

Icon:

Enable resource

Program: | Select

13. Click the Select button (next to Program field) to select program WordPad, as shown
below:
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Application Programs

If the desired program is not listed below, go to "Remote Server Management™ to add it Search °
Application Program Server

O U Paint View

Z WordPad View

14. Click the OK button to save the settings and the program name is seen in the Program field.

»» Edit Remote Application Resource

Basic Attributes Fields marked with * are re.
Name: Remote appication -
Description:
Added To: Defaut group »
Icon: v

nable resource
Program: WordPad Seiect

15. Inthe App Server tab, select an application server to publish WordPad.

16. Navigate to SSL VPN > Roles to associate this remote application resource with the
corresponding user (for detailed guide, please refer to the Roles section in chapter 4).

17. After the employee logs in to the SSL VPN, he or she will see the Resource page with the
resource link to that remote application.

18. Click on the link to the remote application resource created in Step 12, and a remote
application session will be established, as shown in the figure below:

¥ WordPad - Remote Application

Starting remote application...

LTI ]

[ Detas>»> || Cancel |

19. To view the connecting process, click the Details button. Progress details will be seen as
follows:
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WordPad - Remote Application

Preparing to retry...

[.lllﬂ.llIIIII.IIIIIQIIII.

)
[  «Detais || Cancel |

10:55:45 Querying RemoteApp resource information...
10:55:45 Starting session process...

10:55:47 Connecting to Remote&pp server ...
10:55:57 Starting remote application...

10:55:58 Failed to start remote application: The system cannot find the path spec
10:55:58 Preparing to retry. ..

Once the session is established successfully, WordPad will be launched. The employee can
edit and save the document to the specified directory on the remote storage server. Next time
logging in to SSL VPN, he or she can edit this document again in remote application session

File Edit Wew Insert Format Help

DSH SR #& / "Bo B |

|Arial v| |'ID v| |Westem

E---|---‘|---|---2---|---3---|---.-1--

Remote Application

Sangfor

For Help, press Fi

LM

If the employee wants to save the modified file on client side. There are two methods to achieve
that:

Method 1:

a. Select Drives option on Remote Application tab when adding/editing policy set, as shown in
the figure below:

| Client |

Account Options || Remote Application || Cloud Storage |

Logon to Remote Server

User Account: ‘Create Windows account as per S5L VPN acocount w

(for users use server's own account. they have right to access some crucial system programs,
Type: @ User privilege Oﬁadmin privilege
Deletion:

D On removing user from local device, remove account and related data from remote server

Allow Use of Local Devices/Resources in Session

Printer |:| Virtual Printer

Log in to SSL VPN using VPN client. Right-click on VPN client logo and click on System

Settings to enter the System Setting page and click Remote Application tab to enter the
following page, as shown below, and select the Local Disk option.
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< Easy Connect

Remote App | Resource Path

Lacal rezource mapping

Tipz: unavailable devices and resources may be banned by
adrminiztrator

Local Digk, Frinter Sernal Port
hs Smart Card Clipboard

Color Quality
ﬂ": [High Colr (166t =
—

Remate PC Sound

‘ [F'Ia_l,l on this computer v]

|rput M ethod E ditar[[ME ]

F r :. [Lu:u:al |nput method v]

Prirter

Ty

SRAP Optionz
Fa Reduce image quality to accelerate data

tranzfer and allow compromize in vizual Settingz(S]

L'_:| EXDENEnCe,

[ Save ] [ Cancel ]

Click Save to save the changes. Then you can save file to the local drives.
Method 2: Download the file by the means of file sharing

a. Select Download when selecting private directory or public directory on Cloud Storage tab,
as show in the figure below:




SANGFOR vSSL VPN

User Manual

b.

C.

Private Directories X

System creates folders for each user in the selected directory. Users have the right to
or read their own folders. Upload and Download mean that upload and download opera
can be performed on the directory based on Web sharing. and folders will be rediractad

private directory.
Path Server Name Upload

\\i0.111.111.16\Personal FileShara D

(a].4

Download

Cancel |

Log in to SSL VPN and right-click on VPN client logo, you will see the following figure:

L Caonnection

&) History bessage

400 Personal Setup
[ System Settings

7 Private Directo
m_l:'_l.iiﬂc Directo

= | Zhow Resource

Exit

N

!

a L~
= T T 5500005

Click Private Directory to enter the File Sharing page, as shown in the figure below and

you can download desired file here:

) File Sharing

File Location:_ | private/f

| Refresh | | MNew Folder | | Upload | Pack&Download Remove | | Cut ‘ Copy | Paste | Rename I

O
O
O
O
O
O

Name

Deskiop
|_| My Document
|| My Music
|__] My Pictures
[ My Video

Size

Search

Modified
2015-03-30 18:16:05
2015-03-30 18:16:06
2015-03-30 18:16:06
2015-03-30 18:16:06
2015-03-30 18:16:06




SANGFOR vSSL VPN User Manual

Configuring Authentication with External CA

Using External CA Root Certificate to Generate Device

Certificate

Purpose:

Import and use the external CA root certificate to generate certificate for the Sangfor device, so
that end users can pass certificate based authentication when logging in to the SSL VPN if they
own certificates issued by that external CA.

To achieve the expected purpose:

1. Navigate to System > System > Device Certificate, as shown in the figure below:

Licensing Date/Time Console Options External Report Center Device Certificate

RSA Encryption Standard

Subject: C=CN,5T=guangdong,L=shenzhen,O=sangfor,O0U=sslvpn,CN=sslvpn,emailAddress=ssl@sangfor.com
View Download Update
Generate a certificate signing request (CSR) for the device:

Create CSR

5M2 Encryption Standard

Subject: C=CN,5T=GD.L=5Z,0=5ANGFOR,OU=55L,CN=sanagfor.emailAddress=5SL@SANGFOR.COM

View Download Update

Generate a certificate signing request (CSR) for the device:

Create 3 C5R for Device

Certificate Authorities{CA)

Options related to digital certificate. To generate Certificate Signing Request{CSR.) or issue certificate, go to
Certificate/USB Key Based Authentication.

2. Click the Create CSR button to generate a certificate signing request (CSR) for the Sangfor
device. The Create a CSR for Device page is as shown in the figure below:
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Create a CSR for Device »

Country must be 2-letter abbreviation {e.g., China-CN, U.5.A.-

us)

Country: CHN *
State: GD *
City: |5Z *
Company: |SANGFOR *
Department: | SUPPORT *
Issued To: |www,sangfor.com +
E-mail: |supporti@sangfor.com.cn *

Key Size: |1024 w

Encoding: |UTF-8 w

Ok | Cancel |

Configure the required fields. In this scenario, country is CN (China), state is GD
(Guangdong), city is SZ (Shenzhen), company is SANGFOR, department is SUPPORT,
email address is support@sangfor.com.cn, and the certificate is issued to the login page
(address is 10.111.111.3) to the administrator Web console of Sangfor device.

= Country should be a two-letter abbreviation.

= State name can contain a maximum of 20 characters.

Click the OK button to save the settings.

Once the CSR is generated, click Download to download the request or copy the above
request contents into a text file. The contents in the .csr file are as shown below:




SANGFOR vSSL VPN User Manual

MITEODCCATRCAQAw: TExCzATBeNVEAT TARNONG swCQTDVOQ IEwTHRDELMALG A 1TTE
EBxMCT1 oxEDAOEgNVEATE INETEAGT | IxEDAOE g NWVEL=TE INVUFEPT1Q=G 2 ATRg Y
BAMTEnd3dy 5z TWonZmSyLmiwb 35 1b jEIMCNGC 505 STh3DQET ARTWe 3WweG 8y dEBz
TWEnImSyLmMwb 55 b jCEnzANE gk qhk 1GOw0EAQEF AL0E 1QAwe ThC e TEAxLfm1d 2 T
VGibE5SuTTwyrdtxDz SNEDrGI03 1k AZRHRwT TtEzSLbEul HozLwi 5£ 2DV gk 3fue0Be
E3dikx TneIHIMZ/01C0Lno JuzH+5Xwsb 105003z 633w lhl g3 2n04nE5 1 LEP 8T
reohT9sDEHEsfENZT ehtfuly2enTCd jfNxECAWEA L 2 A ANADGC 5955 Th3DQEBBATA
LAGBAChrel1tw+E 1 CkkEEQCKE al T 1Wiha BE0QEUnt WonZC 1W+r 1 TEwKz L41 30xANST
BY 89251 DEuSHruh3THA L BR+VBCtHWT rPATPE0Af 265w 1 REVuwhp Tulzr/ qVT ¥V
OHCTdmja8e0n¥ ZMLVTubmOE jNIe1Tdfx aef 82xr S ehKpM+Ed

6. Submit the generated CSR to the external CA.
7. Get the Sangfor device certificate from the external CA.

8. Navigate to SSL VPN > Authentication > Certificate/USB Key Based Authentication
page, and click Add under External CA section to upload the device certificate you have
received from external CA to Sangfor device, as shown below:

External CA
&) Add
Name Certificate Status O peration
1 External CA Wiew | Update rd x

9. Click on the External CA in Name column to enter the External CA page and configure CA
Options, as shown in the figure below:

¥* External CA

Certificate Attributes

Instructions

Username Attr: CN b
Binding Field: |License ey w
CA Encoding: |UTF-8 w
CA Options

:: Trust the users who have imported certificate issued by current CA
:'l: Trust all the users who own certificate issued by current CA

Group Mapping Rule:Configure Mapping Ruls. Mapping user to a local group will have this user associate
with policies and authentication methods of this group.

10. Users can log in to SSL VPN with the certificated issued by this external CA.
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Mapping User to Local Group Based on External Certificate

Background:

Take Microsoft CA for example. As we know, for user accounts stored on LDAP server, the users
under different OUs have varied privileges.

Now, the prerequisite is that each user owns a certificate issued by a third party CA already. We
are to have these users (under different OUs) automatically granted with different levels of
privilege to access the SSL VPN, hoping that they can pass the certificate based authentication
with the certificate issued by the third-party CA when they connect to SSL VPN.

Suppose LDAP user testl is under oul, and user testl is under ou2.
Purposes:

To assign different resources to the two users automatically after they log in to the SSL VPN
successfully, but the two users need not be imported into the Sangfor device.

Analysis and solution:

Firstly, we need to configure external CA and use the CA to generate certificate, so that users can
use third-party certificate to log into the SSL VPN. Secondly, we need to map the certificate users
to the user group on Sangfor device, so that they can be granted with the same privilege as the
users under the target group.

To achieve the expected purposes:

1. Configure external CA (for detailed guide, please refer to Configuring External CA in
Chapter 4).

2. Navigate to SSL VPN > Users and create two user groups named oul and ou?2 (for detailed
guide, please refer to the Adding User Group section in Chapter 4). Primary authentication
Certificate/USB key need not be selected for both users oul and ou?2.

3. Generate certificates for the two users, testl and test2.

=== Hestl pfx -
"F{?.. Ferzonal Informa. .. |
o B

testZ pix
o Perzonal Informa. ..

3 BB

Check the subjects of the two certificates, as shown below.
DN of testl: CN=testl, OU=oul, DC=zy, DC=sangfor, DC=com
DN of test2: CN=test2, OU=ou2, DC=zy, DC=sangfor, DC=com

4. Configure CA option. Select Trust all the users who own certificate issued by current CA
option, as shown in the figure below:
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CA Options

User Login Permission:

':::' Trust the users who have importad certificate issued by current CA
':i:' Trust all the users who own certificate issued by current CA

Group Mapping Rule:Configure Mapping Rule. Mapping user to a local group will have this user associate
with policies and authentication methods of this group.

Click the link Configure Mapping Rule to configure two mapping rules, one rule mapping
LDAP oul to the local group oul, and the other mapping LDAP ou2 to the local group ou2,
as shown in the figures below:

Add External Certificate User Mapping Rule »

For users who have not imported certificate into local device, system will map the
specified user to certain local group after successful authentication as per the
mapping rule below. Those users have the same privilege as the group users.
Notes:

1. Certificate is case sensitive.

2. Order should be followsad while typing DN, from username to country.

3. State must be labeled as 5T rather than 5.

Example:CN=name,OU=section, O=company.L=SZ,5T=60,C=CNZ

Certificate DN: OlU=ou1, DC=sangfor, *C=com

Map to Group: lfoul/ ¥

| ol 4 || Cancel | ‘

Add External Certificate User Mapping Rule b4

For users who have not imported certificate into local device, system will map the
specified user to certain local group after successful authentication as per the
mapping rule below. Those users have the same privilege as the group users.
Notes:

1. Certificate is case sensitive.

2. Order should be followed while typing DN, from username to country.

3. State must be labeled as 5T rather than 5.
Example:CN=name,OU=section,O=company,L=52,5T=G0,C=CNZ

Certificate DN: Ol=ou2, DC=sangfor, DC=com

Map to Group: lfou2y/ Fes

| ol 4 || Cancel |

Navigate to SSL VPN > Roles, create two roles and associate the local groups oul and ou2
with different resources (for detailed guide, please refer to the Adding Role section in
Chapter 4).

Save the setting and then click the Apply button when configuration is completed.

After logging in to the SSL VPN, what test1 and test2 will see on the Resource page will be
the corresponding associated resource.
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Configuring Resource Enabling SSO

Adding TCP Application Enabling SSO

Purpose:
When end users access tech forum of their company, they do not need to enter username and
password again, which will be filled in automatically with their SSL VPN accounts.

Analysis and solution:

Firstly, we need to configure the tech forum as a TCP application. Secondly, enable SSO feature
for this resource and choose a login method, which can be Auto fill in form or Set auto-access
request. In this scenario, we take the former as example.

To achieve expected purpose:

1. Navigate to SSL VPN > Users > Local Users and click Add > User to add a user( for
detailed guide, refer to Adding User in Chapter 4)

2. Go to SSL VPN > Resources page and click Add > TCP app to add a TCP resource, as
shown below:
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¥4 Edit TCP Application

Basic Attributes

Mame: Tech forum +

Drescription:

Type: HTTP -

Address: | 155 200 200.44/80:80

E@C

Program Path:

Path could be absolute path and environment variable (e.g., Ywindirds)

addad To: Default group Le

Icon:

Enable resource
Visible for user

Autherized Admin “ Acoounts Binding i URL Access Control || Others

|_55:- |

Enable 550

Login Method:  Autc fill in farm ¥ | | Advanced |

Click on SSO tab and select the Enable SSO to enable SSO feature, and choose auto fill in
form as Login Method.

3. Goto System > SSL VPN Options > General > SSO page to download SSO assistant and
config file, as shown in the figure below:

Login Client Options Virtual IP Pool Local DNS Resource Options

550

550 @ Enabled O Disabled

|:| Allow user to modify 5SSO user account

Upload 550 Configuration File

Config File: | Browse...

o . Dovwnload S5O Assistant
Upload the archived S50 config file. File name: ssoconfig.sso
Download S50 Config Fil

| upload |

4. Install the SSO assistant. After installation completes, a corresponding shortcut will be
created for the SSO assistant, as shown below:
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5. Double-click on the shortcut to launch SSO assistant, as shown below:

r |

L 550 Assistant = B X
=
Qpen Help
550 Application
- /5
LB B

T SANGFOR S50 Assistant
5. 8.0.0
A1l Rights Reserwed
(01 2009-2015

Click Open to import SSO config file downloaded in step 3and record SSO information
with SSO Assistant. Click on the Username under the desired resource and right-click it
to click Edit, then drag the magnifier on current page to Username textbox on the login
page of this tech forum and select Same as VPN Username in Input Value field. Click
Save to save the changes. The method to record password and login button is similar with

that of recording username.
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550 Assistant = | (B e

S5 | B 9 7/ @

Qpen | Add Cel  Edit | Help

i El 550 Application Modify current element
By o
0@ 85
-3 tep_017
@ test Input Field ILlsername

E@ Tech fomm
= @ Login Page

8 Tsemane ks

TaaM ame I

..... @ Pazzword ID I
i@ Login Button Name |
Input % alu
Tepe I |1zermame LI
Q| HSavel 'QLInu:IDl

A

After recording SSO information completes, upload the SSO config file to Sangfor device.
Go to System > SSL VPN Options > General > SSO page and click Browse under Upload
SSO Config File section to select desired SSO config file, and then click Upload to upload it
to the device, as shown below:

Client Options Virtual IP Pool Local DNS Resource Options

550

550 ':i':' Enabled C;'l Disabled

Allow user to modify S50 user account

Upload 5SSO Configuration File

Config File: C:\fakepath'ssoconfig1.sso | Browse.

Uplead the archived 550 config file. File name: ssoconfig.sso

[ Upload |

Navigate to SSL VPN > Roles > Role Management to add a role and associate it with the
user created in stepl and the resource created in step2(for detailed guide, refer to Adding
Role in Chapter 4).

After user logs in to SSL VPN, he/she can click the resource link to access the tech forum
directly without entering username and password.
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Adding Remote Application Enabling SSO

Background:

RXT,a instant messaging tool, is published over SSL VPN. Employee’s account for logging in to
RTX is not the same as that for logging in to SSL VPN. The username of RTX account is the
abbreviation of employee’s name, and the password is their work number.

Purpose:

Enable employees to access RXT directly without need to provide RTX account after they log into
SSL VPN.

Analysis and Solution:

As employee’s account for logging in to RTX is different from the account for logging in to SSL
VPN, Allow user to modify SSO user account option should be selected when configuring SSO.

To achieve expected purpose:
1. Configure a remote server(for details, refer to Adding Remote Application in this Chapter)

2. Navigate to SSL VPN > Users > Local Users and click Add > User to add a user(named
ssl1, password is 123). For detailed guide, refer to Adding User in Chapter 4.

3. Goto SSL VPN > Resources page and click Add > Remote app to add a remote application
named RTX, as shown below:
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¥* Edit Remote Application Resource

Basic Attributes Fields marked * are required

Hame: RTX =
Drescription:

fAdded To: |Remotefpp L

Icon:
Enable rescurce
Program: RTx Select
Working
Directory: @
Command
Line
Argument:
Maximize window after program is launched
Single instance is allowed (for an application running on remote server, not
allow user to run a second instance of the application)
| App Server . 550 License Authorized Admin

[+] Enable 550

Click on SSO License tab to select the Enable SSO option.

Go to System > SSL. VPN Options > General > SSO page, select the Allow user to modify
SSO user account option, and download SSO assistant and config file, as shown in the
figure below:

Login Client Options Virtual IP Pool Local DNS Resource Options

550

550: (@) Enabled () Disabled

qﬁ Allow user to modify S50 user account

Upload S50 Configuration File

Config File: | Browse...

Uplead the archived S50 config file. File name: ssoconfig.sso

| upload |

Install the SSO assistant. After installation completes, a corresponding shortcut will be
created for the SSO assistant, as shown below:
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6. Double-click on the shortcut to launch SSO assistant, as shown below:

-

L 550 Assistant = B X
=
Qpen Help
550 Application
- /5
LB B

T SANGFOR S50 Assistant
5. 8.0.0
A1l Rights Reserwed
(01 2009-2015

Click Open to import SSO config file and record SSO information with SSO Assistant.
Click on the Username under the desired resource and right-click it to select Edit, then drag
the magnifier on current page to Username textbox on RTX login page and select

Same as VPN Username in Input Value field.

Click Save to save the changes.

7.  After recording SSO information completes, upload the SSO config file to Sangfor device.
Go to System > SSL. VPN Options > General > SSO page and click Browse under Upload
SSO Config File section to select desired SSO config file, and then click Upload to upload it
to the device, as shown below:
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Client Options Virtual IP Pool Local DNS Resource Options

550

550 ':i':' Enabled C;'l Disabled

Allow user to modify S50 user account

Upload 5SSO Configuration File

Config File: C:\fakepath'ssoconfig1.sso | Browse.
Uplead the archived 550 config file. File name: ssoconfig.sso
| Uplcad |

Navigate to SSL VPN > Roles > Role Management to add a role and associate it with the
user ssl1 created in step2 and the resource RXT created in step3(for detailed guide, refer to

Adding Role in Chapter 4).

After user ssl1 logs in to SSL VPN, click Settings on the upper right of the page to modify
the RTX account(for example, modify username to your real name xxI1, password to your
work number).

Personal Setup (ssl13 x
» User Account *fﬂ
. D Resource Account
* 550 Options
] RrRTx Sangfor
Account(1 resource(s) selected) x
Username: | sl
Password: | ssss
Confirm: | ssss -~
Save ‘ | Cancel
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Personal Setup (ssl1} X
Usear Account # Edit
i |:| Resource Account
* S50 Opticns
[1 rTx sl

10. Back to Resource page and click on the resource link, then user can log in RTX
automatically.

,

i})’

=SSO feature has two login methods: Auto fill in form and Set auto-access request. The SSO
feature with Auto fill in form as login method applies to web app, TCP app, all B/S-based
and C/S-based L3VPN app, while SSO feature with Set auto-access request as login method
supports web app, TCP app, HTTP-based and HTTPS-based L3VPN app.

= Remote application only supports the SSO feature with Auto fill in form as login method

Configuration Case of Accessing SSL VPN through PPTP

One customer wants to access internal network through SSL VPN by using browser of their own
iPhone, iPad or Android mobile phones, that is, realize mobile office by using mobile phones.

Since internal BBS system of the customer is written by JSP, systems are rather complex, a lot of
scripts and controls are used, therefore WEB application is not applicable, L3VPN is a better
choice.
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INTERNET

OA Server

PPTP Server

Configurations are as follows:

Configurations of SSL

Step 1: Navigate to System > SSL VPN Options > General > Login, select Permit PPTP
incoming connection, as shown below:

Client Options Virtual IP Pool
Login Port
HTTPS Port: | 443 | Edt |
E1Hrre Port:

PPTP/L2TP Connection Options

PPTP/L2TP Connection: () prohibit PPTP/L2TP incoming connection
L\\) @ permit PPTP incoming connection
4 @® Permit L2TP incoming connection (standard IPSec VPN will be unavailable. Shared key can not contain quatation mark)

L2TP Shared Secret:| ssssss

Step 2: Navigate to SSL VPN > Policy Sets, click Add to add policy set and to enter the Add
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Policy Set page. Select Permit PPTP/L2TP incoming connection, as shown below:

J Client H Account Options. ” Remote Application ” Cloud Storage l EMM

Privacy Protection

Delete the following contents on user's exit:

] Temporary Internet files [ cookies [ Browsing history £ Form data

Bandwidth/Sessions Restrictions
[l Enable TCP app sessions limit Blariee] 5 R
[ Enable bart}width Jimit Outbound:| |23 KBps, Inbound: 122 KBps (0 indicates no limit. Minimum is 32KBps)

Permit PFTR/L2TP incoming connection

[F] Enable Dedicated SSL VPN Tunnel (after login, user cannot access other resources except those accessible over SSLVPN)

Each user may own multiple hardware IDs, maximum: |5 |[1-100)

Step 3: Navigate to SSL VPN > Users, Click Add > Group to enter the Add User Group Page.
Associate policy sets in Attribute of use/user group which get connected through PPTP.

| b Add User Group

Basics

Name:

| =

Dem=cription:
Bl Toz| ! L

Max Comcum=nt Us=rs:| g (D iird

status: @ grabied () Disabled
Inl=rit par=nt group’s attributes
Inbv=rt suthentication s=iting=
Inbverit policy ==t
Inhverit axsigned moles

Authentication Settings

Group
Typ=:
Primary Authentication Secomdary-dnsthentication

Romgpuire- Ll%

I:l Eniforos its wesersfsubgroups to inbent the suthentication s=ttings
Policy Set

Policy S=t:

ELS

I:l Enifioros its weers subgroups to inberit the policy ==t

Assigned Roles

Roles: ** | Create + A=sociste
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Step 4: Navigate to SSL VPN > Resources, click Add > L3VPN to enter the Edit L3VPN page.
Add resources to be accessed by using PPTP.

Basics

N-:lrne:“

Dscription:

Type: | HTTFP *  Protocol: 2

LIOE

Program Path:
Path could be sb=clute path and snvicnment varisble (=.g., Swindird)

Added To: | Defzull group

Enabilz rezcuro=
Wisible: for us=r %

550 || Aumorized Admin || Accounts Binding URL Access Comtral

[ Enabie ss0 550

Login Method: Auio Tl In S s

Step 5: Navigate to SSL VPN > Roles. On the Role Management page, click Add > Role to enter
the Add Role page, and associate user/user group and resources.
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Basics
Name: *
Description:
Associated User: | Select Usen'Group
Security Palicy: | Select Role-Jdevel Policy

Enable Rale

Associated Resources

|| Select Resource

Mame Type Description

PPTP Client Access Configuration:

Here is an example of one user who uses iphone to configure PPTP access resources:

Log in to SSL VPN through browser of the iphone, as shown below:

_ Resource List

test [ Settings Log.Out]
Resources marked with @ should be accessed by using PPTP
(e
Dgfault Group

ey

*icmp_test®

Note: Resources marked with E is L3VPN and should be accessed by using PPTP.

1. Click Access SSLVPN Through PPTP. Access tips pop up. Install description file to mobile
phone.
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Cancel Install Profile Install Profile Installed Done

SSLVPN PPTPi%E# SSLVPN PPTPi%E#
shenzhen sangfor shenzhen sangfor

Signed by Not Signed

Description #iIPPTPAREEASSLVPN, XHEZ
952

Contains VPN Settings

Signed by Not Signed

Description EMPPTPHRXEASSLVPN, XHES
IR

Contains VPN Settings

More Details More Details

2. Set PPTP VPN login. Go back to iphone homepage, and go to Settings as follows:

< Settings General

Restrictions Off

Date & Time
Keyboard

Language & Region

iTunes Wi-Fi Sync

VPN Not Connected
Profile SSLVPN PPTPZE$:
Reset

3. VPN switch turns green after connection. A small icon VPN shows on the upper left. Then
you can access internal network applications through browser or application program.

4. When you want to exit PPTP VPN, switch off VPN option. Next time you can directly get
connected to PPTP VPN to access resources.




SANGFOR vSSL VPN User Manual

5. Remember PPTP login password. Go to General > Network > VPN and click the blue arrow,
as shown below:

< General VPN

VPN CONFIGURATIONS

Not Connected

11.11.136.73

~ SSLVPN PPTPiE#

Add VPN Configuration...

Enter password in Password and click Save. You do not have to enter password again for later

connections.

PPTP configuration is completed. You can use your mobile phone to access BBS.
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L

v

When SSL device is deployed in single-arm mode, the following is required: (1) TCP
80 and Port 443 connected by SSL users should be mapped, TCP 1723 port should also be
mapped. (2) PPTP data package can penetrate front-end device, and also protocol 47 can

penetrate front-end device.

L

v
Applications accessed through PPTP should be added as L3VPN resources. If the
application can be accessed through WEB, then the application can directly get connected to

SSL VPN without building PPTP connections.

L

v
Telecom operators in some districts (For example, Beijing Unicom) will block PPTP of
3G network. If, after deployment, you can get accessed through wifi , but not through 3G, it

is probable that operators have blocked.

L

?
When PPTP fails to get connected, make sure whether devices from local network to
SSL support PPTP penetration. For example, TP-link supports 32 PPTP penetrations,

D-Link does not support PPTP penetration, and Tenda supports PPTP penetration.

Configuration Case of Accessing SSL VPN through L2TP

Internal network in headquarter has DNS. One customer wants to access SSL through L2TP on
mobile endpoints, access internal network with domain account, and realize mobile office on
mobile endpoints.
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7,

INTERNET 5 -7 ¢

AD server < N

Configurations are as follows:

Configuration of SSL.:

Step 1. Navigate to System > SSL VPN Options > General > Login, select Permit L2TP
incoming connection and set L2TP Shared Secret, as shown below:

Client Options || Virtual 1P Pool Resource Options

Login Port

HTTES Port: 443 | Edt |

[T Hrre Port:

PPTP/L2TP Connection Options

PPTP/L2TP Connection: () prohibit PPTP/L2TP incoming connection
© permit PPTP incoming connection
@ Permit L2TP incoming connection (standard IPSec VPN will be unavailable. Shared key can not contain quotation mark)

L2TP Shared Secret: ssssss

1. With PPTR/L2TF feature enabled, user can use the built-in PPTP WVEN/L2TF VPN of iPhone, iPad or Android to wvisit
L3VPN resources
2. Users connecting using PPTR/L2TP can choose to be authenticated against MS Active Directory(AD) server. Steps:
LDAP Authentication: specifies an Active Directory(AD) server against which connecting users are authenticated by
the S5L VPN server.
Domain S50, only after being joined to domain where the Active Directory server resides in, could connecting
users be authenticated against the domain server.
Note that IPSec VPN connection will be closed automatically the moment L2TP connection is set up, however, Sangfor
WPN service will still be available.

Step 2: Navigate to SSL VPN > Authentication. Click Settings after LDAP. On LDAP Server
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page click Add to add LDAP server, as shown below:

Basics

#*

Server I"-.Iarne:||

Description:

Server Address:

00 L@

Admin DN:

Password:

Base DN: i

5]
%]
3
7]
c
o
9]
1]
4]

Subtree included (2/s0 verify the us

Authentication Timeout: | 15 * second(s)

Status: @ Enabled @) Disabled

Other Attributes > Group Mapping. Add group mapping as below:

»+ Authentication > LDAP Server >Add/Edit LDAP Server

Other Attributas

.SIDI.IP I.’a.ppir-;. Raole Mapping LDAF Extensions Password Encryption

A5 to users that have not been imported to local device, the system will map the specified-0OU users on this server to
the designated local user group after they have been authenticated successfully, according to the mapping rule
configured below,

@ Add @ Delete [ Edit Automatic Mapping

O ou Sub-OU in.. Map to Local Group

L
If LDAP user matches none of the abowe mapping rules, map the user te group: | /Cefault group »

Step 3: Navigate to SSL VPN > Authentication, click Settings after Client-Side Domain SSO,
and add SSL device to AD domain. Configuration page is shown as below:
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Basics

After this device is joined to domain, add a corresponding DNS rule.View Configuration Method

Client-Side Domain 550: [] Enabled

Status: Invalid
Device Name: sangfor9701b3b1

Domain Name:[ =

Short Domain Name:
Domain Controller Mame:
Domain Controller IP:
Admin Username:

Admin Password:

Save Cancel

Step 4: Navigate to SSL VPN > Policy Sets. On the Policy Set Management page, click Add >
Policy set to enter the Add Policy Set page, and select Permit PPTP/L2TP incoming
connection, as shown below:

Client Account Options Remote Application Cloud Storage EMM

Privacy Protection
Delete the following contents on user's exit:

[T] Temporary Internet files [T cookies [C] Browsing history | Form data

Bandwidth/Sessions Restrictions

[C Enable TCP app sessions limit Maximum:

[ Enable bandwidth limit Qutbound: KBps, Inbound: KBps

Permit PPTP/L2TP incoming conne:&n

[T] Enable Dedicated SSL VPN Tunnel

Each user may own multiple hardware IDs, maximum: 5§

Step 5: Navigate to SSL VPN > Users to enter the Local Users page. Associate policy sets in
Attribute of use/user group which get connected through L2TP.
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+¢ Edit User Group

Basics
Name:l |I | *
Diescription:| TOP_GROUP
Max Concurrent Users: (0 indicates no limit]
Status:® Enabled ) Disabled
Authentication Settings
Group =
T‘,prF:I ) public group @ Private group
Primary Authentication Secondary Authentication
Lucalpasswurd DHardwarE ID
D Certificate/USB key D SMS password
I:ll'ﬂ-n:ernal - I:lD",rnamic -
LDAR/RADILS. token
Require: @ poth ) Either
I:l Enforce its users/subgroups te inherit the authentication settings %
Palicy Set
Policy 5et: | Default policy ==t * |} Create + Associate

D Enforce its users/subgroups to inherit the policy set

Assigned Roles

Roles: ¥ | ) Create + Associate

| SBawe | Cancel

Step 6: Navigate to SSL VPN > Resources and click Add > L3VPN to add resources accessed by
using L2TP.

Step 7: Navigate to SSL VPN > Roles and click Add > Roles to associate user/user group and
resources.

L2TP Client Access Configuration

Here is an example of one user who uses iphone to configure L2TP access resources:

Go to Settings > General > VPN, click Add VPN Configuration, as shown below:
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seses NIFERE 7 15:39 9 90% W)
{ VPN AL
Bl L2TP
ik SEBAER

PR %5 28 61.50.189.53
= test

RSA SecurlD

ooy i) escoe

4 esccesesse

BEFHRE @

#1F VPN B &

Description: Enter name of VPN connection.
Server: Enter public network address of SSL.

Account: Enter username to access SSL. If it is AD domain authentication, then enter domain
username.

Password: Enter password to access SSL.

Secret: The same as L2TP shared secret of SSL.

v
When SSL device is deployed in single-arm mode, the following is required: (1) TCP
80 and Port 443 connected by SSL users should be mapped, UDP 500, UDP 4500 and

UDP1701 should also be mapped. (2) L2TP data package can penetrate front-end device.

L

v
Applications accessed through L2TP should be added as L3VPN resources. If the
application can be accessed through WEB, then the application can directly get connected to

SSL VPN without building PPTP connection.
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L

v
Telecom operators in some districts (For example, Beijing Unicom) will block L2TP of
3G network. If, after deployment, you can get accessed through wifi , but not through 3G, it

is probable that operators have blocked.

L

¥
L2TP connection service is enabled, standard IPSec VPN service of SSL can not be

used, but SANGFOR VPN still works.

Mobile Users Accessing SSL VPN

Remote desktop and remote application are accessible over SSL VPN on mobile device, such as
iPhone, iPad and Android devices. Taking Android mobile device as example, this section
introduces how to use EasyConnect to login and access remote resources.

1. Download EasyConnect from Google Store and install it. Launch it, and you will see the
figure as shown in Figure 1.

2. Enter URL to the Sangfor device and click Connect button. Then you need to be
authenticated before logging in to VPN, as shown in Figure 2. You can click on Account tab
to provide username and password, or click on Certificate tab to use certificate to log in to
SSL VPN.

3. After logging in to SSL VPN, if user is associated with L3VPN resource, a prompt dialog
appears, as shown in Figure 3. Check | trust this application option and VPN connection
will be established. To view connection status, click the EasyConnet logo shown at system
status toolbar, as shown in Figure 4.
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2.3Kls @ = .l (305:45PM

EASY CONNECT

SANGFOR TECHNOLOGIES CO_LTD.

Connect

Figurel

13K/s @ = .l C305:33PM

Attention

EasyConnect attempts to
create a VPN connection.

By proceeding, you are giving the
application permission to intercept
all network traffic. Do NOT accept
unless you trust the application.
Otherwise, you run the risk of having
your data compromised by a
malicious software.

| trust this application.

Cancel OK

Figure 3

OK/s @ = .l D 05:45PM

EASY CONNECT

SANGFOR TECHNOLOGIES CO_LTD.

Certificate

Log In

Remember Auto login

Figure2

1.4K/s @ = .al 3 05:35PM

EasyConnect

Session: Sangfor SSLVpn
Duration: 00:00:33
Sent: 43871 bytes /188
packets
Received: 111562 bytes /132
packets

Cancel Disconnect

Figure 4

After VPN connection is set up, user can access L3VPN resource using other programs. If he/she
does not set up VPN connection, L3VPN resource cannot be accessed, while Web app, TCP pp

and remote app are accessible.
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Authorized resources will be shown on the right pane of the Resource page. Click on the icon =
to change the method to display the resources, as shown in Figure 5, Figure6.

2.8K/is @ = .l @®05:11PM & Saving screenshot-
hyq_test & hyq_test
EE (TYDG address to access r. Edit EEE nype address to access r. Edit
; = Y Internet Explorer

g x 5 W & P

Internet Ex. office2003. office2003. office2003. ‘g office2003_excel _x86

1 j 12 office2003_ppt_x86
wordpad.exe

@ office2003_word_x86

j wordpad.exe

Figure 5 Icon Mode Figure 6 List Mode

To add the desired resource into Favorites, click Edit to enter the following page, as shown in

Figure 7. Click on the golden star icon ~ next to that resource and click Finish to exit editing

page. Then the corresponding resource will be added into Favorites list, as shown in Figure 8.
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0.96K/s @ &

hyq_test

il @ 05:12PM 1.5K/s @ = .all @ 05:12PM

Favorites History

é Internet Explorer

\gl office2003_excel_x86
12| office2003_ppt_x86
@ office2003_word_x86

Z wordpad.exe

EEE ﬁ'ype address to accessr. Edit
] office2003_word_x86
w g] office2003_ppt_x86

w ‘él office2003_excel_x86

Figure 7

Figure 8

To view accessible personal cloud, public cloud and local storage of mobile device, click Files to

enter the Files page, as shown in Figure 9.

0.52K/s @ = .l @ 05:14PM 25K/ls @ F .l @ 05:14PM

Files Personal Cloud
kﬁ History Files > |F (Qsearch by Name Edit
i Local > . Desktop >
; Personal Cloud > . My Document >
{& Public Cloud(public) > My Music >
& Public Cloud(public2) > . My Pictures >
& Public Cloud(public1) > . My Video >

Figure 9

Figure 10

To operate a desired file, for example, Personal Cloud, click the arrow icon next to that file
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to enter the Personal Cloud page as shown in Figure 10.

To open the selected file remotely, click Open to open that file using the application program
on remote application server.

To download and open a specified file, click Down &Open to download that file onto mobile
device and open it with default application program installed on mobile device.

To download the selected file, click Down to download it to mobile device and that file will
be saved into local directory. You can also see that file by clicking Local in Figure 9.

To remove a specific file, click Delete.

To operate multiple files simultaneously, click Edit on the upper right. You will see the page,
as shown in Figure 12.

@ o 3.5K/s @ = .uil (05:15PM 1.5K/s @ = .l (8 05:16PM
< Personal Cloud & My Document
IF (Qsearch by Name Edit :%4 3/3
. Desktop > (V) 'J test1.doc
... My Document > (VIS _] test2.xls
.. My Music > (V) ’:J test3.ppt
. My Pictures >

= B

Open Down & Open Download Delete

Down New Delete ~ More

Figure 11 Figure 12

Take the remote application office2003_Word_x86 shown in Figure 7 as example. Open it
and you will see a floating toolbar. Tool icons are listed on the toolbar, namely, cursor,
magnifier, keyboard, navigation, program list, menu and a button to hide toolbar.

Private directory and public directory, as well as local storage are available to this remote
application. Camera installed on mobile device can be invoked in this remote application.
The new photos can be uploaded to remote application. You can choose image quality when
uploading image, as shown in Figure 13. You can also share it on EasyConnect through the
built-in sharing feature of mobile device. After clicking on Share, you need to specify a
directory on remote storage server to save the image. Then you can insert that image into the
previously-opened Word document.




SANGFOR vSSL VPN User Manual

0.20K/s @ = .l & 05:20PM

Upload file Upload

Wi

Image Quality

Original size(1840x3264, 1.25MB)

Medium size(577x1024, 62.83KB)

Small size(450x800, 38.35KB)

Cancel

Figure 13

Configuring Firewall Rule

Adding SNAT Rule

Background:

e  The Sangfor device located at Headquarters is deployed in Route mode.
e  The branch has established VPN connection with the Headquarters.
Purpose:

Configure a SNAT rule on the Sangfor device located at headquarters, so that users from branch
(172.16.10.0/24) can access Internet after connecting to Headquarters through VPN connection.

Network Topology:
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INTERNET

To achieve the expected purpose:
Navigate to Firewall > NAT > SNAT Rule, and click Add to enter the Edit DNAT Rule

1.
page, as shown below:
| |
Name: |F"mcx'_l.r‘-.-"F'NLI‘sE|5 |
‘ COriginal Data Packet l
Source
From Interface: |‘-.|"P'N -
Subnat: [172.16.10.0 |
Metmask: |255.255.255.n | i

Dastination

Interface WAN-
Line: |all Iine»s-

Subnet: |n.n.n.n x|

Metmask: |CI.D.EI.EI |

Prompt: 0.0.0.0

means any IP address

Translate Src To
@ Interface IF
) specified IP

Enabled Firewall will let matching packets pass

Save Cancel

A
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Adding DNAT Rule

Background:

There is a LAN server (IP address: 192.168.10.20) providing Web service through the port 80.

Purpose:

Configure a DNAT rule to publish the Web service to the Internet on port 80, so that Internet users
can access the Web service.

To achieve the expected purpose:

1.

2.
3.

Click Add to enter the Edit DNAT Rule page, as shown below:

L

Name: | |

Criginal Data Packet

Source

Interface | WAN -
Line: |Line ].-

Subnet: 0.0.0.0 |

Netmask: |ﬂ-{|-ﬂ-ﬂ |

Prompt: 0.0.0.0
means any IP address

Protocol: |tcp -

Destination
o |58.251.13.8 |

Destination |3ﬂ |
Port:

Translated Data Packet
LAN

Interface:

Destination IP: [192.168.10.20

Destination Port: |3{|

x|

EnabledFirewall will let matching packets pass

Save

Configure the DNAT rule as shown in the figure above.

Click the Save buttons to save the settings.

Cancel

— A

After the above configurations are saved, Internet users can access the Web service by accessing
the WAN interface of the Sangfor device.

i

5
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To have the LAN server accessed by Internet users through configuring DNAT rules on the
Sangfor device, the Sangfor device must act as gateway of the LAN computers or router to
external network; otherwise, the DNAT rule will not work.
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Typical Case Study

Required Environment

Background:
Sangfor device is deployed in Gateway mode and connected to Internet directly.

Purpose:
Mobile employees can access internal FTP server over SSL VPN and log in to SSL VPN
automatically after their mobile device starts up.

Network Topology:

INTERNET

WAN :
202.96. 137.75/24
LANH: 192.168.1.10/24

‘ Mobile Users

FTP Server Internal Users

192.168.1.5/24 192.168. 1. 0/24

Configuration steps:
1. Deploy and connect related device as shown in the above network topology.
2. Create SSL VPN user and the resource which will be accessed by mobile users

3. Configure Sangfor device to enable user to log in SSL VPN automatically after mobile
device starts up

Configuring Sangfor Device

1. Navigate to System > Network > Deployment, select Gateway as Deployment Mode and
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configure LAN interface, as shown below:

Deployment Multiline Options Routes Local Subnets

Deployment Fields marked * are required

Mode: O Single-Arm @ Gateway

WAN and LAN interfaces need to be configured. ‘

Internal Interfaces

LAN: DMzZ:
IP Addrass: 192.168.1.10 * IP Address: |10.10.2.88 % |*
'
Metmask: 255.255.252.0 = Netmask: | 255.255.2550 *
| Mutti-IP |

Internet line will be displayed under External Interfaces section and click corresponding line to
configure it, as shown in the figure below:

Edit Line :

Enable this line

Line Type: '@':' Ethernet {7 pPPQE

L

Ethernet Settings

() Obtain IP and DNS server using DHCP

Mo

@ Use the IP address and DNS server below

IP Address: 202.95.137.75 Preferred 202.95.124.132
DMNS:
Net ke 255 255 2850
sHmas Alternate 202.98.122.186
OMNS:
Default 202981371 b4
Gateway!: MTU: 1500
| Multi-IP
| Advanced
| Save | | Cancel

2. Add a SNAT rule on the Firewall > NAT > SNAT Rule page, as shown below:
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II Name: |5N-""-T| X|

COriginal Data Packet

Source
From Interface: [LAN

Subnat: [192.168.1.0 |

Netmask: |255.255.255.n |

Dastination

Interface WAN-
Line: |all Iine»s-

Subnet: 0.0.0.0 |

Metmask: |CI.D.EI.EI |

Prompt: 0.0.0.0

means any IP address

Translate Src To
@ Interface IF
) specified IP

Enabled Firewall will let matching packets pass

Save Cancel

Go to System > SSL VPN Options > General > Login page to specify HTTP port and
HTTPS port and configure WebAgent, as shown below:

Local DNS = Resource Options

Client Options || Virtual IP Pool

Login Port

HTTPS Port: | 5443 Edit

HTTP g5

Port:

PPTP/L2TP Connection Options

PRTR/LZTP L ) _ _
Connection: O Prohibit PPTR/L2TP incoming connection

O Permit PPFTP incoming connection

(@) Permit L2TP incoming (standard IPSec VPN will be unavailable. Shared key can not
i contain quotation mark)
connection

L2TP Shared Secret: ****** -
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WebAgent Settings

Enable WebAgent for dynamic IP support

O Add © Delete [ Edit Test Connectivity || Modify PWD  “2 Refresh
e

D WebAgent

Port 443 is default HTTPS port. If it is modified, you need to append it following the URL of
Sangfor device when accessing SSL login page. Do not modify it unless necessary.

If Sangfor device has no fixed public IP address, you can use WebAgent to discover IP
address.

Go to System > SSL VPN Options > General > Client Options page to configure related
options for this scenario, as shown in the figure below:

Client Options Virtual IP Pool Local DNS S¢ Resource Options

5.

Client Options

|:| Enable system tray
Password can be remembearad

Allow automatic login

I:lﬂ«llowbeing onlina once disconnected

always

Auto install TCP and L3VPN components
I:l Show host address for TCR/L3VEN rescurce
Display resources the moment user logs in using S5L VPN Client

If Client Software Installer is not installed, or user fails to pass user-level endpoint security check,
l@:l Disallow user to log in
':::' Web service is available
Install Client Software Installer when required
':é:' Automatically
':::' Manually
Floating toolbar of Web resource

l@:l Do not show up

':::' Show up
Go to SSL VPN > Users > Local Users and click Add > User to add a user named test1, as
shown below:
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Basic Attributes Fields marked * are required
Name: test! = Certificate/USE Key: none
Description: | Genesate Cert | Import Certificate | | Create USB Key
Local Password: | sesss virtusl IP Assignment: () Automatic () Specified
Confirm: *ssss Expire: ':i:' Never O On date
Mobile Number: Status: (@) Ensbled () Disabled
added To: | " Offline Access: Offline access is not enabled in policy set

l:l Inherit parent group's attributes

I:‘ Inherit palicy set
I:‘ Inherit authentication settings

Authentication Settings

- Privats
User Typa: (_) Public user @ rvate
user
Primary Authentication Secondary Authentication
Local password l:‘ Hardware ID

6. AddaTCP app, named FTP, on SSL VPN > Resources page, as shown below:

¥+ Edit TCP Application

Basic Attributes Fields marked * are required

Mame: FTF *

Drescription:

Type: FTP {port'pasvy mode) w

Address:| 155 185 1 52121

E© €

Program Path:

Path could be absolute path and envircnment variable {e.g., Yowindirds)

Added To: Default group ¥

Icon: 'IEE. -

Enable rescurce
Visible for user

7. Goto SSL VPN > Roles > Role Management page to create a role and associate it with the
user testl created in step 7 and the TCP resource created in step 8(for detailed guide, refer to
Adding Role in Chapter 4).

8.  Click Save to save all the changes and click Apply button to apply the settings.

9.  After user testl logs in to SSL VPN, he/she will see the following resource page:
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b

== SANGFOR

p—l

[testi] Settings Log Out
Eesource Group List Default group
Default group » |@ EIP

To access FTP server, click on the FTP link.

10. Right-click on VPN client logo and click System Settings and select related options, as
shown below:

-

System Settings

~= Easy Connect

[ W e

Freferences | Resource Path

Start

W] Launch at startup

— [TTUsze USE key to log in

[T Resource page does not pop up upon login

Pro=y Options
[TTUsze IE pro=y zettings

Uzername:

Fazzword:

Other

E [ Create desktop shortout ]

I [ Cancel

11. Click Save to save the changes.
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Appendix A: End Users Accessing SSL VPN

This section introduces how end users configure browser and log in to SSL VPN.

Required Environment

*  Enduser’s computer can connect to the Internet.

= No security assistant software is installed on the computer, because this kind of software may
influence the use of SSL VPN.

=  Any mainstream browser is installed on the computer, such as, Internet Explorer (IE), Opera,
Firefox, Sarafi, Chrome, etc.

A

»  Operating systems should be 32bit/64bit Windows XP/2003/Vista/Win7/Win10, 32bit Linux
Ubuntu 11.04/RedHat 5.2/RedFlag/Fedora 13/SUSE 11.2, or Mac OS X Leopard(10.5)/Snow
Leopard(10.6)/Lion(10.7).

=  SSL VPN client is available on iPhone and Android mobile phones.

Configuring Browser and Accessing SSL VPN

Configuring Browser
The following configuration takes Windows XP IE browser for example. Screenshots may vary
with different operating systems.

9. Launch the IE browser and go to Tools > Internet Options to configure the IE browser, as
shown in the figure below:
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File Edit “ew Favorites Help
" ) n Delete Browsing History. .. Cerl+Shift+Del
Favarites =, Sugge: -
w | = ﬂ = InPrivate Browsing Chrl+Shift+P

| @ Blank Page Reopen Last Browsing Session

InPrivate Filkering Chrl+Shift+F
InPrivate Filkering Settings

Pop-up Blacker 3
SmartScreen Filber »
Manage Add-ons

Compatibility Wiew
Compatibility Yiew Settings

Subscribe to this Feed. ..
Feed Discovery 3
‘windows Update

Developer Tools Fiz

10. Click Advanced tab. Find the Security item and select the checkboxes next to Use SSL 2.0,
and Use TLS 1.0, as shown in the figure below:

-
Internet Opticns

| General | Security | Privacy | Content | Connections | Programs | Advanced l

I Settings I

[[] Do not save encrypted pages to disk -~
[] Empty Temporary Internet Files folder when browser is de
Enable DOM Storage

Enable Integrated Windows Authentication™

Enable memary protection to help mitigate online attacks™
Enable native XMLHTTP support

[ Enable SmartScreen Filter I
[ Enable Strict P3P Validation™®

Use 55L 2.0
[ usessL 3.0
Use TLS 1.0
UseTLS 1.1

[¥] warn about certificate address mismatch™ i
1| il] | b

q m_|

*Takes effect after you restart your computer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

Reset...
condition. ==

¥ou should only use this if your browser is in an unusable state.

| ok || cencel || apply |

11. Enter the SSL VPN address into the address bar of the browser and visit the login page to
SSL VPN.
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12. When you visit the login page, a security alert may appear, requiring installation of security
certificate, as shown in the figure below:

Security Alert [‘5_(|

rir‘"l |nformation vou exchange with this site cannot be viewed or
?. changed by others. Howewver, there iz a problem with the site's
; zecunty certificate.

v The zecurty certificate was issued by a company you have
not chozen to trust. View the certificate to determine whether
you want to brust the certifwing authority,

.@. The zecurity certificate date is valid.

yv.  The name on the security certificate is invalid or does not
match the name of the site

Do pou want to proceed’?

’ Yes ] [ Ho i [ Yiew Certificate ]

13. Click the View Certificate button to complete installing the root certificate if this is the first
time you log in to SSL VPN administrator Web console. The information of the root

certificate is as shown below:

Gzeneral |Details Certification Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  asf

Issued by: asf

valid from 10/16/2011 to 10/11/2031

Install Certificate. ..

14. Click the Install Certificate button and use the Certificate Import Wizard to import the
root certificate, as shown in the figure below:
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Certificate Import Wizard D_<|

Certificate Store
Cettificate stores are swskemn areas where certificates are kept.

Windows can automatically select a certificate store, or vou can specify a location For
() Automatically select the certificate store based on the bype of certificate
(%) Place all certificates in the Following store

Certificate staore:

|| | l Browse, .,

[ « Back ” Mexk = ][ Cancel ]

15. Select a directory to store the certificate and click the Next button. After confirming the
settings and clicking the Finish button, another warning pops up asking whether to install the
certificate, as shown in the figure below:

Security Warning .

_!3 ‘You are about to install a certificate From a certification authority (CA) claiming to represent:
2 asf
‘windows cannot validate that the certificate is actually from "asf, *You should confirm its origin by contacting "asf". The Following number will assist you in this process:
Thumbprink (shal): 164FEFF3 1BA7C141 DODASEIF D09092E7 2E480982
W'arning:
IF yiou install this root certificate, Windows will aukomatically brust ary certificate issued by this CA, Instaling a certificate with an unconfirmed thumbprint is a security risk,

IF vou click "fes" vou acknowledge this risk,

Do you want ta install this certificate?

16. Click the Yes button to ignore the warning and the root certificate will be installed, as shown
in the figure below:

"l ) The import was successhul,

Generally, root certificate is required to be installed when you logs in to the SSL VPN for the
first time. Once root certificate is installed, you need only click the Yes button next time
when logging in and see the security alert.
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Using Account to Log In to SSL VPN

If root certificate has been installed, user can visit the login page to the SSL VPN. The login page
is as shown in the figure below:

Access S5L VPN

Username:
Password:
Verification: t NZ q
Logiin:

Other Login Methods:

[l Use Certificate | ggg Use USB Key
» Failed to read USB key. Please install USBE key driver
# Login error. Please download S5L WPN repair tool to repair components
# For more help information, click here

Enter and submit the required credentials through the login page. The following are the

contents included on the login page:

Username, Password: Enter the username and password of the SSL VPN account to
connecting to the SSL VVPN.

Verification: Enter the word on the picture. Word verification feature adds security to
SSL VPN access and could be enabled by administrator manually, or activated
automatically when brute-force login attempt is detected.

Use Certificate: A login method that enables user to use certificate to go through the
user authentication. The certificate should have been imported to the IE browser
manually.

Use USB Key: A login method that enables user to use USB key to go through the user
authentication. There are two types of USB keys, one type has driver and the other type
is driver free.

A

User using USB key to get authenticated may need to install the USB key driver. For detailed
guide, please refer to the SSL VPN Users section in Chapter 4.

Once user passes the required primary and secondary authentications, he/she will enter the

Resource page, as shown in the figure below:
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)

Welcome testll | Settings | Optimization | Log Out

&~ SANGFOR

— http://www.example.com.cn | Go i|

Resource GTOUP & To avoid data leakage risk, you'd better not save account on public device

l@ Default aroup 5 All subnet L3VPN resources
testGrp H
IhtGrp E test_sso_res Type:HTTP
gmx-test-group
T e ﬁ Financial System Type:HTTP
'_“ 0OA Office System Type:HTTP
9. All the resources or groups associated with the connecting user will be displayed on the
Resource page. Click on any of the links to access the corresponding resource.
For Web application resources, user can access them simply by clicking on the resource link.
For C/S applications that cannot be accessed through browser, user can start the SSL VPN
Client program (under Start > Programs > SSL VPN Client) and access the application by
entering IP address of the server, as if user’s PC resides in the enterprise network.
10. TCP and L3VPN components will be installed automatically when user accesses associated
TCP resource or L3VPN resource.
welcome a | Settings Optimization Log out
web17 Type:HTTR
11. To log out of the SSL VPN, click Log Out at the upper right of the page. Once user logs out,
he/she cannot access the internal resources any more.
12. To modify password of the SSL VPN account, click Settings at the upper right of the page to

enter the User Account page, as shown in the figure below:
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Personal Setup (si}

» User Account Username: =i
Password: Hxssss [Modify]
Description: [Modify]

As shown above, the current password is followed by Modify. Click it to enter the Modify
Password page, as shown below:

Zhange Password X

Current:
MeEw

Confirm:

Save Cancel

A

» If user keeps inactive for a long time during SSL VPN access, without performing any
operation or accessing any resource, user will be disconnected and log out automatically.

»  The contents shown in Settings are related with SSL VPN configurations. Those contents
will be taken valid.

Using USB Key to Log In to SSL VPN

User login using USB key is a bit different from that using account.

2
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Main differences are the login process and login page. User should perform the following:
6. Launch the browser and visit the login page to the SSL VPN.
7. Insert the USB key into the USB port of the computer.

8.  Select other login method Use USB Key to enter the next page that asks for PIN of the USB
key.

9. Enter PIN of the USB key and login process completes.

10. To modify PIN of the USB key, click Settings at the upper right of the Resource page to
enter User Account page, as shown below:

Welcome sangfor User Account

o User Account Username: sangfor

— _ i Password; ks [Modify]
= Loagin Options

Description: [Madify]

PIN; s [Maodify]

Click Modify to enter the Edit USB Key PIN page, enter the current PIN and the new PIN
and click the Save button, as shown below:

Edit USB Key PIN Close

Current PIN:

Mzw PIN:

Confirm PIN:

Save Cancel

Using VPN Client to Log In SSL VPN

SSL VPN client components will be installed automatically when user logs in SSL VPN through
IE browser. On System > SSL VPN Options > Client Options page, you can enable client
software installer to be installed automatically or manually when required. If Manually
corresponding to the Install Client Software Installer when required option is selected on the
Sangfor device, the following page will pop up when user logs in VPN, as shown below:
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“ Install ActiveX controls

Follow the tips to install ActiveX control.

_-ated Sitesw

to install the following add-on}
Install This Add-on for A
What's the Risk?

Information Bar Help

. 3
F’x‘.!. .‘-4'

If you see no prompt of or fail to install the add-on, download and install it manually.

Download Add-on

Click Download Add-on, a dialog appears, as shown below:

Do you want to run or save install.exe (13.5 MB) from 200.200.75.2407

@ This type of file could harm your computer, | Run || Save |V|| Cancel

To install it, click Run. You will see the following installation page.

r Sangfor Install Setup: Installir_1g l = | — |&r

@ Extract: SuperExelnstaller. exe
—4 [ |||

i Show details

F Zancel | Mullsoft Install System w2, 46 Close |

— A

After software installer is installed, navigate to Start > Programs and you will see the

following directory, as shown below:
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. S5L VPN Client
2 Offline Access Secure Desktop
. Start EasyConnect
@ Uninstall EasyConnect

v
Please terminate firewall and antivirus software when installing client software installer;
otherwise, the client will fail to be installed.

4. Click Start EasyConnect to open the SSL VPN client window, as shown below:

i ™y
. EasyConnect -IEIEM

S Easy Connect

Address:

Froxyp Settings ] I Connect |[ Cancel ]

5. Enter the address of SSL VPN and click Connect, the following dialog appears.

i ™
+» EasyConnect ilglﬂu

S Easy Connect

Account | Certficate | USB-KEY |

Address; https://200.200.75.240

Uzemame: |

Pazzward:

[] Remember me [] Auta login

[ Anonymous Log [n ] I Logln | [ Back

= For authentication based on username and password, select Account. The Account tab is as
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shown in the figure below:

i '

= Easy Connect

Account | Certficate | USB-KEY |

Address; https://200.200.75.240

Ilzername: |

Pazzword:

[] Femember me [ ] Auta login

[ Anonpmouz Log In ] | | [ Back

Logln

User can select Remember me and Auto login options if required, then he/she does not need to
enter these information upon next login. The two options are available only when they are enabled
on the device(for details, refer to Client Options in Chapter 3).

m  For authentication based on certificate, select Certificate. The Certificate tab is as shown in
the figure below:

r ™

= Easy Connect

Cerificate | JSB-KEY

Address hittps: #4200, 200.75. 240

Cert Uzer [

[] &wsta login

= For authentication based on USB key, select USB Key. The USB-KEY tab is as shown
below:
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w= Easy Connect

|hccnunt |Certificate| USE-EEY

Address: http=:/Ff200. 200. T5. 240

FIN: |

Fleaze inzert a walid USE Leyw

Download USE Key Driver

I Log In I [ Back ]

L

1%

To create SSL VPN user, refer to Adding User in Chapter 4.

6. Select an authentication method as per your case. After logging in, a prompt dialog appears,
as shown below:

“,

@ Connected ® *

Connected to server

If system tray is enabled when configuring Client Options on Sangfor device, the VPN client logo
will be shown on the lower-right corner of the desktop. Put the cursor on it, you can see the
connection status and VPN flow speed, as shown below:

S50 ‘-IF'I'\J is connected
Speed:[out]d B/S [in]0 B/S

To view VPN connection status and configure VPN-related settings , right-click on the System
Tray icon and you will see the following floating window, as shown below
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L Connection
&) History Message

iop Personal Setup
[ System Settings

=_| Show Resource

SSL VPN

Exit




